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1. About This Manual

Read this user’s manual to learn how to configure and use your Moxa NPort device server. The following
products are covered by this manual:

Model Series Introduction

NPort Family

NPort 5000

NPort 5110/5130/5150 Series

NPort 5210/5230/5232 Series

NPort 5410/5430/5450 Series

NPort 5610/5630/5650 Series

NPort 5610-8-DT/5650-8-DT Series
NPort 5610-8-DTL/5650-8-DTL Series

NPort 5000 Series device servers make
serial devices network-ready in an
instant. The different form factors of the
servers provide flexible options for users
to connect legacy devices to an IP-based
Ethernet LAN.

NPort 5000A

NPort 5110A/5130A/5150A Series

NPort 5210A/ 5230A/5250A Series

NPort 5150AI-M12/5250AI-M12/5450AI-M12
Series

NPort P5150A Series

The NPort 5000A device servers make
serial devices network-ready in an instant
and give your PC software direct access
to serial devices from anywhere on the
network. The NPort 5000A device servers
are ultra-lean, rugged, and user-friendly,
making simple and reliable serial-to-
Ethernet solutions possible.

NPort
IA5000/IA5000A

NPort IA5150/IA5250 Series
NPort IA5150A/IA5250A/IA5450A Series

NPort IA device servers are an ideal
choice for establishing network access to
RS-232/422/485 serial devices, including
PLCs, sensors, meters, motors, drives,
barcode readers, and operator displays.
All models are housed in a compact,
rugged, DIN-rail mountable housing, and
come with redundant power inputs,
cascading Ethernet ports, and industrial-
grade certifications.
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2. Getting Started

In this chapter, we explain how to install a Moxa NPort device server for the first time. There are four ways
to access the Moxa NPort’s configuration settings: Windows utility, web console, serial console, or Telnet
console.

NPort products support the following configuration options:

e Windows Utilities: NPort Administrator; Device Search Utility and Windows Driver Manager
¢ Web Console

e  Quick Setup Wizard*

e Serial Console**

e Telnet Console

* Does not support 5100/5200/IA5000 series

** Only available for the NPort Series that has RS-232 interface.

Installing Your NPort Device Server

This section describes how to connect an NPort device server to your serial devices for the first time. We
cover Wiring Requirements, Connecting the Power, Grounding the NPort Device Server, Connecting to the
Network, Connecting to a Serial Device, and LED Indicators.

Wiring Requirements

A

ATTENTION

Safety First!
Be sure to disconnect the power cord before installing and/or wiring your NPort Device Server.
Wiring Caution!

Calculate the maximum current allowed in each power wire and common wire. Observe all electrical codes
dictating the maximum current allowed for each wire size. If the current goes above the allowed
maximum, the wiring could overheat, causing serious damage to your equipment.

Temperature Caution!

Please be cautious when handling the NPort device server. When plugged in, the NPort’s internal
components generate heat, and consequently, the casing may be too hot to the touch. When installed with
other components, make sure that there is at least a 2-cm clearance on all sides of the NPort device server
in order to allow proper heat dissipation.

You should observe:

e Use separate paths to route wiring for power and devices. If the power wiring and device wiring paths
must cross, make sure the wires are perpendicular at the intersection point.

NOTE

Do not run signal or communication wiring and power wiring in the same wire conduit. To avoid
interference, wires with different signal characteristics should be routed separately.

NPort 5000 Series User Manual




e You can use the type of signal transmitted through a wire to determine which wires should be kept
separate. The rule of thumb is that wires that share similar electrical characteristics can be bundled
together.

e Keep input wiring and output wiring separate.
¢ Where necessary, we strongly advised that you label wires to all devices in the system.

Connecting the Power

Connect the power line with the NPort’s power input. If the power is properly supplied, the “"Ready” LED will
show a solid red color until the system is ready, at which time the “Ready” LED will change to a green color.

Grounding the NPort Device Server

Note: This section only applies if your NPort’s power input is on a terminal block.

Grounding and wire routing help limit the effects of noise caused by electromagnetic interference (EMI). Run
the ground connection from the ground screw to the grounding surface before connecting the devices.

/\  WARNING

NPorts with a power terminal block are intended to be mounted to a well-grounded mounting surface, such
as a metal panel.

Type of Power Terminal Block Shielded Ground (SG) Applicable Products
The Shielded Ground (sometimes called
£ 4 ¢ N 2oz Protected Ground) contact is the left most
s contact of the 7-p.|n power terminal block NPort IA5000 Series
o 0 0 0 06 O O connector when viewed from the angle

shown here. Connect the SG wire to an
appropriate grounded metal surface.

R
RELAY|
R

The Shielded Ground (sometimes called
Protected Ground) contact is the left most

j contact of the 8-contact power terminal

NP IA A i
block connector when viewed from the angle ort IAS000A Series

shown here. Connect the SG wire to an

— ﬁ § g appropriate grounded metal surface.
L.
SG
1 The Shielded Ground (sometimes called
e Y e B e |
DS® Protected Ground) contact is the left most
contact of the 3-pin power terminal block NPort 5200/5400 Series
connector when viewed from the angle NPort 5200A Series
NPor g

shown here. Connect the SG wire to an

2o appropriate grounded metal surface.
ol ANESER *— B

@ ® ® @ @ The Shielded Ground (sometimes called
Protected Ground) contact is the second
V+ V- @ contact from the right of the 5-pin power NPort 5600 Series
terminal block connector on the rear panel
‘9_) of NPort 5600 VDC models. Connect the SG
SG wire to the earth ground.

NPort 5000 Series User Manual 8



Connecting to the Network

Connect one end of the Ethernet cable to the NPort’s 10/100M Ethernet port and the other end of the cable
to the Ethernet network. The NPort device server will show a valid connection to the Ethernet in the
following ways:

e The Ethernet LED maintains a solid green color when connected to a 100 Mbps Ethernet network.

e The Ethernet LED maintains a solid orange color when connected to a 10 Mbps Ethernet network.

e The Ethernet LED will flash when Ethernet packets are being transmitted or received.

/\ ATTENTION

NPort IA5000/IA5000A/5600-8-DT Series of NPorts has two Ethernet ports that can create an open chain
of NPort IA5000/IA5000A/5600-8-DT device servers. Be careful not to connect the Ethernet ports of the
two device servers at the ends of the chain.

In other words, NPort IA5000/IA5000A/5600-8-DT Series of NPorts do NOT support closed chains.

Connecting to a Serial Device

Connect a serial data cable between the NPort and the serial device. Serial data cables must be purchased
separately. They are not provided with the NPort.

LED Indicators

NPort 5100/5100A/P5150A Series

LED Name LED Color |LED Function

Steady on: |Power is on, and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally.
Green . The device server has been located by NPort Administrator’s
Blinking: ) .
Location function.
Off Power is off, or a power error condition exists.
Orange The device is connected to a 10 Mbps Ethernet connection.
Link Green The device is connected to a 100 Mbps Ethernet connection.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
Tx/Rx Green The serial port is transmitting data.
Off Data is NOT being transmitted or received through the serial port.

NPort 5200/5200A/5400 Series

LED Name LED Color (LED Function

Steady on: |Power is on, and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
9 respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally.
Green . The device server has been located by NPort Administrator’s
Blinking: ) .
Location function.
Off Power is off, or a power error condition exists.
Link Orange The device is connected to a 10 Mbps Ethernet connection.
(Ethernet) Green The device is connected to a 100 Mbps Ethernet connection.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
P1, P2, - - —
(P3, P4) Green The serial port is transmitting data.
! Off Data is NOT being transmitted or received through the serial port.

NPort 5000 Series User Manual 9



NPort 5600 Series (Rackmount)

LED Name __ |LED Color |LED Function
Steady on: |Power is on and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally
Green . The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
Tx/Rx Orange The serial port is receiving data.
P1 to b16 Green The serial port is transmitting data.
Off Data is NOT being transmitted or received through the serial port.
Green The Ethernet port is connected, but data is NOT being transmitted.
LAN Blinking The Ethernet port is connected, and data is being transmitted.
Off The Ethernet port is disconnected.
Green Power cable is connected and provides electricity properly.
PWR —
Off Power cable is disconnected.

NPort 5600-8-DT/DTL Series

LED Name___|LED Color JLED Function ___________________________|

Red Power is on.
PWR Off Power is off.
Steady on: |The NPort is operational.
Ready Green Blinking: The NPort is responding to NPort Administrator’s Location
function, or the NPort is being reset to factory defaults.
Off Power is off, or power error condition exists.
Red Shows an IP conflict, or the DHCP or BOOTP server did not respond properly.
Fault Off No fault condition detected.
Off Blinking: Network is connected, data is being transmitted.
ETH 1. ETH2 Green Steady on Network is connected, no data is being transmitted.
! Off Blinking Network is connected, data is being transmitted.
In Use Green Serial port has been opened by server side software.
(P1 to P8) Off Serial port is not currently opened by host side software.
Tx/Rx Green (Tx) |Serial device is transmitting data.
(P1 to P8) Orange(Rx) |Serial device is receiving data.
Off No data is flowing to or from the serial port.

NPort 5000AI-M12 Series

LED Name___|LED Color ILED Function _______ _______ _________________|

PWR Green Power is being supplied to the power input.
Steady on: |Power is on, and the NPort is booting up.
Red Blinking: Shows an IP conflict, or the DHCP or BOOTP server did not
respond properly.
Ready Steady on: |Power is on, and the NPort is functioning normally
Green o The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
Orange The device is connected to a 10 Mbps Ethernet connection.
10M, 100M Green The device is connected to a 100 Mbps Ethernet connection.
Off The Ethernet cable is disconnected, or has a short.
Orange The serial port is receiving data.
P1, P2, P3, P4 |Green The serial port is transmitting data.
Off Data is NOT being transmitted or received through the serial port.

NPort 5000 Series User Manual
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NPort IA5000/IA5000A Series
T e T

PWR1, PWR2 Red Power is being supplied to power input PWR1, PWR2.
Steady on: |Power is on, and the NPort IA is booting up.
Shows an IP conflict, the DHCP or BOOTP server did not respond
properly, or a relay output was triggered. When the above two
Red Blinking: conditions occur at the same time, check the relay output first.

' If after resolving the relay output and the Ready LED is still
Ready blinking, then there is an IP conflict, or the DHCP or BOOTP
server did not respond properly.
Steady on: |Power is on and the NPort IA is functioning normally.

Green . The device server has been located by NPort Administrator’s
Blinking: . .
Location function.
Off Power is off, or a power error condition exists.
Orange The device is connected to a 10 Mbps Ethernet connection.
El, E2 Green The device is connected to a 100 Mbps Ethernet connection.
Off The Ethernet cable is disconnected, or has a short.
PL. P2 Orange The serial port is receiving data.
(Pé P"‘) Green The serial port is transmitting data.
! Off Data is NOT being transmitted or received through the serial port.
Steady on: |The fiber port is connected, but data is NOT being transmitted.
FX* Orange — - - - - -
Blinking: The fiber port is connected, and data is being transmitted.

*Only applies to NPort IA5000 fiber models.

Beeper Definition

Beeper Timing Frequency (Length/Intervals/Times) Definition

Startup 100 ms /100 ms/ 2 When the NPort is ready to run

Locating 100 ms / 900 ms / when user stops the When the NPort is located by an
function utility such as DSU

RS-485 Port’s Adjustable Pull High/Low Resistor

For some applications, you may need to use termination resistors to prevent the reflection of serial signals.
When using termination resistors, it is important to set the pull high/low resistors correctly so that the
electrical signal is not corrupted. Refer to Appendix B for detailed instructions on how to set the pull
high/low resistor values for different models.

Windows Utility for the NPort

Moxa provides a few types of software with the NPort 5000 Series:
e The Device Search Utility (also known as DSU) includes broadcast search for all the NPort 5000s
accessible over the network and basic configuration for a quick start.

e The NPort Administrator Suite is for COM mapping, a full set of configuration and monitoring tools. It
serves NPort 5000 Series only.

e The NPort Windows Driver Manger is for COM mapping of Real COM operation mode.

All utilities are available to download from Moxa’s website: https://www.moxa.com/en/support/product-
support/software-and-documentation, and select your product and look for the driver for your OS platform.

For more detailed information on how to use these useful utilities, refer to Chapter 7.

You may also use the web console, serial console, or Telnet to configure the device server. Refer to the
section Configuration by Web Console, Configuration by Serial Console, and Configuration by Telnet Console
for additional information on using these consoles.
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Configuration by Web Console

The Web Console is the most user-friendly way to configure NPort products. In this section, we cover a

device server’s general settings.

Opening Your Browser

1.

Open your browser with the cookie functionality enabled. (To enable your browser for cookies, right-
click on your desktop’s Internet Explorer icon, select Properties, click on the Security tab, and then

select the three Enable options as shown in the figure below.)

Internet Dptions ﬂll

General  Security |Content | Connections | Programs | Advanced I

Select a Wweb content zone to specify its security setkings.

O e

Local intranet  Trusked sites  Restricked
sites

St

Internet
This zane contains all Web sites you
haven't placed in other zones

—Security level For this zane

Move the slider to set the security level For this zone.
- I - Medium
- Safe browsing and still Functional
- Prompts before downloading potentially unsafe conkent

- Unsigned ActiveX controls wil not be downloaded
- - Appropriate Far most Internet sites

Cuskom Level. .. | Default Level |

o ]

Cancel | Lpply

Security Settings

Settings:

2l

W8] Cookies
@ Allow cookies that are stared on your computer
O Disable
{2} Enable
O Prompt
@ Allow per-session cookies {not stored)
O Disable
{2} Enable
) Prompt
@ Downloads
[# File dovinload
O Disable

(%) Enable
[@i% Camb Amiuied I

4 |

2l

i

—Reset custom sektings

Reset bo: IMedium

=l Reset |

o]

Cancel I

Type 192.168.127.254 in the Address input box (use the correct IP address if different from the

default), and then press Enter.

For the overall NPort 5000 Series, you will be prompted to enter the username and password to access
the NPort web console. Before configuring the NPort, you will need to unlock it first. Right-click the unit
in the Configuration screen and select Unlock in the pop-up menu. The default username and password
are admin and moxa, respectively. For the NPort 5100, 5200, and IA5000 Series, only the password is

required to log in.

NPort 5000 Series User Manual
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Web Interface for the NPort 5100, 5200, and IA5000 Series Only

a Input Password - Microsoft Internet Explorer

J File Edt VYiew Favorites Tools Help
| &Back + = - @ 2] 4 Qoearch [EiFavorites FHistory | B~
| Address [€] htp:j192.168.127.254]

Input password

Password : I"‘“‘““"““

M OXA Total Solution for Industrial Device Networking WWW.Moxa.com

Usemame:

Password

ATTENTION

If you use other web browsers, remember to enable the functions to “allow cookies that are stored on your
computer” or “allow per-session cookies.” NPort device servers use cookies only for “password”
transmissions.

NPort 5000 Series User Manual




The NPort home page will open. On this page, you can see a brief description of the Web Console’s function
groups.

Web Interface for the NPo 00, 5200, and IA5000 Series Only

B Edt Yow Fyeorbes Took  Heb

Dt v ) - ] (2] R s o oreorees W Meds €1 (- (4
W_Iﬂ it [ 152, 1668, 127 254 fhome. him P assword=711 s%e0s4 1batbb0aZ fratbidtc widbadubo =5bet =|
MO/

<3 Hak Haou Welcome to NPort's web console !
' Overview
it M Suitings Model Name " [Port 1a-s250

E_J Network Secings MAC Address 00:90:68:52:50:16
) Serial Settngs Serial No. 525016

L)) Opariting Settings Firmware Version 10

,5_-‘ Accessible 1P Setngs | = o 0 days, 00h:00m: 355
(R RN 1rort's web console provide the Folowing funchion roups.

) Monitor

= Basic Settings
oo H S A s DRAGT: Server name, real time clock, time server 1P address, and Web console, Teinet conscle Enable, Disable
' Save/Festart function,

MNetwork Settings

IF address, netmask, default gateway, static 1P or dynamic 1P, ONS, SNMP, IP location report

Serial Settings
Baud rate, start hits, data bits, stop bets, flow control, UART FIFO.

Operating Settings
Operation mods, TCP shve check, nsctivity, delimsters, force transmit tensout

Accessible IP Settings
“accessible IP or Accessible IP group®, Disable to accept all [P's connection.

Auto Warning Settings
Auto waming E<Mad, SNMP Trap server [P sddress, Relsy Output

Web Interface for the Overall NPort 5000 Series

Welcome to NPort web console

Croarview
Quick Setup Mol NPor IASSEIN
Basic Selings Name NPIASAS0AI_11625
Netwark Sattings Serial NO. 11625
- Serial Settings Firmware 1.6 Buid 19013022
Operating Settings ™ PP
ACAEDIY I Sehos \eas Address 0090ERADATEE
- Adminisiration
ARG Up Time 0 days 01h: 18m. 375
Sysiem Log Satings Serial Port 1 115200, More 8,1
« Auto Waming Settings Serial Port 2 115200, Mome. 8,1
System Log Event settings Serial Port 3 115200, Nore. 8,1
E-mai and SNMP Trap Serial Port & 115200, None.8,1
Event Type
Upgrada Firmwara
- Mongor
Line
Asyne
Async-Sefings
Reslay Output
System Log

Change Password
Load Faciory Defaull

Save'Restan
Logaus

/\  ATTENTION

If you can’t remember the password, the ONLY way to configure the NPort is to load factory defaults by
using the Reset button near the NPort’s Ethernet port.

Remember to use NPort Administrator (for NPort 5000 and the NPort IA5000 Series) to export the
configuration file when you have finished the configuration. After using the Reset button to load factory
defaults, your configuration can be easily reloaded into the NPort by using the NPort Administrator Import
function. Refer to Chapter 5 for details about using the Export and Import functions.

NPort 5000 Series User Manual 14



Quick Setup (excluding the NPort 5100, 5200, and IA5000
Series)

Quick Setup streamlines configuration of your NPort into three basic and quick steps that cover the most
commonly used settings. While in Quick Setup, you may click the Back button at any time to return to the
previous step, or click the Cancel button to reverse all settings. For more detailed settings, refer to the
Basic Settings, Network Settings, Serial Settings, and Operating Settings sections later in this
chapter.

Step 1/3

In Step 1/3, you must assign a valid IP address to the NPort before it will work in your network
environment. Your network system administrator should provide you with an IP address and related settings
for your network. In addition, the server name field is a useful way to specify the location or application of
different NPort units.

Step 1/3

Server Settings

Server name NPIAS450A1_6671

Network Settings

IP settings Static v
IP address 192.168.127.135
Hetmask 255.255.255.0
Gateway

Step 2/3

In Step 2/3, you must specify which operation mode you will use. If your operation mode is not Real COM,
TCP Server, TCP Client, or UDP mode, click Cancel, return to the main menu, and choose Operating
Settings to select the correct settings.

Step 2/3

Operation Mode Settings

® Real COM

PC communicate with serial device

Remember to install Real COM/TTY driver on PC. For detail information please refer to User’s Manual.
| P
PC communicate with serial device through TCP port.

Device is TCP chient

Destination IP address Port 4001

uop

PC communicate with serial device through UDP port.

Destination IP address Port (4001
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Step 3/3

In Step 3/3, change the Serial Settings.

Step 3/3

Serial Settings

Baud rate 115200 »

Data bits R

Stop bits i

Parity MNone
Interface RS-232 v

Finish Settings
Review your settings on the Finish Settings page to confirm that they are correct and then click the
Save/Restart button to restart the device with the new settings.

Finish Settings

Your changes have not been saved. Please check that your settings in the following and click Save/Restart for the
updates to take effect or click Back to modify it.

Basic Settings

Server name MPIAS450A1_ 8671
Network Settings

IP settings Static

P 1892.168.127.135
Netmask 2552552550
Gateway

Operation Mode Settings

Mode RealComMm
Parameters -

Serial Settings

Baudrate 115200
Parameters Data bits: 8, Stop bits: 1, Parity: None
Interface RS-232

/  NOTE

If you change the IP address, you cannot use the Home button to return to the home page.

NPort 5000 Series User Manual
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Export/Import (Excluding the NPort 5100, 5200, and IA5000
Series)

Export/Import allows you to back up and recover your settings.

.
Configuration Import
Overview
Configuration Import
Quick Setup ;. P
Basic Setlings Select configuration file Choase File | Mo file chosen
Network Settings IP configuration Import all configurations including IP configurations.

- Serial Settings

- Operating Settings

Accessible IP Settings m

= Administration

- Backup/Restore
Pre-shared Key
Configuration Import
Configuration Export

System Log Settings

- Auto Warning Settings

Upgrade Firmwara

- Monitor

Change Password

Load Factory Default

Save/Restar
Looout
Configuration Export
COwverview
Quick Setup Configuration Export

Basic Settings

Network Settings m

- Serial Settings

- Operating Settings

Accessible IP Settings

- Administration

- Backup/Restore
Pre-gharad Kay
Configuration Import
Configuration Expont

Systam Log Settings

- Auto Warning Settings

Upgrade Firmware

- Monitor

Change Password

Load Factory Default

Save/Restart

| At

The exported configuration file can be encrypted for security with a user-specified export password (the
default password is moxa), which you may assign in Pre-shared Key. Click Download to write all
configuration data to a fixed file name: <Servername>.txt.

To import the configuration file, you will need to be sure that the pre-shared key stored in the system is the
same as the configuration file (which is assigned when exporting the configuration file) in order to
successfully import the configuration file.
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If the firmware is not up to the version below, you many need to key in the password manually.

NPort 5100A Series Firmware v1.5
NPort 5200A Series Firmware v1.5
NPort 5150AI Series Firmware v1.4
NPort 5250AI Series Firmware v1.4
NPort 5450AI Series Firmware v1.4
NPort 5600 Series Firmware v3.9
NPort 5600 DT Series Firmware v2.6
NPort 5600 DTL Series Firmware v1.5
NPort IA5150A Series Firmware v1.4
NPort IA5450A Series Firmware v1.6

"
/  NOTE
The configuration encrypting function is not available in the NPort 5100, NPort 5200, and NPort IA5000
Series.
Pre-shared Key
Ovarview
Quick Setup Pre-shared Key
Basic Settings Cipher key for encrypting the configuration file

Network Settings
- Serial Settings
- Operafing Settings
Accessible |P Settings
- Administration
- Backup/Restore
Pre-shared Key
Configuration Import
Configuration Export
System Log Settings

Refer to the table below for the firmware versions that support the encrypted configuration files in the Web

Console.

Model Name Firmware version supporting encrypted configuration files.
NPort 5100A Series Firmware v1.3 and up

NPort 5200A Series Firmware v1.3 and up

NPort 5x50AI-M12 Series Firmware v1.2 and up

NPort IA5150A, NPort IA5250A |Firmware v1.3 and up

NPort IA5450A Firmware v1.4 and up
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Basic Settings

Web Interface for the NPo 5200, and IA5000 Series Only

Blo Edt Wew Favortss ook Heb _
Qe - O - [x] 2] | ) searh pravnes Biwds @) (-

|&]
i
§
i
i
3
3
:
g
2
z
£
g
5
]
|4

' Main Menu Basic Setting
) Overview ;
1 Basic Setbngs Esamer nafme |NPIA—525[|_52501E
(3 Metwork Settings | e
o ser_ﬁal Gl i‘-l:ime zone j I(G MT)Greenwich Mear:pl:l;i;ll:n;: Dublin, Edinbungh, Lishon, London :j
#_] Operating Settings :
L Accessible 1P Settings  |Local time I O I S S
] Auto Warning Settings |, [Madify
#{_] Monitor iTime server |
1 change Password [ Settings

{1 Load Factory Default

- |web console & Enable C Disable
2 Save/Restart 5 i
iTernet console  Enable © Disable
iReset button protect F o C Yes

Submit |

Web Interface for the Overall NPortSeries

Basic Settings

Server Settings

Server name |NP5110A_5722

Console Settings

HTTP console ) Enable @® Disable
HTTPS console (support TLS v1.2) @® Enable O Disable
TLS v1.0/v1.1 for HTTPS console ) Enable @® Dpisable
Telnet console ) Enable @® Disable
Serial console () Enable @® pisable
Moxa Service ® Enable O Disable
Maximum Login Users For HTTP+HTTPS 6 ] (1-6)

Auto Logout Setting (min) | 1440 {1~1440)

Reset button protect ® No ) Yes
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Web Interface for the NPort 5000AI-M12 Series Only

"
- Garial Sattings

- Operating Semngs
Accessite P Semngs
Admnistraton
Backup/Restors
Sysiem Log Semngs
Remote Log Server

Auln Warming Sefings

Upgrace Frmeans

Basic Settings

Sarver Settings

Servar raemn

Time Settings
Tirme zooe
Tirme

Tirmse sarvar

DuySight Saving Time Sattings

inars For HTTP+HTTRS
Auta Logout Setting [min)

Reset button protect

Beeper Settings.

Beep sarvice

NPSAS0AI-M12_SUBATTEESSA

{GMT)Greenwich hhean Time: Dubiin, Ediburgh, Lisbon, London v

Q@ w/| houns)
Erable ® Disable

* Erabia Disabie
Enabla ® Dsabie
Enabia ® Disabia
Erable " Disable

® Erabia Disatia

(] [1-8)

1440 (1= 1440

LA ik

® Erabia Disatsa

/  NOTE

The NPort 5100/5100A does not support Time Settings.

Parameter

Factory Default

Description

Necessity

NP[model This option is useful for specifying
Server name |1 to 39 characters name]_[Serial the location or application of Optional
No.] different NPorts.
User selectable time zone
. Not available in NPort GMT (Greenwich .
Time zone <1 60/5100A/5200/5200A |Mean Time) N/A Required
Series
User adjustable time . -
. (1900/1/1-2037/12/31) |GMT (Greenwich |\ the Medify button to open .
Local time . . . the change time settings window |Required
Not available in NPort Mean Time) to input the correct local time.
5100/5100A Series
NPorts use SNTP (RFC-1769) for
IP or Domain address auto time calibration. Input the
(only available in correct Time server IP address or
. 2/4/8/16 ports models) domain name. Once the NPort is .
Time server E.g., 192.168.1.1 or None configured with the correct Time Optional
time.stdtime.gov.tw or server address, the NPort will
time.nist.gov request time information from the
Time server every 10 minutes.
Setting 1: “Start Date: The NPort can offset the system
Daylight Mon_th, Week, Day, Hour” time to th_e values you have set in
o Setting 2: “End Date: None these settings.
Month, Week, Day, Hour” (This feature only applies to the
Setting 3: “Offset: hours” NPort 5000AI-M12 Series.)
h nsol Enable or Di | Di | . . R ir
h?t);fsccoonsgolee En:EI: gr Di:EIE Ensaabblee The options that are disabled by R:Eirgg
default—http Console, Telnet
TLS v1.0/v1.1 . . Console, and Serial Console—are .
for HTTPS Enable or Disable Disable . Required
for security reasons. In some
console
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Parameter |Setting ________|Factory Default

Telnet console |Enable or Disable Disable cases, disable one or most of Required
Serial . these console utilities as an extra .

Enable or Disable Enable . Required
Consoles precaution to prevent

unauthorized users from accessing
your NPort. Please refer to

Moxa Service |Enable or Disable Enable Chapter 3 "Cybersecurity Required
Considerations” for detailed
suggestions.

Beeper Service is to provide audio
notification and warning according
Beep Service |Enable or Disable Enable to the different situations. Optional
(This feature only applies to the
NPort 5000AI-M12 Series.)

Select the Yes option to allow
limited use of the Reset Button. In
Reset button Yes or No No this case, the reset button can be
protection used for only 60 seconds; 60 s.
after booting up, the reset button
will be disabled automatically.
The NPort 5000 front panel,
known as the LCM (Liquid Crystal
Module), may be configured for
read-only or writeable access.
Read-only access allows settings
Writeable/Read-only Writeable to be viewed but not changed. Optional
Writeable access allows users in
the Administration group to
change the setting. This setting is
only available for the model that
has a font panel.

Required

LCM read-only
protection

/\  WARNING

If you disable both the http/https console and Telnet console, you can still use NPort Administrator to
configure the NPort device servers either locally or remotely over the network. Refer to Chapter 5 for
details. If you disable all the console and services, there is no alternative way to access the NPort device
servers neither locally nor remotely. The only way to gain control is to reset to factory default settings.
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Network Settings

Web Interface for the NPo

4 Main Menu

1 Overview

] Basic Settings

- 1 Metwork Settings

# ] serial Settings

# ] Opersting Settings
=1 Accessible IP Settings
f?i] Auto Warning Settings
® ] Monitor

- _1 Change Password

. '] Load Factory Default
1 Save/Restart

Network Settings

100, NPort 5200, and NPort IA5000 Series Only

‘IF' address [192168.127.254
‘Netmask f255.255 255.0
‘Gatewav . ]
1P configuration [Static -]

‘DNS server 1

‘DNS Server 2

| SNMP Setting
EY | @ Enable € Disable
‘Cummuniw name [pubtic

‘Contact ||

||_ncatinn ||

‘Autn report to IP
‘Auto report to TCP port

‘Autu report period

IP Address report

iI4002
IITSeconds

Submit |
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Web Interface for the Overall NPort 5000 Series, excluding the NPort IA5000A Series

Network Settings

Network Settings

IP address 192.168.127.254
Netmask 255.255.255.0
Gateway

IP configuration _Suﬁc 2|
DNS server 1

DNS server 2

IP Address Report

Auto report to IP
Auto report to UDP port 4002
Auto report period 10 (0~99 secs)
LLDP Settings
LLDP © Enable Disable
Message Transmit Interval 30 (5~32768 secs)
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Network Settings

Network Settings

LAMN1 IP address 192.168.127.254
LAMN1 Netmask 255.255.255.0
LAN1 Gateway

LAN1 IP configuration [ Static Ry
Multi-LAN mode | Switch Ny
LAN2 IP address 192.168.126.254
LAN2 Netmask 255.255.255.0

LAN2 Gateway

LANZ IP configuration | Static £

DNS server 1

DNS server 2

IP Address Report

Auto report to IP
Auto report to IP (LANZ)
Auto report to UDP port 4002

Auto report period 10 (0-99 secs)

LLDP Settings

LLDP © Enable () Disable

Message Transmit Interval 30 (5=32T768 secs)

You must assign a valid IP address to the NPort before it will work in your network environment. Your
network system administrator should provide you with an IP address and related settings for your network.
The IP address must be unique within the network (otherwise, the NPort will not have a valid connection to
the network). You can choose from four possible IP configuration modes—Static, DHCP, DHCP/BOOTP,
and BOOTP—Ilocated under the web console screen’s IP configuration dropdown box.

Method Function Definition
Static The user must define the IP address, Netmask, and Gateway.
DHCP The DHCP Server assigns the IP address, Netmask, Gateway, DNS, and Time Server

DHCP/BOOTP The DHCP Server assigns the IP address, Netmask, Gateway, DNS, and Time Server, or
the BOOTP Server assigns the IP address (if the DHCP Server does not respond).
BOOTP The BOOTP Server assigns the IP address.
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Network Settings

Parameter

IP Address

E.g., 192.168.1.1

192.168.127.2
54

Description

An IP address is a humber
assigned to a network device
(such as a computer) as a
permanent address on the
network. Computers use the
IP address to identify and
talk to each other over the
network. Choose a proper IP
address that is unique and
valid in your network
environment.

Necessity

Required

Netmask

E.g.,
255.255.255.0

255.255.255.0

A subnet mask represents all
the network hosts at one
geographic location, in one
building, or on the same
local area network. When a
packet is sent out over the
network, the NPort will use
the subnet mask to check
whether the desired TCP/IP
host specified in the packet
is on the local network
segment. If the address is on
the same network segment
as the NPort, a connection is
established directly from the
NPort. Otherwise, the
connection is established
through the default gateway.

Required

Gateway

E.g., 192.168.1.1

None

A gateway is a network
gateway that acts as an
entrance to another network.
Usually, the computers that
control traffic within the
network or at the local
Internet service provider are
gateway nodes. The NPort
needs to know the IP
address of the default
gateway computer in order
to communicate with the
hosts outside the local
network environment. For
correct gateway IP address
information, consult with
your network administrator.

Optional

P
Configuration

Static

DHCP
DHCP/BOOQOTP
BOOTP

Static

N/A

Required
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Factory . .. -

Dual LAN can be used as a
redundant connection or dual
IP. The scenario for
redundancy is the NPort will
automatically switch to
working connection in case

Multi-LAN the other one loses

mode (for the |Switch connectivity (because of

NPort Redundant LAN [Switch failed network component in |Optional
IA5000A Dual IP the NPort, port at the

Series only) switch/router stop working,

etc.). As for dual IP scenario,
each port will have its own IP
address, but both will have
the same MAC address, as it
is convenient to connect the
NPort to different network.

In order to use the NPort’s
DNS feature, you need to
configure the DNS server.
Doing so allows the NPort to
use a host’s domain name to
access the host. The NPort
provides DNS server 1 and
DNS server 2 configuration
items to configure the IP
E.g., 192.168.1.1|None address of the DNS server. |Optional
DNS Server 2 is included for
use when DNS server 1 is
unavailable.

The NPort plays the role of
DNS client, in the sense that
the NPort will actively query
the DNS server for the IP
address associated with a
particular domain name.

Not available for the NPort

LLDP Settings |Enable or Disable |[Enable 5600DT Rev 1.5 or earlier Optional

DNS server 1/
DNS server 2

/\  WARNING

In Dynamic IP environments, the firmware will retry three times every 30 seconds until network settings
are assigned by the DHCP or BOOTP server. The Timeout for each try increases from 1 second, to 3
seconds, to 5 seconds.

If the DHCP/BOQTP Server is unavailable, the firmware will use the default IP address (192.168.127.254),
Netmask, and Gateway for IP settings.
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Web Interface for the Overall NPort 5000 Series

Overview
Cuick Setup
Basic Sattings
Network Sefings
- Serial Settings
- Dperating Settings
Accessibie IP Settings
- Administration
- Agcownt Management
Notification Message

User Account

SHMP Agent

- Backup/Restore

Svtam | no Satfinos

SNMP Agent Settings

Configuration

SNMP

Read community string

Contact name

Location

SNMP agent version

Password & Login Poscy

@ Enable || Disable

public

aviawv

SNMP Settings

Parameter

Description

Necessity

A community name is a plain-text
Community 1 to 31 characters . password mechanism that is used to .
Public ) . Optional
Name (e.g., MOXA) weakly authenticate queries to agents
of managed network devices.
1 to 31 characters The SNMP contact information usually
Contact (e.g., Support, 886-|None includes an emergency contact name |Optional
89191230 #300) and telephone or pager nhumber.
1 to 39 characters Specify the location string for.SNM_P
] ) agents, such as the NPort. This string .
Location (E.g., floor 1, office |None . Optional
2) is usually set to t_he stre_et address
where the NPort is physically located.
The NPort 5000 1- and 2-port model
supports SNMP V1 and V2, where the
V1, V2 checked |4/8/16-port model supports V1, V2 and
for 1/2-port V3. Select the version according to
SNMP Agent |V1,V2,V3 (V3is models. your environmental needs. Please note
Version V1, available on 4/8/16 V1, V2, V3 that the 4/8/16-port model only Optional
V2, V3 ports model) checked for supports standard MIB such as
4/8/16-port RFC1213/1317, which supports Set
models. server name, contact, location,
whereas the 1/2-port model only
supports Get, but not Set.

The following fields allow you to define usernames, passwords, and authentication parameters for two levels
of access: read-only and read/write. The name of the field will show which level of access it refers to. For
example, Read-only authentication mode allows you to configure the authentication mode for read-only
access, whereas Read/write authentication mode allows you to configure the authentication mode for
read/write access. For each level of access, you may configure the following:

Use this optional field to identify the

access.

Read-onl/
ead-only 1 to 31 characters |None username for the specified level of Optional
username
access.
Use this field to select MD5 or SHA as
Read-only the method of password
authentication |MD5, SHA Disable . P . Optional
mode encryption for the specified level of
access, or to disable authentication
Read-only 1 to 31 characters Use this field to set the password for Optional
password read only of access.
Read-on! Use this field to enable or disable
. Y DEC, CBC Disable DES_CBC data encryption for the Optional
privacy mode .
specified level of access.
Re.ad-only 1 to 31 characters |None Use this field to _d_eflne the encryption Optional
privacy key for the specified level of access.
. Use this optional field to identify the
Read/write 1 to 31 characters |None username for the specified level of Optional
username

NPort 5000 Series User
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Factory . .- .

. Use this field to select MD5 or SHA as
Read/write the method of password
authentication |MD5, SHA Disable . P - Optional
encryption for the specified level of
mode . o
access, or to disable authentication
Read/write 1 to 31 characters Use thIS. field to set the password for Optional
only password read/write access.
Read/write Use this field to enable or disable
only privacy  |DEC, CBC Disable DES_CBC data encryption for the Optional
mode specified level of access.
Read/vmte 1 to 31 characters |None Use this field to _d_eflne the encryption Optional
only privacy key for the specified level of access

IP Address Report

When NPort products are used in a dynamic IP environment, users must spend more time on IP
management tasks. For example, if the NPort works as a server (TCP or UDP), then the host, which acts as
a client, must know the IP address of the server. If the DHCP server assigns a new IP address to the NPort,
the host must have some way of determining the NPort’s new IP address.

NPort products help by reporting their IP address periodically to the IP location server, in case the dynamic
IP has changed. The parameters shown below are used to configure the Auto IP report function. There are
two ways to develop an “Auto IP report Server” to receive the NPort’s Auto IP report.

Use Device Server Administrator’s IP Address Report function.

2. Auto IP report protocol, which can receive the Auto IP report automatically regularly, is also available
to help you develop your own software. Refer to Appendix E for details about the Auto IP report
protocol.

Parameter i Necessity

Reports generated by the Auto report
function will be automatically sent to
Auto report to |E.g., 192.168.1.1 or None this IP address. In the multiple-LAN
P URL model version, two IPs can be set for
the Auto report. The report will be sent
to each IP when generated.

In the multiple-LAN model version, two
E.g., 4001 4002 IPs can be set for Auto report. Report |Optional
will be sent to each IP when generated.

Optional

Auto report to
UDP port

Auto report Time interval (in

period seconds) 10 NA Optional

Serial Settings

The Serial Settings page is where you set the serial communication parameters for each device port.
Settings include baudrate, parity, and flow control. Each device port can be configured independently.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

MO/ .

4 Main Meru Serial Settings

) Ovarview

[ Basic Settings Serial Settings

() Metwork Settings Alias Baud rate Data bits Stop bits Parity FIFD Flow ctrl  Interface

=y Senal Seftinns Port 1 115200 8 1 Hone Enable RTS/CTS RS5-232
1 Port 1 \Port 2 115200 a8 1 Haong Enable RTSACTS |R5-232
1 Port 2 \Part 3 115200 a8 1 None Enable RTS/CTS |RS-232
{1 Port 3 \Part 4 115_21}0 8 1 Hans Enable RTS{CTS RE-232
7 Port 4 Port § 115200 a 1 Nons Enable RTS/CTS  RS-232
) Ports Fart & 115200 8 1 None Enable RTS/CTS |RS-232
1 Ports Faort 7 115200 8 1 None Enable RTS/CTS |RS-232
) Port? Port 8 115200 8 1 None Enable RTS/CTS |RS-232
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Web Interface for the Overall NPort 5000 Series

Serial Settings

Port  Alias Baud rate Data bits Stop bits Parity FIFQ Flow ctrl Interface
1 115200 B 1 Mone Enable RTSICTS RS-232
2 115200 ] 1 None Enable RTSICTS R5-232
3 115200 8 1 None Enable RTSICTS RS-232
4 115200 ] 1 None Enable RTSICTS R5-232

To change serial settings for a particular port, click on the Port Number under Serial Settings, located
under Main Menu on the left side of the browser window.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

‘-3 Main Menu Serial Settings
] Owerview
1 Basic Settings Port 1
) Network Settings Port alias
S_§ serial Settings serlal Parameters
2 Port il Baud rate 115200
j :z: Data bits L .
) Port4 Stop bits 1
1 Ports Parity Hone &
T’ i) Flaw contral RISCTS W
] Port? = =
CivetE FIFO (® Enable (Disable
4| Operating Settings Interface | RS-232 -
) Accessible 1P Settings Clapply the above settings to all serial ports
B Auto Waming Settings
] Monitor
Web Interface for the Overall NPort 5000 Series
Serial Settings
Port 1
Port allas

Serial Settings

Baud rate 115200 §

Data bits 8¢

Stop bits iy ST

Parity ‘Nene %

Flow control RTS/ICTS 3§

FIFO © Enable Disable
Interface RS-232 o

Apply the above sattings to
All ports

A

ATTENTION

It is critical that the device port’s serial communication settings match the attached device. Refer to the
user’s manual for your serial device for the correct serial communication settings.
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Parameter

Factory "
m Default

Necessity

Port Alias is specially designed to allow easy
. 1 to 15 characters . e . . . .
Port Alias (E.g., PLC-No.1) None identification of the serial devices that are  |Optional
! ' connected to the NPort’s serial port.
Support standard
baudrates (bps):
50/ 75/ 110/ 134/
150/ 300/ 600/
1200 1800/ 2400/
4800/ 7200/ 9600/
19200/ 38400/
57600/ 115200/
230.4k/ 460.8k/ The rate of data transmission to and from .
Baud rate 921.6k 115200 bps the attached serial device. Required
* The NPort
5110/5210/
5230/5232I Series,
and IA 5000 series
are as low as 110
bps, and up to
230.4 kbps
. When data bits is set to 5 bits, the stop bits .
Data bits >6,7,8 8 setting will automatically change to 1.5 bits. Required
Stop bits 1,1.5,2 1 The size of the stop character. Required
_ None, Even, Odd, Even and Of:ld parity provides rudim_e|.1tary .
Parity None error-checking; Space and Mark parities are |Required
Space, Mark
rarely used.
The method used to suspend and resume
None, RTS/CTS, data transmission to ensure that data is not )
Flow control e /bsR, Xon/xoff| X1/ €T lost. If you can use it, RTS/CTS Required
(hardware) flow control is recommended.
Controls whether the device port’s built-in
. 128-byte FIFO buffer is used. When )
FIFO Enable, Disable Enable enabled, the FIFO helps reduce data loss Required
regardless of direction.
Eg:i;; The serial interface that will be used. The
Interface* 2-wire RS-485 RS-232 optio.n.s that are availablg depend on the Required
4-wire RS-485 specific model of the device server.

*Supported interfaces vary by model. Refer to the datasheet of your NPort device to see which serial
interface it supports.
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Operating Settings

Operating Settings is where each device port’s operation mode and associated parameters are configured.
Use the chart below to select the operation mode that is most suitable for your application and refer to
Chapters 4 and 5 for a detailed explanation of different operating modes and parameters.

Using legacy
NO~ COM-based software? -YES
Host requires more

COM ports?
YES- Using socket NO-
program?
U;ing MOXA's
. TcP~ Which profocol, -ypp- drivers?

TCP or UDP? Need to extend ¥
serial transmission . Np — NO YES
range? | [

P YES
Host application s pjiont.
server or client?
: Need to perform
console
Sarver management?
Need serial conirol YES NO
NO*  parameters?

| VEs | |
. RFC2217 Pair
TCP Client TCP Server UDP Mode : Reverse Contact your RFC2217 Real COM
] e o

Click on Operating Settings under Main Menu to display the operating settings for the NPort’s serial
ports. To change operating settings for a particular port, click on the Port Number under Operating
Settings, located under Main Menu on the left side of the browser window.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

Operating Settings

| Operating Settings

[Part | Operating mode 'T:r'f;'t’;]g Dalimiter 2 Delimiter 2 Dielimitar process |F-:|rce transmit |
i | b ~ [oimeablel [0 (Disabla) [Bo Mathing i

1 |Re@l CoM Mada TCP alive check time: 7

(1| Max cannection: 1

[ [ o [0 (Disatie) 0 (Disable) [P Hathing T

{2 |Real COM Mada TCP alive chack time: 7

| | Mayx connec tion: 1

Web Interface for the Overall NPort 5000 Series

- Administration 4  |RealCOM
- Backup/Restore
System Log Settings

TCP alive: check lima:

Max connection:

Operation Modes
Overviaw
Quick Setup Port Operating Mode Packing Length Defimiter 1 Dalimiter 2 Dalimiter Process Force Transmit
Basic Seings 0 0 (Disabda) 0 (Disabia) Do Nothing 1]
Metwork Seitings 1 |[Realcom TGP alive: U‘Bﬂ(‘ time:
i Max connection:
- Serial Setings
Poit ? ) 0 (Disatie) 0 (Disabia) Do Nothing 0
3
2 |RealCOM TGP alive check tima:
Port2 Max connection:
Portd 0 0 (Disabie) 0 (Disabia) D Nating 0
Pats 3 RealCOM TCP alive check time:
- Operating Settings Max connection:
Accassible IP Settings 0 0 (Disabie) 0 (Disablia) Do Motning 0
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For each mode, the default settings should work for most applications. Change these settings only if
necessary for your application. The operation mode and related parameters can be configured through the
web console. The same parameters can also be configured using NPort Administrator, the Telnet console, or
serial console. Refer to Chapters 4 and 5 for details.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

MO/

' Main Menu Operating Settings
L Overview e
(] Basic Settings | - Port=1
1 Metwork Settings |0paratinn miode ilTCP Server Mode :J
= 5 i [ : .
'ji_je“"" i [TCP alive check time g? {0 = 99 min)
& Port 1
] port 2 |Inac:tivil‘,r time 0 (0 - 65535 ms)
- = 0} |
Ed Operating Settngs |Ma>: connaction |1 'i
1 Port 1
1‘_"—_' PDrt 3 |Ignnre jammed 1P [@ ho € ves
: o o i e oo
R . i ol [ 2]
(1 Accessible 1P Settings |Allnw driver control No © ves
# ] Auto Warning Settings [ s I:_lata_ Daclting
#{_] Manitar |Packing length |ﬂ (0 - 1024)
{1 Change Passward | — i
: g Delimiter 1 10 (Hexy ™ Enable
{1 Load Factory Default ! (s
1 Save/Restart |Defim|ter 2 |[| {Hex) I Enable
g
|E|9!imit9r process | DoMNothing =] (pracessed only when Packing length is 0)
|F|:|rce transmit o (0 - 65535 ms)

| TCP Server Mode
|Ln|:a| TCP port [a07
|Cnmmand port |BBE

| ™ bpply the above settings to all senal ports (Local listen port will be enumerated automatically).

Web Interface for the Overall NPort 5000 Series

Delimiter 1
Delimiter 2
Delimiter process

Force transmit

Apply the above settings to

.
Operation Modes
Port 1
Operation mode RealCOM *
TCP alive check time 7 (D-9%min)
Max connection 13
Ignore jammed IP = No Yos
Allow driver control No Yes
Data Packing
Packing length 0 {0 - 1024}

00 (Hex) (| Enable
00 (Hex)  Enable

Do Nothing & | (Processed only when packing length is 0)
0 (0 - B5535 ms)

v P1 P2 P3 P4
All ports
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Accessible IP Settings

L3 Main Menu Accessible IP Settings
U1 Dverview
3 Basic Settings
- L hetwark Settings ™ Enable the accessible IP list (ot checking "Enable" will allow all IPs to connect.)

®0) Serial Settings [Mo. Activate the rule IP Address Netmask

F4 Dperating Settings - Ii u—

L Porc 1 | ! . _
-1 Port 2 I

#(] Aute Warning Satting: | | ﬂ

'?'[;l Monitor

] Change Password  ——

1 Load Factory Default

(1 Save/Restart

Web Interface for the Overall NPort 5000 Series

Accessible IP List
Overview
Activate the accessible IP list (Operation modes are NOT allowed for the 1Ps NOT on the list)

Quick Setup
Basic Settings Apply additional restrictions (Al device services are NOT allowed for the |Ps NOT on the list)
Network Settings
- Serial Seitings No. Activate the rule IP Address Netmask
- Operating Setiings 1
Accessible P Settings 2
- Administration 3 -
- Backup/Restore i

Pre-shared Key B

Configuration Import B

Configuration Export €
System Log Settings 7
- Auto Waring Settings 8
Upgrade Firmwara 9
- Monitor 10 =
Change Password 1
Load Factory Default 12 &
Save/Restar 13
Logout 14 -

15
16
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Accessible IP Settings allow you to add or block remote host IP addresses to prevent unauthorized
access. Access to the NPort is controlled by an IP address. That is, if a host’s IP address is in the accessible
IP table, then the host will be allowed to access the NPort. Three setting types are described below:

e Activate the Accessible IP list

Operation modes are NOT allowed for IPs NOT on the list. IPs that are not on the list will not be granted
when communicating with the NPort via Operation mode.

o Apply additional restrictions

All device services are NOT allowed for IPs NOT on the list. Services will not be granted for IPs that are
not on the list. Please note that all IPs will still have access if the IP list is empty, even though the
function is enabled.
Tip: For exact IP identification, the netmask needs to be 255.255.255.255.
« Only one host with a specific IP address can access the NPort
Enter “[IP address]/255.255.255.255"” (e.g., "192.168.1.1/255.255.255.255").
¢ Hosts on a specific subnet can access the NPort
Enter “[IP address]/255.255.255.0" (e.g., "192.168.1.0/255.255.255.0").
e Any host can access the NPort
Disable this function. Refer to the following table for more details about the configuration.

Any host Disable

192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 / 255.255.255.128

Firmware Upgrading Compatibility Check

At times, Moxa needs to change the components within the NPort, which means the driver in the firmware
needs to be updated. However, the firmware cannot always contain all the versions of the driver in one file;
therefore, on some occasions, we need to separate the firmware for the older and newer versions of
hardware. Before you decide to update the firmware to a newer or older version, please make sure that the
firmware is compatible with your NPort hardware version. In most of the cases, if a firmware does not
specify for a particular hardware version, it is supposed to support all models in the series and for any
hardware revision. If you are not sure, please refer the product website to check for instructions or refer to
the table below for specific cases, or otherwise, please consult your region’s technical support for
confirmation.

Corresponding

Product Series Models Supporting Condition Firmware
Version
NPort 5110 Models All revisions v2.10
NPort 51
ort 5100 NPort 5130/5150 Models All revisions v3.9
Rev 2.x and prior v2.9
NP 4 NP 410/5430 M |
ort 5400 ort 5410/5430 Models Rev. 3.2 and later v3.14
NPort 5600-DT All Supporting NPort 5600-DTL Series |v2.9
NPort IA5150A/IA5250A models |All revisions v1.5
NPort IA A
ort IA5000 NPort 1A5450A models Al revisions vi.7
HW Rev 1.x v1l.7
NPort IA5000 Al HW Rev 2.0 and after v2.0
NPort 5150AI-M12 models All v1.5
NPort 5000AI-M12 |NPort 5250AI-M12 models All v1.5
NPort 5250AI-M12 models All v1.5
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Account Management

The Account Management setting provides administrators the authority to add/delete/modify a user
account, grant access to the device users for specified function groups, and manage password and login
policy to ensure device is used by a proper set of people.

Notification Message

As an administrator, you may customize your Login Message and the Login Authentication Failure
Message to notify users with information you would like to provide.

Notification Message
Notification Message
Welcome io NPart
Login Message

16 characters/Maximum 240
characters

| Plaase contact administrators if you forget the passwnld

Login Authantication Failure Message

58 characters/Maximuim 240
_i characters

The message will appear on the login page at the time of a successful login or login failure. Examples are
below.
M OXA Total Solution for Industrial Device Networking WWW.MOoXa.com

Useemama:

Passwart

\Waskeoma 1o NPor
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MM O A Total Solution for Industrial Device Networking WWW.MCXA. Com

Ploass contact administrators £ you fonget the passwand

User Account

In the NPort 5000 Series, the main function groups are highly correlated with the User Level set by the
administrator(s). Administrators are allowed to add user accounts to the NPort 5000 device by clicking the

Add button on the User Account page. You may also click on the current user to Edit or Delete the
selected account.

User Account

User Account
& Add # I D B Save/Restart
Active Account Name User Level
v admin Read Write
) guest Read Only

Your changes will take effect after save and restart

The Add Account (Edit Account) page will show up for you to enter (modify) account information and
assign password to this user. Also, the Administrator(s) may assign proper User Level to this user to limit
his/her privileges of using NPort 5000.

User Account

Add Account
Active
Account Name
Password
Confirm Password

User Level Read Write &

s | Ceel |
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Password and Login Policy

A user with an administrator role is authorized to determine the password and login policy of the NPort 5000

device.

Account Password and Login Management

Account Password Policy

Password minimum length
Password complexity strength check

At least one digit (0~8)

Mixed upper and lower case letters (A~Z,

a~z)

At least one special character (~|@#$%*&"-_|;:,.<>[000)

Password lifetime

Account Login Failure Lockout

Account login fallure lockout
Retry failure threshold

Lockout Time

Account Password Policy

4 (4-16)
Enable @ Disable
Enable -+ Disable
Enable - Disable
Enable -+ Disable
0 ( 0 - 180 day; 0 for Disable )

Enable @ Disable
5 (1-10retry)
5 (1-60min)

Parameter Setting Default [Description
Password minimum length 4-16 characters |4 Define the minimum length of login password
Password complexity strength Enable/Disable |Disable Enable password compIeX|tY str'ength clheck will
check: enforce the password combination setting
L . . The password must contain at least one nhumber
* Atleast one digit (0-9) Enable/Disable |Disable (0-9) when enabling this parameter
e Mixed upper and lower . . The password must contain an upper and a
case letters (A~Z, a~z) Enable/Disable  |Disable lowercase letter when enabling this parameter
e At least one special Th in at least ial
characters (~1@%#$%~ 8- Enable/Disable | Disable e password must cc')ntaln'a east one specia
. character when enabling this parameter
_L.<>[1{30)
A password lifetime can be specified, and a
Password lifetime 0-180 days 90 days system notification message will show up to

(0 for disable)

remind users to change the password if the
option is enabled.

Account Login Failure Lockout

Parameter Setting Default |Description

. . . . An account login failure lockout rule can be
Account Login Failure Lockout Enable/Disable |Disable defined and enforced when enabled.

. 5if Number of retries can be determined prior to
e Retry failure threshold 1-10 retry enabled |the lockout

. . 5if Lockout duration can be specified to determine
e Lockout time 1-60 minute(s) ) .
enabled |time until the next retry.
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Auto Warning Settings

The NPort device server can automatically warn administrators of certain system, network, and
configuration events. Depending on the event, different options for automatic notification are available.

These options are configured in the Auto Warning Settings.

Auto warning: E-mail and SNMP trap

The Email and SNMP trap parameters are used to configure how e-mail and SNMP traps are sent when an
automatic warning is issued by the NPort device server.

(3 Main Menu

'O overview

{1 Basic Settings
U Metwork Settings
=4 Serial Settings

| ) Port2
?E‘l Operating Settings

[ [ Port1

i "1 Porca

' accessible 1P Settings
=13 Auto Warning Settings

I ] Event Type

5&1'__} Monitor
{1 Change Password
" Load Factory Default
' (1 save/Restart

] E-mail and SNMP Trap

MO

Auto warning: Email and SNMP trap

Mail server

= p=

Mail server

I My server requires authentication

User name

Password

From E-mail address

—
—

[NPLA-S250_525016@maxe. com|

[E-mail address 1

E-mail addrass 2
E-mail address 3

E=mail address 4

I

SNMP trap server IP or
\domain name

SNMP trap server

Overview

Quick Setup

Basic Settings

Metwork Settings

- Serial Seings

- Operating Setlings

Accessble IP Setlings

- Administration

- Backup/Restore

System Log Settings

= Auto Waming Settings
System Log Event settings
E-mail and SNMP Trap
Ewvent Type

Upgrade Firmware

Monitor

Line
Async
Async-Sattings
Reday Output
System Log

Change Password

E-mail and SNMP Trap Settings

Mail Server

Mall server

My server requires authentication

User name

Password
From E-mail address
E-mall address 1
E-mail address 2
E-mail address 3

E-mall address 4

SNMP Trap Server

NPort@imoxa

SMNMP trap server IP or domaln name

Trap version

Trap community

Ov Cvae

public

Web Interface for the Overall NPort 5000 Series
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Mail Server

Parameter i Description Necessity

This optional field is for the IP address or
. domain name of your network mail server, if
. IP or Domain . . . . .
Mail server None applicable. A mail server is required for the Optional
Name . -
NPort to send e-mail warnings about
administrative events.
Username 1to 15 None This .optlc.mal field is used if your mail server Optional
characters requires it.
Password 1to 15 None This .optic'mal field is used if your mail server Optional
characters requires it.
From E-mail 1to 63 This optional flgld sets the. from e-malll .
None address that will show up in an automatic Optional
address characters . .
warning e-mail.
E-mail address 1to 63 None These optional fields set the “destination” e- Obtional
1/2/3/4 characters mail address for automatic e-mail warnings. P

SNMP Trap Server

Parameter Description Necessity

Selecting the version based on your

SNMP trap server |IP address or environmental needs. We strongly suggest to
IP or domain Domain None that you change the community name from Optional
name Name the default public to another name; it is for

security prevention reasons.

A

ATTENTION

Consult your network administrator or ISP for the proper mail server settings. The Auto warning function
may not work properly if it is not configured correctly. NPort SMTP AUTH supports LOGIN, PLAIN, CRAM-
MD5 (RFC 2554).

Event Type

Event Type

(Cold start I~ mail | ™ Trap |

\Warm start [~ mail | [ Trap |

|Authentication failure | mail | [ Trap |

IP address changed | Mail | |

|Password changed I~ mail i |

Power failure [~ Mail i | ™ Relay Output

'Ethemetl link down -l_ Mail i [T Trap | I Relay Output

Etharnetz i|nk c-!.nwn i I_ .Mail. !..l;.Trap i [l_ -Ra-la\,f Output

: bé.lj"l:hangad.

Port 1 T mail | I Trap | I Relay Qutput

|Port 2 1T Mail | " Trap | I Relay Output
DSR changed

Port 1 [ mail ||__ Trap | I Relay Output

;Pnrt 2 l_ .Mail | i_“Trap [I_ Relay Output

Submit |
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Web Interface for the Overall NPort 5000 Series

.
Event Settings
Overview
Quick Setup i el
Basic Settings Cold start Mall Trap
Network Settings Warm start Mail Trap
- Serial Settings
- Operating Settings
Accessible IP Settings Config Event
AL A Authentication failure Mail Trap
- Backup/Restore
: IP changed Maill
System Log Setiings
- Auto Waming Settings Password changed Mail
System Log Event sattings Power failure Mail Relay output
E-mail and SNMP Trap Ethernet! link down Mall Trap Relay output
Event Type i
Ethemet2 link down Mail Trap Relay output
Upgrade Firmware
- Monitor
L DCD Changed
fyc Port 1 | Mai ~| Trap _| Relay output
Async-Seltings
Port 2 i Ti Rel i
Relay Output . Ma rap elay output
System Log Port 3 Mai Trap Relay oulput
Change Password Port 4 | Mai | Trap _| Relay output
Load Factory Default
Save/Restan DSR Changed
Logout
Port 1 Mai Trap Relay output
Port 2 Mai Trap Relay output
Port 3 "I Mai "I Trap | Relay output
Port 4 Mai Trap Relay output

The Event Type parameters are used to configure which events will generate an automatic warning from the
NPort device server, and how that warning will be issued. For each listed event, certain automatic warning
options are available. If Mail is selected, an e-mail will be sent. If Trap is selected, an SNMP trap will be
sent. The Relay Output option is available for the NPort IA5000/IA5000A Series.

Cold start

Refers to starting the system from power off (contrast this with warm start). When performing a cold start,
the NPort will automatically issue an auto warning message by e-mail, or send an SNMP trap after booting

up.
Warm start

A warm start refers to restarting the computer without turning the power off. When performing a warm
start, the NPort will automatically send an e-mail, or send an SNMP trap after rebooting.

Authentication failure

An authentication failure event is triggered when the user inputs an incorrect password from the Console or
Administrator. When an authentication failure occurs, the NPort will immediately send an e-mail or SNMP
trap.

IP address changed

An IP address changed event is triggered when the user has changed the NPort’s IP address. When the IP
address changes, the NPort will send an e-mail with the new IP address before the NPort reboots. If the
NPort cannot send an e-mail message to the mail server within 15 seconds, the NPort will reboot anyway,
and abort the e-mail auto warning.
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Password changed

A password changed event is triggered when the user has changed the NPort’s password. When the
password changes, the NPort will send an e-mail with the password changed notice before the NPort
reboots. If the NPort cannot send an e-mail message to the mail server within 15 seconds, the NPort will
reboot anyway, and abort the e-mail auto warning.

Power failure (this event type only applies to NPort IA5000/IA5000A series)

The NPort IA5000/IA5000A Series ave two DC power inputs for redundancy. Different approaches are used
to warn engineers automatically, including by email and by relay output. Users can connect to Monitor >
Relay Output from the web console to check which event caused the warning. The relay output will be
canceled after the power recovers, or by selecting “acknowledge event” using the web console or Telnet.
When the Relay Output is sending a warning, the Ready LED will flash red until the warning event ceases.

Web Interface for the NPort IA50 Series
MO

Monitor Relay Output

C Main Mani
1 Overview
I Basic Settings

Relnv Duipu‘t Status

(1 Metwork Setungs
*I_'I carial Sattings
=1 Operating Settings
I Accessible IP Settings
=] Auto Waming Settings

L é_"iuunmur DCD changed (Port 2) -— |
u Bsyne DSR r;hanged (Pclrt' 13 ! —
L Async-Setting DSR changed (Port 23 [--- Ak

13 relay Output
171 "hanco Dacownnd

Power Failure e=m Acknowiedge Bvant

Ethemetl link down

Ethernat2 kink down

ArEnEET e Event

DCD r_hanged (Dort 1)

Web Interface for the NPort IAS5000A Series

Overview

Quick Setup

Basic Settings

Network Settings

- Serial Settings

- Operating Settings

Accessible [P Settings

- Administration
- Aceount Managament
SNMP Agent

- Backup/Restore

System Log Setiings

- Auto Waming Settings
System Log Event setlings
E-mail and SNMP Trap
Event Type

Upgrade Firmware

- Monior
Line
Async
Async-Settings
Relay Output
System Log

Chanos Passweord

Dout State

Dout Status
Power fallure
Ethernet1 link down
Ethernet2 link down
DCD changed (Port 1)
DSR changed (Port 1)
DCD changed (Port 2)
DSR changed (Port 2)
DCD changed (Port 3)
DSR changed [Port 3)
DCD changed (Port 4)

DSR changed (Port 4)

AR

Ethernet link down

The NPort device server provides system maintainers with real-time alarm messages for Ethernet link down.
Even when control engineers are out of the control room for an extended period, they can still be informed
of the status of devices almost instantaneously when exceptions occur. The NPort device server supports
different methods for warning engineers automatically, such as by email, SNMP trap, and relay output*.
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DCD changed

A DCD (Data Carrier Detect) signal change shows that the modem connection status has changed. For
example, a DCD change to high shows that the local modem and remote modem are connected. A DCD
signal change to low shows that the connection line is down. When the DCD changes, the NPort will
immediately send an e-mail, send an SNMP trap, or trigger the relay output*.

DSR changed

A DSR (Data Set Ready) signal change indicates that the data communication equipment’s power is off. For
example, a DSR change to high indicates that the DCE is powered ON. A DSR signal changes to low
indicates that the DCE is powered off. When the DSR changes, the NPort will immediately send an e-mail,
send an SNMP trap, or trigger the relay output*.

*Relay output is only supported by the NPort IA5000/IA5000A series.

/  NOTE

Relay Output is only available for the NPort IAS000/IA5000A Series. Users can connect to Monitor >
Relay Output from the web console to check which event is causing the warning. The relay output will be
canceled if the abnormal state is restored, or if Acknowledge Event is selected from the web or Telnet
console. When the Relay Output is issuing a warning, the Ready LED will flash red until the warning event

ceases.

Parameter

Factory o

Mail

Enable, Disable

Disable

This feature helps the administrator manage
how the NPort sends e-mail to pre-defined e-
mail boxes when the enabled events (Cold
start, Warm start, Authentication failure, etc.)
occur. To configure this feature, click the
Event Type Mail checkbox.

Optional

Trap

Enable, Disable

Disable

This feature helps the administrator manage
how the NPort IA5000A sends an SNMP Trap
to a pre-defined SNMP Trap server when the
enabled events (Cold start, Warm start,
Authentication failure, etc.) occur. To
configure this feature, click the Event Type
Trap checkbox.

Optional

ATTENTION

DCD and DSR signal changes only apply for the RS-232 interface.
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Monitor

Monitor Line

Click Line under Monitor to show the operation mode and status of each connection (IPx), for each of the
four serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

(g LO »_ & N

i Main Menu Monitor Line

J Overview

{3 Basic Settings - i Line : .

() Network Settings POR—— oRade w1 1p2 g 1#3 1Pa
#() senal Settings 1 Real COM Mode Listen _
#{_) Opersting Settings 2 Real COM Mode Listen |

([ Accessible IP Settings = Real COM Mode Listen [

4 Real COM Mode Listen

* ] Auto Warning Settings
=14 Monitor

Web Interface for the Overall NPort 5000 Series

Monitor Line

Overview

Cuick Setup Port  Operation Mode Connections
[Listen]
|
[Listen]
[
[Listen]
[ S
Port 3 LListen]
Port 4 4  ReaiCOM {1

- Dperating Settings

Basic Settings 1 RealCOM
Metwork Settings
- Serial Sattings 2 RealCOM
Port 1
Port 2 3 RealCOM

Port 1
Paort 2
Por 3
Port 4
Accassible IP Settings
- Administration
- Backup/Resiore
System Log Seslings
- Auto Warning Sestings
Syslam Log Event sattings
E-mail and SNMP Trap
Event Type
Upgrade Firmware
Monitar
Line
ASYNG

Monitor Async

Click Async under Monitor to show the current status of each of the four serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

-4 Main Menu Monitor Async
' Ovarviaw : ===
) Basic Settings = — —= — . =
1 Network Settings Port TxCnt |RxCt TxTotalCnt RExTotalcnt DSR cTs neo
#] serial Settings 1 0 0 0 0 OFF OFF OFF
#) Operating Settings i L. o 0 0 OFF OFF oFF
Z) Accessible IP Settings 3 0 0 0 0 OFF OFF OFF
4 0 o o 0 OFF OFF OFF

®_1 Auto Warning Settings
=4 Monitor
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Web Interface for the Overall NPort 5000 Series

Monitor Async

- Main Men 1
Port | TxCmt RxCm TxTotalCot RxTotalCimt DSR DTR RTS CTS | DCD
Ohearview
Quick Setup 1 0 o 0 0
Exportimport 2 0 0 0 0 o @

Basic Settings

Network Seftings

- SBerial Setbings

- Operating Setings
Accessible IP Seftings
- Auto YWarning Seffings
Upgrade Fimnware

- Monitor

Line
i

Monitor Async-Settings
Click Async Setting under Monitor to show the run-time settings for each of the four serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

4 Main Menu Monitor Async-Settings

1 Overview

] Baskc Settings = ____ #Async-Settings - = R
1 Network Settings Port |paud rate |Data bits  Stop bits  |Panty [FiFo RTS/CTS |XOMN/XOFF DTR/DSR

#() senal Settings n _sz00 LJ B None  [Emsbe JOFF  JoFF  [oFF

() Operating Settings 2 [115200 : 1 Hone Enable  [oFF oFF oFF
L] Accessible I Settings. 12 |115200 8 1 INone [Enable \OFF OFF (OFF

B Ao Waming Settings | |+ [115200 ] i None [enable  [oFF OFF OFF

=i Monitor

Web Interface for the Overall NPort 5000 Series
Monitor Async-Settings

Overview

Baud Flow Control
Data Bits | Stop Bits ~ Parity FIFO Interface
Basic Settings Rate RTSICTS XON/XOFF DTRIDSR

Network Settings 115200 None OFF OFF OFF Enabie RS-232
115200 None ON OFF COFF Enable RS-232
115200 None ON OFF OFF Enable RS-232
116200 None ON OFF QFF Enabie RS-232

Quick Setup Port

- Serial Settings
Port 1
Port 2
Port 3
Port 4

- Operating Setfings
Port 1
Port 2

F N~ X
m m @ @

Port 3
Port 4

Accesgible |P Settings

- Administration

- Backup/Restore

System Log Setings

- Auto Waming Settings
System Log Event settings
E-mai and SNMP Trap
Event Type

Upgrade Firmware

- Monitar
Line
Async
Async-Settings
Relay Cutput
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System Log Settings

System Log Settings

Event Group Local Log Summary
System System Cold Start, System Warm Start

Network DHCP/BOOTP Get IP/Renew, NTP, Mail Fail, NTP Connect Fail, IP Conflict, Network Link Up, Network Link Down
Config Login Fail, IP Changed, Password Changed, Config Changed, Firmware Upgrade, Config Import, Config Export
OpMode Connect, Disconnect

/  NOTE

The NPort 5100, NPort 5200, and NPort IA5000 Series don't support this function.

System Log Settings allow NPort users to customize network events that are logged by the NPort 5000.
Events are grouped into four categories, known as event groups, and the user selects which groups to log
as Local Log (on the NPort 5000). The actual system events that would be logged for each system group are
listed under the column “Summary”. For example, if System was enabled, then System Cold Start events
and System Warm Start events would be logged.

Local Log [Keep the log in the flash of NPort 5000 up to 512 items.

System

System Cold Start NPort 5000 cold start.

System Warm Start NPort 5000 warm start.

Network

DHCP/BOOTP/PPPOE Get IP of the NPort 5000 is refreshed.

IP/Renew

NTP Time synchronization successful.

NTP Connect Fail The NPort 5000 failed to connect to the NTP Server.

Mail Fail Failed to deliver the email.

IP Conflict There is an IP conflict on the local network.

Network Link Down LAN 1 Link is down.

Config

Login Fail

IP Changed Static IP address was changed.

Password Changed Administrator Password was changed.

Config Changed The NPort 5000’s configuration was changed.

Firmware Upgrade Firmware was upgraded.

SSL Certificate Import SSL Certificate was imported.

Config Import Config was imported.

Config Export Config was exported.

OpMode

Connect Op Mode is in use

Disconnect Op Mode switched from in use to disconnect.

Authentication Fail The Authentication failed in terminal; reverse terminal; or dial in/out operation
modes

Restart Serial port restarted.
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Change Password

You can set a password to restrict access to the NPort’s configuration parameters. (The default password for
NPort is moxa.) If a user does not enter the correct password when accessing the NPort through one of the
consoles (e.g., web console), access to the NPort configuration settings will be denied.

Web Interface for the NPort 5100, 5200, IA5000 Series Only

MIOXAA

3 Main Menu Change password
) Overview
‘1 Basic Settings Old password :
) Network Settings New password :

®_J Serial Settings

! -] :
(] Operating Settings etype password

(1 Accessible IP Settings O
=3 Auto Warning Settings Sobaat

Web Interface for the Overall NPort 5000 Series

Change Password

Overview

Password
Quick Setup
Basic Settings Old password

Network Settings Now password

- Serial Settings
Por 1 Retype password
Por 2
Port3 [ Submit |
Port 4
- Operating Settings
Port 1
Port 2
Port 3
Port 4
Accessible P Settings
- Administration
- Backup/Restora
System Log Settings
- Auto Warning Settings
System Log Event settings
E-mai and SNMP Trap
Event Type
Upgrade Firmware
- Monitor
Line
Async
Async-Settings
Relay Output
System Log
Change Password
Load Factory Defauit

/\ ATTENTION

If you forget the NPort’s password, the ONLY way to configure the NPort is by using the hardware reset
button to load the factory defaults. Before you set a password for the first time, it is a good idea to export
the NPort’s complete configuration to a file. Your configuration can then be easily restored if necessary.
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Load Factory Default

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

Load Factory Default

This function will reset all MOXA NPort Server settings to their factory default values. Be aware that previous settings
will be lost.

Submit

Web Interface for the Overall NPort 5000 Series

Load Factory Default

This function will reset all MOXA NPort Server setlings 1o their factory defaull values.
Be aware that previous satlings will be last.

This function will reset all the NPort’s settings to the factory default values. Be aware that previous settings
will be lost.

Configuration by Telnet Console

You can update your NPort’s IP address by using Telnet to connect to your NPort IA5000A over the network.
(Figures in this section were generated using the NPort IA5450AI).

1. From the Windows desktop, click on Start and then select Run.

2. Type telnet 192.168.127.254 (use the correct IP address if different from the default) in the Open
text input box, and then click OK.

= Type the name of a program, folder, document, or
' Internet resource, and Windows will open it for you.

Open: |telnet 192,168, 127.254

Ok ] [ Cancel l ’ Browse. ..

When the Telnet window opens, you will be prompted to input the Console password (the default
username is admin and password is moxa; for the NPort 5100/5200/IA5000, it only requires the
default password moxa); input the password and then press Enter.

Trying 192.168.127.254...

Connected to 192.168.127.254.

Escape character is '~]'.

Model name : NPort 5250A

Please keyin your username:admin

Please keyin your password:skk#k
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4. Type 2 to select Network settings, and then press Enter.

Model name : NPort 5250A

MAC address : P0:90:EB:63:5@:FD
Serial No. i 7162

Firmware version : 1.5 Build 19013022
System uptime : @ days, @1h:59m:07s

<< Main menu >>
(1) Basic settings
(2) Network settings
(3) Serial settings
(4) Operating settings

(5) Accessible IP settings
(6) Account Management

(7) Auto warning settings
(8) Monitor

(9) Ping

(a) Change password

(b) Load factory default
(v) View settings

(s) Save/Restart

(g) Quit

Key in your selection: 2

5. Type 1 to select IP address and then press Enter.

K< Main menu—>MNetwork settings >>
(1> IP address
(2> Netmask
(3> Gateway
(4> IP configuration
(5> DNS server 1
(6> DNS server 2
(7> SHMP
(8> SHMF community name
(2> SHMFP contact
Ca> SNHMF location
¢b> Auto IF report to IP
Cc? Auto IF report to UDF port
¢d> Auto IF report period
Cu) Uiew settings
{m> Back to main menu
(g2 Quit

Key in your selection: 1
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6. Use the Backspace key to erase the current IP address, type in the new IP address, and then press
Enter.

< Main menu->Hetwork settings
(1> IP addrezss
€2 Metmazk
(3> Gateway
(4> IP configuration
(5> DNS zerwver 1
(6> DNS zerver 2
7> SNHHP
(8> SNMP community
(2> SHMF contact
Ca)> SHMF location
¢b> Auto IP report to IP
Cc? Auto IP report to UDF port
¢d> Auto IP report period
Cu) Uiew settings
{m> Back to main menu
Cg? Quit

Key in your selection: 1
IP address: 192.168.127.253

7. Press any key to continue...

K< Main menu—>MNetwork settings >>
(1> IP address
(2> Netmask
(3> Gateway
(4> IP configuration
(5> DNS server 1
(6> DNS server 2
(7> SHMP
(8> SHMF community name
(2> SHMFP contact
Ca> SNHMF location
¢b> Auto IF report to IP
Cc? Auto IF report to UDF port
¢d> Auto IF report period
Cu) Uiew settings
{m> Back to main menu
(g2 Quit

Key in your selection: 1
IP address: 192_168.127.253
Bet I[P address success

Fress any key to continue..._
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8. Type m and then press Enter to return to the main menu.

<< Main menu—->Hetwork settings
{1> IP address
{2> Netmask
(3> Gateway
4> IP configuration
(5> DNE server 1
{6> DNE server 2
(7> ENMP
¢8> ENMF community
{?> ENMFP contact
{a> BNMF location
¢h> Aute IPF report to IP
{c? Aute IP report to UDF port
¢{d> Aute IPF report period
Cu> Uiew settings
{m> Back to main menu
{g? Quit

Key in your selection: m

9. Type s and then press Enter to Save/Restart the system.

Model name MFort IAS458A1

MAC address AA:9A:E8:12:34:57
Serial Mo. 2

Firmuware version 1.8 Build 18832318
System uptime A days, BBh:B6m:48s

[{< Main menu >3
(1> Basic settings
(2> Network settings
(3> Serial settings
(4> Operating settings
(5> Accessible IF settings
(6> Auto warning settings
7?3 Monitor
(8> Ping
(2> Change password
(a) Load factory default
Cu) Uiew settings
(s> SaverRestart
(g2 Quit

Key in your selection: =

10. Type y and then press Enter to save the new IP address and restart the NPort.

Save change?
y> Yes
{n> Ho

Key in your selection: vy
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Configuration by Serial Console

Serial Console (19200, n, 8, 1)

You may use the RS-232 console port to configure your NPort’s IP address. We suggest using PComm
Terminal Emulator, which is available free as part of the PComm Lite program suite, to carry out the
installation procedure, although other similar utilities may also be used.

/\  ATTENTION

The serial console port is an RS-232 port.

Before you configure the NPort device server over the serial console, turn off the power and connect the
serial cable from the NPort to your computer’s serial port.

1. Connect the NPort’ s serial port 1 directly to your computer’s male RS-232 serial port. From the
Windows desktop click Start > Programs > PComm Lite > Terminal Emulator.

2. When the PComm Terminal Emulator window opens, first click on the Port Manager menu item and
select Open, or simply click on the Open icon.

IE'_‘I PComm Terminal Emulator

Profile PortManager Help

3. The Property window opens automatically. From the Communication Parameter page, select the
appropriate COM port for the connection, COM1 in this example, and 19200 for Baud Rate, 8 for Data
Bits, None for Parity, and 1 for Stop Bits.

Communication Parameter ]Tenﬂinal ] File Transfer l Capturing ]

— COM Cptions
Forts : CoMi =
Baud Rate : 19200 =

Data Bits : 3 =
Parity : ]Nnne v]
Stop Bits : 1 =

~How Contral —— - Output State - i
[~ RTS/CTS DTR & ON " OFF

[~ XON/¥OFF RTS & ON " OFF

0],4 | Cancel

4. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and then click
OK.
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5. If you select Dumb Terminal as the terminal type, some of the console functions—especially the
Monitor function—may not work properly.

6. Pressthe™ ' " key continuously and then power on the NPort.

aaaajaona]:

.

7. The NPort will automatically switch from data mode to console mode as it receives a continuous string
of * * ” characters.

8. The default username is admin, and the password is moxa.

!PComm Terminal Erudator - COM1, 19200 None,8,1.Buemb Terminal = O ®
Prefile  Edit  Por Manager  Window  Help
4 HIEI_I mlklhlﬁ!ml slzalmil
|= Model nare . HFogt S250A al
lﬁ Fleass keyin your UseInaws:
(153

Flaase keyim your g::ﬂm:d:l

W

Siae:0PEN T W Reay T2z Re:108 y.
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9. Start configuring the IP address under Network Settings. Refer to step 4 in the Telnet Console section
for the rest of the IP settings.

! PComm Terminal Emulator - COM1,19200,None,8,1,Dumb Terminal == ] X
Profile Edit Port Manager Window Help

| Q|| &[>(ea]=]e| 28]

S -]
() coM1.15200 None.&1.Dumb Termina! fo)e-es
FECd!l namwe : NFort 5250A L)

{AC address : 00:90:E8:€3:50:FC
EE; Serial No. : 7162
kTS |[Firmware versicn : 1.5 Build 19013022
Syster uptime : 0 days, 00h:00xw:54s

< Main menu >>
(1) Basic settings
{2) Network settings
{3) Serial settings
{4) Cperating settings
{5) Accessible IF settings
{€) Account Management
{7) Autc warning settings
{8) Momitor
{9) Eing
{a) Change password
(k) Load factory default
{v) View settings
{s) Save/Restart

{g) Cuit
Key in your selecticn: I W
State:OPEN = =T = Reay %137 AX:895

Testing Your NPort

After completing installation and configuration, you can do a simple test to ensure that your NPort will
communicate successfully. Click on the appropriate link below to view a technical note that explains how to
test your NPort one of four common operation modes: Real COM, TCP client, TCP server, and UDP.

¢ Real COM Mode for NPort

e TCP Client Mode for NPort

e TCP Server Mode for NPort

e UDP Mode for NPort
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https://www.moxa.com/getmedia/f6001ba2-fe18-46b5-bde9-f764de015632/moxa-real-com-mode-for-nport-tech-note-v1.0.pdf
https://www.moxa.com/getmedia/c1cd1a25-e88c-40c2-aecd-f441a50b2aba/moxa-tcp-client-mode-for-nport-tech-note-v1.0.pdf
https://www.moxa.com/getmedia/a64c2286-ced3-49e0-b1ee-828f5b796c43/moxa-tcp-server-mode-for-nport-tech-note-v1.0.pdf
https://www.moxa.com/getmedia/2dc8fee3-b6b9-44ce-b3c1-f30615c6b334/moxa-udp-mode-for-nport-tech-note-v1.0.pdf

3. Cybersecurity Considerations

With cyberattacks growing in number and sophistication, network device vendors are adding functions
geared towards protecting sensitive business and personal information. Moxa has dedicated itself in this
area by developing measure to make sure all the products can and will meet the security standard, so
customers will use Moxa’s product without too much to worry about. There are certain details that Moxa
cannot do alone; customers and Moxa need to work together to build up a much-secured environment to
defend against all kinds of cyberthreats. This chapter introduces the essential steps to enhance the
cybersecurity of Moxa’s products. Customers may need to refer to other sections in the user manual for
exact settings or commands. The following topics are covered in this chapter:

Updating Firmware

When a customer buys a product from Moxa or reseller, Moxa may have already pushed out a newer version
of firmware and that is likely to have enhanced the security features included. We suggest you always
update to the latest firmware. Please check with Moxa’s support website for further details.

Turn Off Unused Service and Ports

Imagine living in a house that has many entrances. If all the doors and windows are left unlocked or even
open, it sends a message of welcoming to intruders out there. It is always recommended to turn off services
and ports that are not in use to reduce the chances of being attacked.

Turn Off Moxa Service After Installation

Moxa Service is extremely helpful for first-time installation as it helps the device to be discovered in a local
area network (LAN). Once the installation is completed, this service should be turned off for safety reasons;
however, once it is turned off, a utility such as Moxa’s DSU (Device Search Utility) is no longer seeking for
the device, and only by the IP and login with username and password will have the access to the product.

Turn On Services That Are Necessary

There are services that were designed some while ago, but then cybersecurity wasn’t much of an issue,
therefore the design’s considerations didn’t quite cover cybersecurity. Below is a list of services that are
recommended to turn on only when necessary:

HTTP/HTTPS: If the web console is required to access the product, it is recommended to use HTTPS over
HTTP

Telnet: Only enable Telnet if a command line is required to manage the product

SNMP: If using Simple Network Management Protocol for remote device monitoring and management, this
should be turned on. We strongly advised to change the default community name once enabled and also set
SNMP to send a trap if authentication failures happen.

NOTE

Once all the settings are configured according to your needs, remember to save and restart the device so
that all the new settings are effective. Remember to export your settings.
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/  NOTE

If all HTTP/HTTPS/Telnet/Serial consoles are turned off, then there is no other route to access the product.
The only way to recover it is to reset the device and start from the beginning. Please refer to the user
manual on how to reset the device.

Limited IP Access

Limiting the number of IP addresses that can access the product is one of the most effective ways of
blocking unwanted intruders. If there are only limited desktop/notebook/mobile devices that would access
the product, grant those IPs access.

Account and Password

There is a default username and password for first-time installation; it is strongly suggested to change
the password after installation has been done.

Use your own passwords for users of the devices. If possible, also change the default name of the
account. For example, don’t name admin group “admin” before the device is deployed.

Use strong passwords. The devices support a function to check if the passwords are strong enough. You
can enable the function to help you check whether the passwords are strong enough.

Use account login failure lockout feature to prevent unwelcome access

System Log

System log can contain all kinds of activities that are happening on your NPort, such as Login Fail, IP
Changed, Password Changed, Config Changed, etc. Check the log periodically to examine any abnormal
behavior.

Testing the Security Environment

Besides these devices that support those protective functions, network managers can follow several
recommendations to protect their network and devices.

To prevent unauthorized access to a device, follow these recommendations:

1.

Testing tools for cybersecurity environment checks are available. Some may provide limited free use,
for example, Nessus. These tools help identify possible security leaks in the environment.

The device should be operated inside a secure network, protected by a firewall or router that blocks
attacks via the Internet.

Control access to the serial console as with any physical access to the device.
Avoid using insecure services such as Telnet and TFTP; the best way is to disable them completely.

Limit the number of simultaneous web server and Telnet sessions allowed. Periodically, change the
passwords.

Backup the configuration files periodically and compare the configurations to make sure the devices
work properly.

Audit the devices periodically to make sure they comply with these recommendations and/or any
internal security policies.

If there is a need to return the unit to Moxa, make sure encryption is disabled and that you had already
backup the current configuration before returning it.
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/  NOTE

DISCLAIMER: Please note that the above information and guide (the “information”) are for your reference
only. We do not guarantee a cyberthreat-free environment; these guidelines are to increase security level
to defend against cyberintrusions and do not guarantee that the above information will meet your specific
requirements. Furthermore, the above information is provided “as is”, and we make no warranties,
express, implied or otherwise, regarding its accuracy, completeness, or performance.
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4. Choosing the Proper Operation Mode

In this chapter, we describe the NPort device server’s various operation modes. The options include an
operation mode that uses a driver installed on the host computer, and operation modes that rely on TCP/IP
socket programming concepts. After choosing the proper operation mode in this chapter, refer to Chapter 5
for detailed configuration parameter definitions.

Overview

NPort serial device servers network-enabled traditional RS-232/422/485 devices. A serial device server is a
small computer equipped with a CPU, real-time OS, and TCP/IP protocols that can bi-directionally translate
data between the serial and Ethernet formats. NPort device servers that are connected to a network that
with access to the Internet can be accessed from a computer located anywhere in the world.

Traditional SCADA and data collection systems rely on serial ports (RS-232/422/485) to collect data from
various kinds of instruments. Since NPort serial device servers network-enabled instruments equipped with
an RS-232/422/485 communication port, your SCADA and data collection system will be able to access all
instruments connected to a standard TCP/IP network, regardless of whether the devices are used locally or
at a remote site.

An NPort serial device server is an external IP-based network device that allows you to expand the number
of serial ports for a host computer on demand. If your host computer supports the TCP/IP protocol, you
won't be limited by the host computer’s bus limitation (such as ISA or PCI), or lack of drivers for various
operating systems.

Besides providing socket access, the NPort also comes with a Real COM / TTY driver that transmits all serial
signals intact. This means that you can continue using your existing COM/TTY-based software, without
needing to invest in additional software.

Three different socket modes are available: TCP Server, TCP Client, and UDP Server/Client. The major
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the
recipient to send an acknowledgement to the sender. UDP does not require this type of verification, making
it possible to offer speedier delivery. UDP also allows data to be unicast to only one IP address, or multicast
to groups of IP addresses.

Real COM Mode

The NPort comes equipped with COM drivers that work with -| R —_—
Windows systems, and also TTY drivers for Linux systems. L(

The driver establishes a transparent connection between ‘ =

host and serial device by mapping the IP:Port of the NPort’s S

serial port to a local COM/TTY port on the host computer.
Real COM Mode also supports up to 4 simultaneous
connections, so that multiple hosts can collect data from the
same serial device at the same time.

Driver Mode

' % ™
( Device )
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/\ ATTENTION

The driver used for Real COM Mode is bundled with NPort Administrator. The driver is installed on your
computer automatically when you install NPort Administration Suite.

One of the major conveniences of using Real COM Mode is that Real COM Mode allows users to continue
using RS-232/422/485 serial communications software that was written for pure serial communications
applications. The driver intercepts data sent to the host’s COM port, packs it into a TCP/IP packet, and then
redirects it through the host’s Ethernet card. At the other end of the connection, the NPort accepts the
Ethernet frame, unpacks the TCP/IP packet, and then sends it transparently to the appropriate serial device
attached to one of the NPort’s serial ports.

/\ ATTENTION

Real COM Mode allows several hosts to access the same NPort. The driver that comes with your NPort
controls host access to attached serial devices by checking the host’s IP address. Refer to the Accessible
IP Settings section in Chapter 2 for details.

RFC2217 Mode

RFC2217 Mode is only supported by the NPort 5000A, NPort 5000AI-M12, NPort IA5000A, NPort
5600, and NPort 5600-8-DT/DTL Series.

RFC 2217 mode is similar to Real COM mode in that a driver is used to establish a transparent connection
between a host computer and a serial device by mapping the serial port on the NPort to a local COM port on
the host computer. RFC2217 defines general COM port control options based on the Telnet protocol. Third
party drivers supporting RFC2217 are widely available on the Internet and can implement Virtual COM
mapping to your NPort serial port(s).

TCP Server Mode

In TCP Server Mode, the NPort is configured with a unique
IP:Port combination on a TCP/IP network. Here, the NPort
waits passively to be contacted by the host computer. After ‘ .
the host computer establishes a connection with the serial .
device, it can then proceed with data transmission. TCP
Server mode also supports up to 4 simultaneous
connections, so that multiple hosts can collect data from the
same serial device—at the same time. As illustrated in the
figure, data transmission proceeds as follows:

TCP Server

1. The host requests a connection from the NPort

configured for TCP Server Mode. (DRequest a
connection
? RS-232
2. Once the connection is established, data can be @Proceed with
transmitted in both directions—from the host to the data transmission

(Device )
NPort, and from the NPort to the host. —
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TCP Client Mode

In TCP Client Mode, the NPort can actively establish a TCP
connection with a pre-determined host computer when serial
data arrives. After the data has been transferred, the NPort
can disconnect automatically from the host computer by
using the TCP alive check time or Inactivity time

settings. Refer to Chapter 5 for detailed configuration ;gg.’:;t
instructions. As illustrated in the figure, data transmission
proceeds:

TCP Client

1. The NPort configured for TCP Client Mode requests a
connection from the host.

(MRequest a

2. Once the connection is established, data can be connection RS.232

transmitted in both directions—from the host to the @ Proceed with

NPort, and from the NPort to the host. data transmission {Device ]

( Device )
Compared to TCP communication, UDP is faster and more l-|
efficient. In UDP mode, you can unicast or multicast data <
from the serial device to one or multiple host computers, and ‘ W Directly proceed with
the serial device can also receive data from one or multiple S data transmission
. . . . (no connection required)

host computers, making this mode ideal for message display
applications.

( Device )

Pair Connection Mode

Pair Connection Mode employs two NPort units in tandem and can remove the 15-meter distance limitation
imposed by the RS-232 interface. One NPort is connected from its RS-232/422/485 port to the COM port of
a PC or other type of computer, such as hand-held PDAs that have a serial port, and the serial device is
connected to the RS-232/422/485 port of the other NPort. The two NPort units are then connected to each
other with a crossover Ethernet cable, both are connected to the same LAN, or in a more advanced setup,
they communicate with each other over a WAN (i.e., through one or more routers). Pair Connection Mode
transparently transfers both data and modem control signals (although it cannot transmit the DCD signal)
between the two NPorts.

Ethernet Modem Mode

Ethernet Modem Mode is only supported by the NPort IA5000/IA5000A, NPort 5000A, NPort
5000AI-M12, and NPort 5100 Series.

Ethernet Modem Mode is designed for use with legacy operating systems, such as MS-DOS, that do not
support TCP/IP Ethernet. By connecting one of NPort’s serial ports to the MS-DOS computer’s serial port, it
is possible to use legacy software originally designed to transmit data via modem, but now transmit the
data over the Ethernet.
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Reverse Telnet Mode

Console management is commonly used by connecting to Console/AUX or COM ports of routers, switches,
and UPS units. Reverse Telnet works the same as TCP Server mode in that only one TCP port is listened to
after booting up. The system then waits for a host on the network to start a connection. The difference is
that the TCP Server mode does not provide the conversion function provided by Telnet. If the connected
devices need to use the CR/LF conversion function when controlling, then users must choose Reverse Telnet
mode.

Reverse Telnet
mode

g

Windows NT

PPP Mode

PPP Mode is only supported by the NPort 5600 Series.

The NPort 5000 provides dial-in access for ISPs and enterprises that need a remote access solution. When a
user at a remote site uses a PPP dial-up connection to access the NPort 5600, the NPort 5600 plays the role
of a dial-up server, but also ensures that the user has legal access to the network by verifying the user’s
identity with the NPort 5600 User Table.

Disabled Mode

When the Operation Mode for a particular port is set to Disabled, that port will be disabled.
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5. Advanced Operation Mode Settings

Your NPort’s serial ports can be configured to use one of several operation modes, such as Real COM mode
or Reverse Telnet mode. In this chapter, we explain the settings for every parameter of every operation
mode.

Overview

A device port’s operation mode determines how the port interacts with the network. Depending on your
application and device, you may choose between two or more operating modes. For each mode, the default
settings should work for most applications. Change these settings only if absolutely necessary for your
application. The operation mode and related parameters can be configured through NPort Administrator. The
same parameters may also be configured using the web console, Telnet console, or serial console.

List of Parameters

TCP Server Mode

TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

)
o
o
=
=
[©]
(8]
©
o
-4

UDP Mode

Connection Management Parameters
v | ¥ | ¥ [TCP alive check time

4 Inactivity time

Max connection

Ignore jammed IP

Allow driver control

Data Packing Parameters
Packing length

Delimiter 1 and 2

Delimiter process

Force transmit

Other Parameters

Local TCP port

v Command port

4 Destination IP address

v v Destination IP address 1 through 4
v Designated local port 1 through 4
v Local listen port

v Connection Control

v Map <CR-LF>

NIRENEN

<

NIV
N IRNIENIENEN

N IRNIRNEEN
N IRNIRNEEN
N IRNIRNEEN
N RVIRNEN
N IRVIRNEEN

<
<
<
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When to Make Adjustments

The default settings for each operation mode work for most applications and rarely need to be changed.
However, adjustments may be required for the following situations:
e You need to control network data packing using specific delimiter characters.
Adjust Delimiters 1 and 2 and Delimiter process.
e  Multiple hosts will simultaneously access the attached device.
Adjust Max Connection, Ignore Jammed IP, and Allow driver control.
o Data will be broadcast from the serial device to multiple network destinations.
Adjust Destination IP 1 through 4.
e You are using Pair Connection modes to connect two serial devices over Ethernet.
Adjust Local TCP port and Destination IP Address

Using Pair Connection Modes

For some applications, you may want to configure two serial devices to communicate directly with each
other over the network. This can be done with a pair of NPort device servers configured for Pair Connection
Master/Slave modes. Configure one device port on one of the NPorts to Pair Connection Master mode, and
one device port on the other NPort to Pair Connection Slave mode. It doesn’t matter which NPort is the
master and which NPort is the slave.

For the device port configured for Pair Connection Slave mode, designate a Local TCP port to be used for
communication. For the device port configured for Pair Connection Master mode, enter the slave’s IP
address and Local TCP port as the Destination IP.

Once both device ports have been configured, the attached serial devices will communicate over Ethernet as
if they were connected by a serial cable. The two NPorts can be connected by an Ethernet cable, or they can
be connected to the same network.

Parameter Summary

Connection Management Parameters
v | v ] [v]|[v]v] [TcPalive check time

Setting Options: 0 to 99 minutes
Default: 7 minutes

UDP Mode
PPP Mode

Description: Specifies the time counter to check if the TCP
connection is alive. If there is no response from the other end of the
connection after the specified time, then the TCP connection will be
closed. A setting of 0 means disabled. This is a good practice to free
up the device’s resources.

Real COM Mode BN
TCP Server Mode
TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode
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EAEANN A NN ENES
[} (] v |0 | @ Setting Options: 0 to 65535 ms
Default: 0

[}
©

UDP Mo
PPP Mode

Description: Specifies the time limit for keeping the connection open
if no data flows to or from the serial device. If there is no activity for
the specified time, the connection will be closed. A setting of 0
means that the connection will remain open even if data is never
received.

Real COM Mode
TCP Server Mod
TCP Client Mod
Reverse Telnet Mod
Pair Connection Mod
RFC2217 Mod

For many applications, the serial device may be idle for long periods
of time, so 0 is an appropriate setting. If you wish to use Inactivity
time with TCP Client mode, you must set Connection Control to Any
Character/Inactivity Time (see Connection Control).

When adjusting Inactivity time, make sure that it is greater than the
Force transmit time. Otherwise, the TCP connection may be closed
before data in the buffer can be transmitted.

Max connection
Setting Options: 1 to 8 (1 to 4 for the NPort 5100/NPort 5200/NPort
5400 Series)

UDP Mode
PPP Mode

Default: 1

Real COM Mode &N
TCP Client Mode BN
RFC2217 Mode

Description: Specifies the maximum number of simultaneous
connections that the port will accept. When adjusting Max
connection, make sure that Ignore jammed IP and Allow driver
control are also configured correctly.

TCP Server Mode BN
Reverse Telnet Mode
Pair Connection Mode

i

Ignore jammed IP
Setting Options: Yes or No
Default: No

UDP Mode
PPP Mode

Description: This field specifies how an unresponsive IP address is
handled when there are simultaneous connections to the device port
(see Max connection). Yes means that transmission to the other
hosts will not be suspended if one IP address becomes
unresponsive. No means that all transmission will be suspended if
one IP address becomes unresponsive and will resume when all
hosts have responded. Yes is the recommended setting when Max
connection is 2 or more.

Real COM Mode
TCP Server Mode [BN
TCP Client Mode BN
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

Allow driver control
Setting Options: Yes or No
Default: No

i

UDP Mode
PPP Mode

Description: Specifies whether the device port will respond to driver
control commands when multiple simultaneous connections are
enabled (see Max connection).

Real COM Mode

TCP Server Mode [BN
TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode
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Data Packing Parameters

4 Packing length

Real COM Mode
TCP Server Mod
TCP Client Mod
UDP Mod
Reverse Telnet Mod

Pair Connection Mod

RFC2217 Mod

(RS20 720 72 7
(] (] (] (V] [} (] (V)

Setting Options: 0 to 1024
Default: 0

Description: Controls data packing by the amount of data received.
Serial data accumulates in the device port’s buffer until it reaches
the specified length. When the specified amount of data has
accumulated in the buffer, the data is packed for network
transmission. A setting of 0 means that data will not be packed until
the buffer is full. 0 is the recommended setting, unless your
application specifically needs to limit packet sizes or improve
response times.

Real COM Mode
TCP Server Mode BN
TCP Client Mode BN
UDP Mode BN

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode BN

i

PPP Mode

Delimiter 1 and 2
Setting Options: Enable, 0 to FF
Default: Disable

Description: Controls data packing using special delimiter
character(s).

Serial data accumulates in the device port’s buffer until the delimiter
character(s) are received, after which the data is packed for
network transmission. If only one delimiter character is needed, be
sure to enable Delimiter 1 only. If both Delimiter 1 and 2 are
enabled, both characters must be received in sequence for data
packing to occur. For example, the carriage return character could
be used as a delimiter in order to transmit each sentence or
paragraph in a separate packet. Data is packed according to the
Delimiter process parameter.

Delimiters must be incorporated into the data stream at the
software or device level.

/\  ATTENTION

When the device port buffer is full, the data will be packed for network transmission, regardless of the
settings for Delimiter 1, Delimiter 2, and Force transmit.

Real COM Mode BN

TCP Server Mode
TCP Client Mode &N
UDP Mode H

Reverse Telnet Mode

Pair Connection Mode

RFC2217 Mode BN

PPP Mode

Delimiter process

Setting Options: Do Nothing, Delimiter + 1, Delimiter + 2, Strip
Delimiter

Default: Do Nothing

Description: Controls how data is packed when delimiter characters
are received. Note that this field has no effect if delimiters are not
enabled (see Delimiters 1 and 2).

“Do nothing” will pack the accumulated data including delimiters.

“Delimiter + 1" will wait for an additional character before packing
the accumulated data.

“Delimiter + 2" will wait for two additional characters before packing
the accumulated data.

“Strip Delimiter” will pack the accumulated data but will not include

the delimiter characters in the packet.
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v |v|v]v] | || [Forcetransmit
K I I I R - Setting Options: 0 to 65535 ms
§ § § § § § § § Default: 0 ms
S o3 |e|§|5 & - . .
8 % 2| 35 % 2| A o |Description: Controls data packing by the time that elapses between
R g Fl 2 e bits of data. As serial data is received, it accumulates in the device
g ) E @ S | port’s buffer. If serial data is not received for the specified amount
= 4 (: of time, the data that is currently in the buffer is packed for network
o 5 transmission. A setting of 0 means that data in the buffer will not be
automatically packed when additional data is not received from the
device. When using this field, make sure Inactivity time is disabled
or set to a larger value. Otherwise, the connection may be closed
before the data in the buffer can be transmitted.
Other Parameters
v v | v Local TCP port
2138 /L¢ |88 |8 |y | 9 |SettingOptions: 1to 65535
§ § § § g § § § Default: 4001 for port 1, 4002 for port 2, etc.
518 518 8 8|5 8 beccron - S
8 S 2135 | c 5| A o [Description: Specifies the TCP port number for communicating with
= | » g 2 2 9 the attached device. Socket applications will need to use this port
& o) E 9| 5|« number to refer to the device. For Pair Connection modes, this field
= § L,f specifies the slave’s port number, and the same value must be used
g\ & for the master’s Destination IP parameter.

i

Command port
Setting Options: 1 to 65535
Default: 966

UDP Mode
PPP Mode

Description: Specifies the TCP port number for Moxa IP-Serial
Library commands. You do not need to reference this port number
in your application when using the Moxa IP-Serial Library, since the
library automatically gets the number from the device server. Only
change this setting if there is a port number conflict with another
application or device.

Real COM Mode

TCP Server Mode
TCP Client Mode
Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

| | | | [v] [ |pestination IP address
[0} [0} (V] [0} (9]

% % T8 88 38 % Setting Options: N/A
212222 2 2|2 Default: none
s 5|2y |B8|5|N %
8 2|25 % 2 o |Description: Specifies the IP address for the slave end of a pair
= b 2 El 2 e connection.
gly|o 6| 5|
E|F g | O
j—-
2 |8
v | v Destination IP address 1 through 4
% % % %(; % % % % Setting Options: N/A
2222|2222 Default: none
=|le|E|/a5/8 5|5 &
8 c | 2|35 % Bl e Description: Specifies the network host(s) that will access the
© & g Fl2e device. Serial data will be transmitted to every address listed, and
s o @ s | network data will be sent to the device on a first-in-first-out basis.
[ o | O
> -
2 | 8§
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4 Designated local port 1 through 4
% % § _aé % § % % Setting Options: 1 to 65535
22222222 Default: none
s 5|2y |B8|5|N %
8 c |23 % 5| A o |Description: Specifies the TCP port number that will be used for data
= | n O ransmission wi e device port.
5| 0|2 e lo t ission with the device port
g &8 5 c =
| F g | O
j—-
g
~ 1 [/ | || lLocallisten port
% % § _08) % § % % Setting Options: 1 to 65535
2222|2222 Default: 4001 for port 1, 4002 for port 2, etc.
5 ¢/t |38 |55 & . -
8 | 2|35 % RN o |Description: Specifies the UDP port humber for network
= | n O communication to the serial device. Socket applications will need to
5 | 0| © AR ication to the serial device. Socket applicati ill need t
& S o 8 s | ¢ use this port number to refer to the device.
= g O
—
2 |8

AN

Connection Control

Setting Options: Startup/None, Any Character/None, Any
Character/Inactivity Time, DSR On/DSR Off, DSR On/None, DCD
On/DCD Off, DCD On/None

Default: Startup/None

Description: Specifies how connections to the device are established
and closed.

For example, “Startup/None” means that as soon as the device
server starts up, the TCP connection is opened, and the connection
can only be closed manually. *"DCD On/DCD Off” means that the TCP
connection is opened when the DCD signal is on, and closed when
the DCD signal is off.

If you want to use the Inactivity Time parameter to close the
connection when the serial device is inactive, you must set
Connection Control to “"Any Character/Inactivity time”.

Real COM Mode

TCP Server Mode
TCP Client Mode

UDP Mode

Reverse Telnet Mode
Pair Connection Mode
RFC2217 Mode

PPP Mode

R

Setting Options: CR, LF, or CR-LF
Default: CR-LF

PPP Mode I

UDP Mode

Description: Specifies how the ENTER key is mapped from the
Ethernet port through the serial port. For certain terminal
applications, the Enter key needs to be translated specifically as a
CR character rather than CR-LF.

RFC2217 Mode

Real COM Mode
TCP Server Mode I

TCP Client Mode
Reverse Telnet Mode

Pair Connection Mode

NPort 5000 Series User Manual 66



How to Choose Proper Operation Mode

Using legacy
NO -~ COM-based software? -YES
Host requires more
COM ports?
YES- Using socket -NO
program?
Using MOXA's
~TcP~ Which protocol, -upp- Siverst
TCP or UDP? Need to extend .
serial transmission . No NO YES
range? |
Host application is e
I &
serverorclient?  C'eM'|
Need to perform
' console
Server management?
Need serial control YES NO

=NO* parameters?

TGP Client TCP Server aﬁizgf tcp [l UDP Mode Esinrnection Reverse Contact your RFC2217 Real COM
Mode Mode Server Mode Modes Telnat saleperson. Mode Mode

Web Console

Click Operating Settings to display the operating settings for each of the NPort’s serial ports.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

Operating Settings
Operating Settings
[ : Packing T iz s ;
Port Operating made isngth Deliriter 1 Delimitar 2 Delimiter process  |Force transmit
o |0 ¢Dizable) [0 (Disable) |Do Nothing o
1 Real COM Mode TCP alive check time: 7
Max connection: 1
o |0 (Dizable) |0 (Disable) Do Mothing o
2 Real COM Mode TCP alive check time: 7
Max connection: il

Web Interface for the Overall NPort 5000 Series

Operation Modes

Overview

ik St Port  Operating Mode Packing Length Delimiter 1 Delimiter 2 Delimiter Process Farce Transmit
S et o 0 (Disable) 0 (Disable) Da Nothing 0
Wetwork Settings RealCOM LcF‘ v check (me: 7
- Serial Settings iy fenneTon: !
o 0 (Disable) 0 (Dsable) Do Nothing ]
Pork1 2 RealcoM TCP alive chiack time:
Part2 Max cannection: 1
Port3 o 0 (Disable) 0 (Disabis) Do Nothing 0
o 3 RealCOM TCF alve check time: 7
- Operating Settings Max connection: 1
Accassible IP Settings ] 0 (Disable} 0 [Disabie) Do Nothing 0
- Administration 4 RealCOM TCP alive check time:
- Backup/Restore Max connection; 1

System Log Sattings
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Real COM Mode

Web Interface f

\_d Main Menu
1 overview
(0 Basic Settings
| [ Network Settings
(] serial Settings
21§ Operating Settings
] Port 1
] port2
i Port 3
1 Port 4
! [ Accessible 1P Settings
#1_1 Auto Waming Settings.
#{_ Monitor
|0 changs Password
I Load Factory Default
1 Save/Restart

g LO > @ oN

Operating Settings

00, 5200, and IA5000A Series Only

Port=01
Operation mode Fiesl COM Mode v
TCP alive check time 7 o - 99 min)
Max connection 1 ¥
Ignore jammed [P No Yes
allow driver control No  Yes

Data Packing

Packing length 0 (0 - 1024)

Delimiter 1 0 KHex) ClEnable

Delimiter 2 0 |Hex) Clenable

Delimiter process Do Mathing | (Processed only when Packing length is 0)
Force transmit _0

{0 - 85535 ms)
[apply the above settings to all serial ports

Port 1

Operation mode
TCP alive check time
Max connection
Ignore jammed IP

Allow driver control

Data Packing

Packing length
Delimiter 1
Delimiter 2
Delimiter process

Force transmit

Apply the above settings to

RealCOM N
T (0-99 min)

] (0 - 1024)

00 (Hex) — Enable

00 (Hex) Enable
Do Nothing  § | (Processed only when packing length is 0)

0 {0 - 65535 ms)
s P1 P2 “IP3 “IP4
~ All ports

Web Interface for the Overall NPort 5000 Series
Operation Modes

Parameter

Facto
Default

Necessity

TCP Alive
Check Time

0 to 99 min

0 min: TCP connection is not closed because of
an idle TCP connection.

1 to 99 min: The NPort automatically closes the
TCP connection if there is no TCP activity for the
given time. After the connection is closed, the
NPort starts listening for another Real COM
driver connection.

7 min

Optional
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Parameter

Factory "
Default

Necessity

Max
Connection

1to8

(1 to 4 for the
NPort 5100/
NPort 5200/
NPort 5400
Series only)

Max connection is set to 2 to 8 when the user
needs to receive data from different hosts
simultaneously. The factory default only allows
1 connection at a same. When Max Connection
is set to 1, the Real COM driver on the specific
host has full control.

Max. Connection 1: Allows only 1 host’s Real
COM driver to open the specific NPort serial
port.

Max Connection 2 to 8: Allows 2 to 8 host’s
Real COM drivers to open the specific NPort
serial port, at the same time. When multiple
hosts’ Real COM drivers open the serial port at
the same time, the COM driver only provides a
pure data tunnel without control ability. This
serial port parameter will use the firmware’s
settings, not the settings of your application
program (AP).

Application software that is based on the COM
driver will receive a driver response of “success”
when the software uses any of the Win32 API
functions. The firmware will only send the data
back to the driver on the host. Data will be sent
first-in-first-out when data comes into the NPort
from the Ethernet interface.

4

Required

Ignore
jammed IP

No or Yes

No

No: When Max connections > 1, and the serial
device is transmitting data, if any of the
connected hosts are not responding, it will wait
until the data has been transmitted successfully
before transmitting the second group of data to
all hosts.

Yes: If you select Yes for “Ignore jammed IP,”
the host that is not responding will be ignored,
but the data will still be transmitted to the other
hosts.

Optional

Packing length

0 to 1024

0: The Delimiter Process will be followed,
regardless of the length of the data packet.
Greater than 0: If the data length (in bytes)
matches the configured value, the data will be
forced out.

Optional

Delimiter 1

00 to FF

None

Delimiter 2

00 to FF

None

Once the NPort receives both delimiters through
its serial port, it immediately packs all data
currently in its buffer and sends it to the NPort’s
Ethernet port.

Optional

Optional

Delimiter
process

Do nothing,

Delimiter + 1,
Delimiter + 2,
Strip Delimiter

Do
nothing

[Delimiter + 1] or [Delimiter + 2]: The data
will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for
Delimiter +2) of data is received after receiving
the Delimiter.

[Strip Delimiter]: When the Delimiter is
received, the Delimiter is deleted (i.e.,
stripped), and the remaining data is
transmitted.

[Do nothing]: The data will be transmitted
when the Delimiter is received.

Optional
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Factory " -

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol
software to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during
which the NPort fetches the serial data from its
Force Transmit |0 to 65535 ms 0 ms internal buffer. If data is incoming through the |Optional
serial port, the NPort stores the data in the
internal buffer. The NPort transmits data stored
in the buffer via TCP/IP, but only if the internal
buffer is full or if the force transmit time interval
reaches the time specified under Force Transmit
timeout.

/\ ATTENTION

When Max connection is set to two or more, the NPort will use a “multiconnection application” (i.e., two or
more hosts are allowed access to the port at the same time). When using a multiconnection application,
the NPort will use the serial communication parameters set in the console. All of the hosts connected to
that port must use the same serial settings. If one host opens the COM port with parameters that differ
from the NPort’s console setting, data communication may not work properly.

/  NOTE

Optimal force transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200
bps, 8 data bits, 1 stop bit, and no parity. Here, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is:

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.

Therefore, set Force Transmit timeout greater than 8.3 ms. Force Transmit timeout is specified in
milliseconds and must be greater than 10 ms.

If you want to send the series of characters in a packet, the serial device attached to the NPort should
send characters with time delay less than Force Transmit timeout between characters and the total length
of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication buffer
size of the NPort is 1 Kbyte per port.
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RFC2217 Mode

MO

= Main Manu
{21 Overview
|1 Basi Settings
{1 Netwark Settings
M| Serial Settings
i Operating Settings
| -0 el

) Port 2

J Port 3

L Port 4

e T

 Port 6

1 Port 7
{ ") Pots
0 Accessible [P Settings
1] PPE User Table Settings
#1_J) Auto Waming Settings
H_] Menitor
|:| Change Password
"I Load Factory Default
“1 Save/Restart

Web Interface for the NPort 5000A and NPort IAS5000A Series Only

Operating Settings

Port 1

Operation mode FFZ 2217 Mods

7 ko - 29 min}
Data Packing

TCP alive check time

Packing length o (0 - 1024)

Delimiter 1 0 kHex) [IEnable
Delimiter 2 0 Hex) Clenable
Delmiter process | Do Mothing * | (Processed only when Packing length is 0)

Force transmit {0 (0 - 65535 ms)

Clapply the above settings to all serial ports

Web Interface for the Overall NPort 5000 Series

.
Operation Modes

Port1
Operation mode RFC2217 s
TCP alive check time: 7 (0-99 min)
Local TCP port 4001

Data Packing
Packing length 1] (0-1024)
Delimiter 1 00 (Hex) Enable
Delimiter 2 00 (Hex) Enable
Delimiter process | Do Mothing % |(Processed only when packing length is 0)
Farce transmit 0 (0 - 65535 ms})

J P11 p2 P3 P4
Apply the above settings to
Al pons

Parameter

Factory . .-

Necessity

TCP Alive
Check Time

0 to 99 min

0 min: TCP connection is not closed because of
an idle TCP connection.

1 to 99 min: The NPort automatically closes the
TCP connection if there is no TCP activity for the
given time. After the connection is closed, the
starts listening for another TCP connection.

7 min Optional
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Parameter

Local TCP Port

Factory o
DGlfault

1 to 65535

4001

The TCP port that the NPort uses to listen to
connections, and that other devices must use to
contact the NPort. To avoid conflicts with well-
known TCP ports, the default is set to 4001.

Necessity

Required

Packing length

0 to 1024

0: The Delimiter Process will be followed,
regardless of the length of the data packet.
Greater than 0: If the data length (in bytes)
matches the configured value, the data will be
forced out.

Optional

Delimiter 1

00 to FF

None

Delimiter 2

00 to FF

None

Once the NPort receives both delimiters through
its serial port, it immediately packs all data
currently in its buffer and sends it to the NPort’s
Ethernet port.

Optional

Optional

Delimiter
process

Do nothing,
Delimiter + 1,
Delimiter + 2,

Do
nothing

[Delimiter + 1] or [Delimiter + 2]: The data
will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for
Delimiter +2) of data is received after receiving
the Delimiter.

[Strip Delimiter]: When the Delimiter is

Optional

received, the Delimiter is deleted (i.e.,
stripped), and the remaining data is
transmitted.

[Do nothing]: The data will be transmitted
when the Delimiter is received.

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol
software to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during
which the NPort fetches the serial data from its
internal buffer. If data is incoming through the
serial port, the NPort stores the data in the
internal buffer. The NPort transmits data stored
in the buffer via TCP/IP, but only if the internal
buffer is full or if the force transmit time interval
reaches the time specified under Force Transmit
timeout.

Strip Delimiter

Force Transmit |0 to 65535 ms 0 ms Optional

NOTE

Optimal force transmit timeout differs according to your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200
bps, 8 data bits, 1 stop bit, and no parity. Here, the total number of bits needed to send a character is 10
bits, and the time required to transfer one character is:

10 (bits) / 1200 (bits/s) * 1000 (ms/s) = 8.3 ms.

Therefore, set Force Transmit timeout to be larger than 8.3 ms. Force Transmit timeout is specified in
milliseconds and must be larger than 10 ms.

If you want to send the series of characters in a packet, the serial device attached to the NPort should
send characters with time delay less than Force Transmit timeout between characters and the total length
of data must be smaller than or equal to the NPort’s internal buffer size. The serial communication buffer
size of the NPort is 1 Kbyte per port.
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TCP Server Mode

Web Interface fi 5200, and IA5 Series Only
MO\
_d Main Menu Operating Settings
|1 Overviaw
] Basic Settings Port=01
' Network Ssttings Operation mode TCP Server Mode v
#(_J Senal Settings TCP alive check time 7 {0 - 99 min)
i i Inactivity time 1]
1 Port 1 ¥ (0 - 65535 ms)
{1'Port 2 Max connection 1%
1 Port 3 Ignore jammed IP No  Yes
_h—l m_‘ Allow driver control No Yes
| L"I Aegessliio i Satiogs Data Packing
)i e b —— 0
M) Mank 'acking leng! (0 - 1024)
{_) Changs Password Delimiter 1 0 ¢Hex) [JEnable
[ load tactaty Da e Delimiter 2 0 kHex) Clenabla
1 Save/Restart
Delimiter process DoNothing % | (Processed only when Packing length is 0)
Force transmit 0 (0 - 65535 ms)
TCP Server Mode
Local TCP port 4001
Command port 966
[] apply the sbove settings to all serial ports (Local listen port will be enumerated automatically).
Web Interface for Overall NPort 5000 Series
Operation Modes
Port1
Operation mode TCP Servar )
TCP alive check time 7 (0-99 min)
Inactivity time 0 (0 - 65535 ms)
Max connection 14
Ignore jammed IP = No Yas
Allow driver control * No Yes
Local TCP port 4001
Command port 966
Data Packing
Packing length 0 (0-1024)
Delimiter 1 00 (Hex) Enable
Delimiter 2 00 [Hex) Enable
Delimiter process Do Nothing  § | (Processed only when packing length is 0)
Force transmit 0 (0 - 65535 ms)
P P2 P3 P4
Apply the above settings to
Al ports

Factory
Default

Description Necessity

Parameter

0 min: TCP connection is not closed because of
an idle TCP connection.

1 to 99 min: The NPort automatically closes the
0 to 99 min 7 min TCP connection if there is no TCP activity for the |Optional
given time. After the connection is closed, the
NPort starts listening for another Real COM
driver connection.

TCP Alive
Check Time
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Parameter

Factory " -

Inactivity Time

0 to 65535 ms

0 ms

0 ms: TCP connection is not closed because of
an idle serial line.

0-65535 ms: The NPort automatically closes
the TCP connection if there is no serial data
activity for the given time. After the connection
is closed, the NPort starts listening for another
TCP connection.

This parameter determines when the TCP
connection is in Closed or Listen status. The
connection is closed if there is no incoming or
outgoing data through the serial port during the
specific Inactivity time.

If the inactivity time is set to O, the current TCP
connection is maintained until there is a
connection close request. Although inactivity
time is disabled, the NPort will check the
connection status between the NPort and
remote host by sending “keep alive” packets
periodically. If the remote host does not
respond to the packet, it assumes that the
connection was closed down unintentionally. The
NPort will then force the existing TCP connection
to close.

Optional

Max
Connection

1~8

(1 to 4 for the
NPort 5100/
NPort 5200/
NPort 5400
Series)

Max connection is set to 2 to 8 when the user
needs to receive data from different hosts
simultaneously. The factory default only allows
1 connection at a same. When Max Connection
is set to 1, the Real COM driver on the specific
host has full control.

Max. Connection 1: Allows only 1 host’s Real
COM driver to open the specific NPort serial
port.

Max Connection 2 to 8: Allows 2 to 8 host’s
Real COM drivers to open the specific NPort
serial port, at the same time. When multiple
hosts’ Real COM drivers open the serial port at
the same time, the COM driver only provides a
pure data tunnel without control ability. This
serial port parameter will use firmware’s
settings, not the settings of your application
program (AP).

Application software that is based on the COM
driver will receive a driver response of “success”
when the software uses any of the Win32 API
functions. The firmware will only send the data
back to the driver on the host. Data will be sent
first-in-first-out when data comes into the NPort
from the Ethernet interface.

Required

Ignore
jammed IP

No or Yes

No

No: When Max connections > 1, and the serial
device is transmitting data, if any of the
connected hosts are not responding, it will wait
until the data has been transmitted successfully
before transmitting the second group of data to
all hosts.

Yes: If you select Yes for “Ignore jammed IP,”
the host that is not responding will be ignored,
but the data will still be transmitted to the other
hosts.

Optional
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Parameter

Factory "
Default

Necessity

Allow Driver
Control

No or Yes

No

If *max connection” is greater than 1, the NPort
will ignore driver control commands from all
connected hosts. However, if you set “Allow
driver control” to Yes, control commands will be
accepted. Note that since the NPort may get
configuration changes from multiple hosts, the
most recent command received will take
precedence.

Optional

Packing length

0 to 1024

0: The Delimiter Process will be followed,
regardless of the length of the data packet.
Greater than 0: If the data length (in bytes)
matches the configured value, the data will be
forced out.

Optional

Delimiter 1

00 to FF

None

Delimiter 2

00 to FF

None

Once the NPort receives both delimiters through
its serial port, it immediately packs all data
currently in its buffer and sends it to the NPort’s
Ethernet port.

Optional

Optional

Delimiter
process

Do nothing,

Delimiter + 1,
Delimiter + 2,
Strip Delimiter

Do
nothing

[Delimiter + 1] or [Delimiter + 2]: The data
will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for
Delimiter +2) of data is received after receiving
the Delimiter.

[Strip Delimiter]: When the Delimiter is
received, the Delimiter is deleted (i.e.,
stripped), and the remaining data is
transmitted.

[Do nothing]: The data will be transmitted
when the Delimiter is received.

Optional

Force Transmit

0 to 65535 ms

0 ms

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol
software to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during
which the NPort fetches the serial data from its
internal buffer. If data is incoming through the
serial port, the NPort stores the data in the
internal buffer. The NPort transmits data stored
in the buffer via TCP/IP, but only if the internal
buffer is full or if the force transmit time interval
reaches the time specified under Force Transmit
timeout.

Optional

Local TCP port

1 to 65535

4001

The TCP port that the NPort uses to listen to
connections, and that other devices must use to
contact the NPort. To avoid conflicts with well-
known TCP ports, the default is set to 4001.

Required

Command port

1 to 65535

966

The command port is a listen TCP port for IP-
Serial Lib commands from the host. In order to
prevent a TCP port conflict with other
applications, the user can adjust the command
port to another port if needed.

Optional

ATTENTION

The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this

value is set large enough, so that the intended data transfer is completed.
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/\  ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the

serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.

TCP Client Mode

MDA

i Main Manu
) Overview
{1 Basic Settings
) Network Settings
“3;.1 Senal Settings
Hi_3 Operating Sottings
1 Port 1
] Port 2
) port3
-l Port 4
{1 Accessible 1P Settings
¥ Auto Warning Settings
#_] Monitor
{1 change Password
{J Load Factory Default
") SavaRestart

Operating Settings

Operation mode
TCP alive check time
Inactivity time

Ignore jammed IP

Packing length
Delimiter 1
Delimiter 2
Delimiter process

Force transmit

Destination IP address 1
Destination 1P address 2
Destination 1P addrass 3
Destination 1P addrass 4

Designated Local Port 1

Designatad Local Port 2
Designated Local Port 3
Designated Local Port 4

Connection control

d IA5000 Series Only

Port=01

TCP Chert Mode ~
7 (o - 99 min)
0 (D - 65535 ms)
@No Oves

Data Packing
0 (0 - 1024)
0 (Hex) [Enabla
0 (Hex) CIEnable
Do Nething % | (Pracessed only when Packing length is 0)

a (0 = 65535 ms)
TCP Client Mode
Destination IP Address

Laom
.| 4001
- 4001
- 4001
5011 (0 - 65535, 0 represents assigned automaticaily.)
5012 | (0 - 65535)
5013 | (D - 6553E)
5014 (0 - 65535)

Starup/Mone v {Connect on/Disconnect by)

[J apply the above settings to all serial ports

E=
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Port 1

Operation mode

TCP alive check time
Inactivity time

Ignore jammed IP
Destination IP address 1
Destination IP address 2
Destination IP address 3
Destination IP address 4
Designated local port 1
Designated local port 2
Designated local port 3
Designated local port 4

Connection control

Data Packing

Packing length
Delimiter 1
Dalimiter 2

Delimiter process

Operation Modes

[ TCP Ciient 3

7 (0-99 min)

0 (0 - 65535 ms)

9 No Yes
Port 4001
Port 4001
Port 4001
Port 4001

5011

5012

5013

5014

| Startup/None a3l

0 (0-1024)

00 (Hex) | Enable

00 (Hex) Enabla

‘Do Nothing ¢ (Processed only when packing length is 0)

Force transmit a (0 - 85535 ms)
; P1 P2 ~IP3 ~IP4
Apply the above settings toe
All ports
Parameter Settin Factory Description Necessit
9 Default P y
0 min: TCP connection is not closed because of
an idle TCP connection.
TCP Alive 1 to 99 min: The NPort automatically closes TCP
. 0 to 99 min 7 min connection if there is no TCP activity for the Optional
Check Time . . Lo
given time. After the connection is closed, the
NPort starts listening for another Real COM driver
connection.
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Parameter

Inactivity Time

Factory .. .
m Default

0 to 65535 ms

0 ms: TCP connection is not closed because of an
idle serial line.

0-65535 ms: The NPort automatically closes the
TCP connection if there is no serial data activity
for the given time. After the connection is closed,
the NPort starts listening for another TCP
connection.

This parameter determines when the TCP
connection is in Closed or Listen status. The
connection is closed if there is no incoming or
outgoing data through the serial port during the
specific Inactivity time.

If the inactivity time is set to 0, the current TCP
connection is maintained until there is connection
close request. Although inactivity time is
disabled, the NPort will check the connection
status between the NPort and remote host by
sending “keep alive” packets periodically. If the
remote host does not respond to the packet, it
assumes that the connection was closed down
unintentionally. The NPort will then force the
existing TCP connection to close.

Optional

Ignore
jammed IP

Yes or No

No

No: When Max connections > 1, and the serial
device is transmitting data, if any of the
connected hosts is not responding, it will wait
until the data has been transmitted successfully
before transmitting the second group of data to
all hosts.

Yes: If you select Yes for “Ignore jammed IP,”
the host that is not responding will be ignored,
but the data will still be transmitted to the other
hosts.

Optional

Allow Driver
Control

Yes or No

No

If “max connection” is greater than 1, the NPort
will ignore driver control commands from all
connected hosts. However, if you set “Allow
driver control” to Yes, control commands will be
accepted. Note that since the NPort may get
configuration changes from multiple hosts, the
most recent command received will take
precedence.

Optional

Packing length

0 to 1024

0: The Delimiter Process will be followed,
regardless of the length of the data packet.
Greater than 0: If the data length (in bytes)
matches the configured value, the data will be
forced out.

Optional

Delimiter 1

00 to FF

None

Delimiter 2

00 to FF

None

Once the NPort receives both delimiters through
its serial port, it immediately packs all data
currently in its buffer and sends it to the NPort’s
Ethernet port.

Optional

Optional

Delimiter
process

Do nothing,

Delimiter + 1,
Delimiter + 2,
Strip Delimiter

Do nothing

[Delimiter + 1] or [Delimiter + 2]: The data
will be transmitted when an additional byte (for
Delimiter +1), or an additional 2 bytes (for
Delimiter +2) of data is received after receiving
the Delimiter.

[Strip Delimiter]: When the Delimiter is
received, the Delimiter is deleted (i.e., stripped),
and the remaining data is transmitted.

[Do nothing]: The data will be transmitted
when the Delimiter is received.

Optional
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Factory .. .
Farameter Default

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP protocol
software to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during
which the NPort fetches the serial data from its
Force Transmit |0 to 65535 ms |0 ms internal buffer. If data is incoming through the Optional
serial port, the NPort stores the data in the
internal buffer. The NPort transmits data stored
in the buffer via TCP/IP, but only if the internal
buffer is full or if the force transmit time interval
reaches the time specified under Force Transmit

timeout.
Allows the NPort to connect actively to the
Destination IP remote host (up to 4 hosts) whose IP address is
IP address or .
address 1 Domain Name set by this parameter.
None The “Destination IP address” parameter can use |Required

(E.g.,
Destination IP (192.168.1.1)
address 2/3/4

either IP address or Domain Name. For some
applications, the user may need to send the data
actively to the remote destination domain name.

5011 (Port
1)
Designated ;?12 (Port
Local Port TCP Port No. N/A Required
1/2/3/4 g;)13 (Port
5014 (Port
4)
Startup/None,
Any Character/
None,
Any Character/
Connection Inactivity Time, The meaning of each of the above settings is
control DSR ON/ Startup/None|given in the table below. Both the Connect Required
DSR OFF, condition and Disconnect condition are given.
DSR ON/None,
DCD ON/
DCD OFF,

DCD ON/None

Connect/ Disconnect

Startup/None (default) |A TCP connection will be established on startup and will remain active indefinitely.
A TCP connection will be established when any character is received from the serial
interface and will remain active indefinitely.

Any Character/ A TCP connection will be established when any character is received from the serial
Inactivity Time interface and will be disconnected when the Inactivity timeout is reached.

A TCP connection will be established when a DSR “On” signal is received and will be
disconnected when a DSR “Off” signal is received.

A TCP connection will be established when a DSR “On” signal is received and will
remain active indefinitely.

A TCP connection will be established when a DCD “On” signal is received and will be
disconnected when a DCD “Off” signal is received.

A TCP connection will be established when a DCD “On"” signal is received and will
remain active indefinitely.

Any Character/None

DSR On/DSR Off

DSR On/None

DCD On/DCD Off

DCD On/None
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/\  ATTENTION

The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent the
unintended loss of data because of the session being disconnected, it is highly recommended that this
value is set large enough so that the intended data transfer is completed.

Inactivity time is ONLY active when “TCP connect on” is set to “Any character.”

/7 NOTE

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the
serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.

/\  ATTENTION

Up to 4 connections can be established between the NPort and hosts. The connection speed or throughput
may be low if one of the four connections is slow since the slow connection will slow down the other 3
connections.

UDP Mode
Web Interface for the Overall NPort 5000 Series
.
Operation Modes
Port 1
Operation mode upP T
Begin End Port
Dastination IP address 1 1 4001
Destination IP address 2 : 4001
Destination IP address 3 : 4001
Destination IP address 4 ;4001
Local listen port 4001
Data Packing
Packing length 0 (0 - 1024)
Delimiter 1 00 (Hex) Enable
Delimiter 2 00 (Hex) Enable
Delimiter process Do Nothing 4 | (Processed only when packing length is 0)
Force transmit 0 (0 - 65535 ms)
P1 P2 P3 P4
Apply the above settings to
All pors

Parameter Description Necessity

0: The Delimiter Process will be followed,
regardless of the length of the data packet.
Packing length |0 to 1024 0 Greater than 0: If the data length (in bytes) |Optional
matches the configured value, the data will be
forced out.
Delimiter 1 00 to FF None Optional
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Parameter

Delimiter 2

Factory "
m Default

00 to FF

None

Once the NPort receives both delimiters
through its serial port, it immediately packs all
data currently in its buffer and sends it to the
NPort’s Ethernet port.

Necessity

Optional

Delimiter
process

Do nothing,

Delimiter + 1,
Delimiter + 2,
Strip Delimiter

Do nothing

[Delimiter + 1] or [Delimiter + 2]: The
data will be transmitted when an additional
byte (for Delimiter +1), or an additional 2
bytes (for Delimiter +2) of data is received
after receiving the Delimiter.

[Strip Delimiter]: When the Delimiter is
received, the Delimiter is deleted (i.e.,
stripped), and the remaining data is
transmitted.

[Do nothing]: The data will be transmitted
when the Delimiter is received.

Optional

Force Transmit

0 to 65535 ms

0 ms

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort’s TCP/IP
protocol software to pack serial data received
during the specified time into the same data
frame.

This parameter defines the time interval
during which the NPort fetches the serial data
from its internal buffer. If data is incoming
through the serial port, the NPort stores the
data in the internal buffer. The NPort
transmits data stored in the buffer via TCP/IP,
but only if the internal buffer is full or if the
force transmit time interval reaches the time
specified under Force Transmit timeout.

Optional

Destination IP
address 1

IP address
range
E.g., Begin:

Destination IP
address 2/3/4

192.168.1.1
End:
192.168.1.10

Begin: Empty
End: Empty
Port: 4001

N/A

Required

N/A

Optional

Local listen
port

1 to 65535

4001

The UDP port that the NPort listens to, and
that other devices must use to contact the
NPort. To avoid conflicts with well-known UDP
ports, the default is set to 4001.

Required

NOTE

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the
serial data received is greater than 1 KB, the NPort will automatically pack the data and send it to the
Ethernet. However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left
blank and Delimiter 2 is enabled, the delimiter function will not work properly.
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UDP Multicast

A multicast is a packet sent by one host to multiple hosts. In multicast mode, each host that belongs to a
specific multicast group will receive multicast packets for that group. For a host to be configured as a
multicast receiver over the Internet, the must inform the routers on its LAN. The Internet Group
Management Protocol (IGMP) is used to communicate group membership information between hosts and
routers on a LAN. The NPort 5000 Series supports IGMP version 2. The NPort 5100, NPort 5200, IA5000
Series do not support IGMP function.

Operation Modes

Port 1
Operation mode uppP &

Begin End Port
Destination IP address 1 239.1.1.1 4001
Destination |P address 2 1 4001
Destination IP address 3 : 4001
Destination IP address 4 . 4001
Local listen port 4001
Data Packing
Packing length 0 (0 - 1024)
Delimiter 1 00 (Hex) Enable
Delimiter 2 00 (Hex) Enable
Delimiter process Do Mothing & | (Processed only when packing length is 0)
Force transmit i} {0 - 65535 ms)

P1 P2 P3 P4

Apply the above settings to A

Type the IP address (e.g., 239.1.1.1) assigned to the multicast group in the Begin column. The NPort will
automatically add the Group, and receive all packets from this group as required by the multicast function.

Pair Connection Mode

Pair Connection Mode employs two NPort device servers in tandem, and can be used to remove the 15-
meter distance limitation imposed by the RS-232 interface. One NPort is connected from its RS-232 port to
the COM port of a PC or other type of computer, such as a hand-held PDA, and the serial device is
connected to the RS-232 port of the other NPort. The two NPort device servers are then connected to each
other with a crossover Ethernet cable, both are connected to the same LAN, or in a more advanced setup,
they communicate with each other over a WAN (i.e., through one or more routers). Pair Connection Mode
transparently transfers both data and modem control signals (although it cannot transmit the DCD signal)
between the two NPort device servers.
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Pair Connection Master Mode

When using Pair Connection Mode, you must select Pair Connection Master Mode for the Operation Mode
of one of the NPort device servers. In effect, this NPort will be acting as a TCP client.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only

i Main Menu Operating Settings
L] Overview
] Basic Settings

: Port=1
1 Network Sattings - .
#] Seral Settings Operation mode | Pair Connection Master Mode |
= Operating Setings  TCP alive check time [ (0- 99 min)
[l Port 1 :
O port 2 Destination IP address  [192.165.1] Ja001

) Accessible IF Settngs | Apply the above settings to all serial ports
#_1 Auto Warning Setting:

] Monitor -
= -Submﬁ
3 Change Password
(1 | nad Factorv Defaulr

Web Interface for the Overall NPort 5000 Series

.
Operation Modes
Port1
Operation mode Pair Connection Master 3
TCP alive check time 7 {0 -99 min)
Destination IP address Port 4001
P B2 1P3 P4
Apply the above settings to
All ports

Parameter Description Necessity

0 min: TCP connection is not closed because
of an idle TCP connection.
TCP Ali : i
IV? 0 to 99 min 7 min 1 to 99 min: The NPort closes the TCP Required
Check Time . . . .
connection automatically if there is no TCP
activity for the given time.

IP address or The Pair Connection “Master” will contact the
Domain network host that has this IP address. Data
Destination IP |Name blank will be transmitted through the port No. (4001 |Optional
address (E.g., by default). Note that you must configure the
192.168.1.1) same TCP port No. for the device server acting
TCP Port 4001 as the Pair Connection “Slave.” Required
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Pair Connection Slave Mode

When using Pair Connection Mode, you must select Pair Connection Slave Mode for the Operation Mode
of one of the NPort device servers. In effect, this NPort will act as a TCP server.

Web Interface for the NPort 5100, 5200, and IA5000 Series Only
MNMOXK A

i Main Menu Operating Settings
J Overview
‘=) Basic Settings Port=1
{1 Network Settings - n 1
803 Soilel bt Operation mode [ ?arrfonnectmn Slave Mode _:I
= Operatng Setings  TCP alive check time fT_(u - 99 min)
J Port 1 [ ’
& Port 2 Local TCP port aco1
J Accessible 1P Settings | T Apply the above settings to all serial ports
*_1 Auto Waming Setting:
*_J Monitor -
= Submit
1 Change Password

Web Interface for the Overall NPort 5000 Series

Operation Modes
Port 1
Operation mode _Pa:r Connection Slave §
TCP alive check time 7 (0-99min)
Local TCP port 4001
P1 P2 P3 P4

Apply the above settings to
All ports

Parameter Description Necessity

0 min: TCP connection is not closed because
of an idle TCP connection.
TCP Ali : i
IV? 0 to 99 min 7 min 1 to 99 min: The NPort closes the TCP Required
Check Time . . . .
connection automatically if there is no TCP
activity for the given time.

TCP port No. This Port No. must be the same port No. that
Local TCP port |(e.g., 4001 you set up for the Pair Connection “Master” Required
4001) device server.
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Ethernet Modem Mode (for the NPort IA5000/IA5000A, NPort
5000A, NPort 5000AI-M12, NPort 5100 Series only)

Web Interface for the NPort 5100 and IA5000 Series Only

¥ Main Menu Operating Settings
1 Overview .
1 Basic Settings ' _ Port=01
1 Network Settings |Operation mode | Ethemet Modem Mode =
M serial Settings iTCD alive check time 2,?_‘(0 - 39 min)
=3 Operating Settings T ;
: Local TCP Port 4007
1 Port 1 | = 5 f }
(1 Accessible IP Settings
#(] Auto Warmning Settings Submit ]
R

Web Interface for the NPort IA5000A, 5000A, and 5000AI-M12 Series Only

.
Operation Modes
Port1
Operation mode Ethernat Modam 4
TCP alive check time T (0-99 min)
Local TCP port 4001
P1 “IP2 T1P3 T1P4

Apply the above settings to
All ports

Dial-in

The NPort listens for a TCP/IP connection request from the remote Ethernet modem or host. The NPort’s
response depends on the ATSO value, as outlined below.

ATSO0=0 (default):

The NPort will temporarily accept the TCP connection and then send the RING signal out through the serial
port. The serial controller must reply with “"ATA” within 2.5 seconds to accept the connection request, after
which the NPort enters data mode. If no "ATA” command is received, the NPort will disconnect after sending
three "RING” signals.

ATS0=0:

The NPort will accept the TCP connection immediately and then send the CONNECT <baud> command to
the serial port, in which <baud> represents the baudrate of the NPort’s serial port. After that, the NPort
immediately enters data mode.

Dial-out

The NPort accepts the AT command ATD <IP>:<TCP port> from the serial port and then requests a TCP
connection from the remote Ethernet Modem or PC. This is where <IP> is the IP address of the remote
Ethernet modem or PC, and <TCP port> is the TCP port number of the remote Ethernet modem or PC. Once
the remote unit accepts this TCP connection, the NPort will send out the CONNECT <baud> signal via the
serial port and then enter data mode.

NPort 5000 Series User Manual 85



Disconnection Request from the Local Site

When the NPort is in data mode, the user can drive the DTR signal to OFF, or send +++ from the local
serial port to the NPort. The NPort will enter command mode and return NO CARRIER via the serial port,
and then input ATH to shut down the TCP connection after 1 second.

/7 NOTE

The “+++"” command cannot be divided. The “+"” character can be changed in register S2, and the guard
time, which prefixes and suffixes the “+++" in order to protect the raw data, can be changed in register

S12.

Disconnection Request from the Remote Site

After the TCP connection has been shut down by the remote Ethernet modem or PC, the NPort will send the
NO CARRIER signal via the serial port and then return to command mode.

AT Commands

The NPort supports the following common AT commands used with a typical modem:

No. |AT command  [Descripton ____________________|Remarks
1 ATA Answer manually
ATD <IP>:<Port> Dial up the IP address: Port No.
ATEO=Echo OFF
3 ATE ATE1=Echo ON (default)
ATHO=0n-hook (default)
4 ATH ATH1=0ff-hook
5 ATI, ATIO, ATI1, ATI2 Modem version reply “OK” only
6 ATL Speaker volume option reply “"OK” only
7 ATM Speaker control option reply “"OK” only
8 ATO Online command
9 ATP, ATT Set Pulse/Tone Dialing mode reply “OK” only
10 ATQO, ATQ1 Quiet command (default=ATQO)
11 ATSr=n Change the contents of S register See S registers”
12 ATSr? Read the contents of S register See S registers”
Result code type
ATVO for digit code
ATV1 for text code
0=0K
13 ATV 1=connect (default)
2=ring
3=No carrier
4=error
Reset (disconnect, enter command mode and restore
14 ATZ .
the flash settings)
Serial port DCD control AT&C0=DCD always on
15 AT&C AT&C1=DTE detects connection by DCD on/off
(default)
Serial port DTR control AT&DO=recognize DTE always
16 AT&D ready AT&D1, AT&D2=reply DTE when DTR On
(default)
17 AT&F Restore manufacturer’s settings
18 AT&G Select guard time reply “"OK” only
19 AT&R Serial port RTS option command reply “"OK” only
20 AT&S Serial port DSR control reply “OK” only
21 AT&V View settings
22 AT&W Write current settings to flash for next boot up
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S Registers

No. |S Register [Description & default value Remarks

1 SO0 Ring to auto-answer (default=0)

2 S1 Ring counter (always=0) no action applied

3 S2 Escape code character (default=43 ASCII “+")

4 S3 Return character (default=13 ASCII)

5 S4 Line feed character (default=10 ASCII)

6 S5 Backspace character (default= 8 ASCII)

7 S6 Wait time for dial tone (always=2, unit=sec) no action applied

8 S7 Wait time for carrier (default=3, unit=sec)

9 S8 Pause time for dial delay (always=2, unit=sec) no action applied

10 S9 Carrier detect response time (always=6, unit 1/10 sec) no action applied
Delay for hang up after carrier . .

11 S10 (aIw;/ys=14, Snitpl/lo sec) no action applied

12 S11 DTMF duration and spacing (always=100 ms) no action applied
Escape code guard time

13 S12 (default=50, unit 1/50 sec)
to control the idle time for “+++"

Parameter

Factory ...

Necessity

TCP Alive
Check Time

0 to 99 min 7 min

of an idle TCP connection.

activity for the given time.

0 min: TCP connection is not closed because

1 to 99 min: The NPort closes the TCP
connection automatically if there is no TCP

Required

Local TCP port

1 to 65535 4001

The TCP port that other devices must use to
contact this device. To avoid conflicts with Required
standard TCP ports, the default is set to 4001.
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Reverse Telnet Mode

—d Main Menu
) overview
I Basic Settings
] Network Ssttings
#] Serial Settings
E_3 Operating Settings
{1 Port 1
J Part 2
{J Port 3
(J Porta
{1 ‘Accessible 1F Settings
#] Auto Warning Sattings
=] Monitor

100, 5200, and IA5000 Series Only

Operating Settings

Port=01

Operation mode

Ll

Reverse Telnet Mode

TCP alive check time 7 {0 - 99 min)
Inactivity time 0 (0 - 65535 ms)
Local TCP port 4001

Map <CR-LF> CR-LF »

[ apply the above sattings to all serial ports

Submit

Web Interface for the Overall NPort 5000 Series

.
Operation Modes
Port 1
Operation mode Reverse Telnet ¥
TCP alive check time T (0-99 min)
Inactivity time i} {0 - 65535 ms)
Local TCP port 4001
Map <CR-LF> CRLF 3
iR X P1 P2 I P3 P4
ply the above settings to
REN . All ports

Parameter

Necessity

TCP Alive
Check Time

0 to 99 min

Specifies the time slice for checking if the TCP
connection is alive. If no response is received,
the NPort will disconnect the original
connection.

Optional

Inactivity time

0 to 65535 ms

Idle time setting for auto-disconnection. 0

. T . Optional
min. means it will never disconnect. P

Local TCP port

1 to 65535

Each of the NPort’s serial ports is mapped to a
TCP port. To avoid conflicts with TCP ports, set
port numbers to 4001 for portl, 4002 for port
2, etc. (like the default values).

4001 Optional

CR,

Map <CR-LF> LF

If data received through the NPort’s Ethernet
port is sent using the “enter” command, the
data will be transmitted out the serial port
with an added:

1. “carriage return + line feed” if you select
the <CR-LF> option (i.e., the cursor will
jump to the next line, and return to the
first character of the line)

“carriage return” if you select the <CR>
option (i.e., the cursor will return to the
first character of the line)

“line feed” if you select the <LF> option.
(i.e., the cursor will jump to the next line,
but not move horizontally)

LF, or CR-

CR-LF Optional
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PPPD Mode

o Main Menu

S Operation Modes
+3 Network Configuration Port 1
"jﬂ':":ﬂ]m {xakgami Application Déal Injout
1 Operation Modes Mode L
£ Communication Parameters Destination 1P address
1 Daka Buffering/Log Source IP address
oI Madem Sattings 1P netmask
2 Cipher Settings TCP /1P compression Enable * Disable
(3 Port 2 Inactivity Hine o 10 - 65535 ms)
#0 Port 3 Link quality report Enable # Disable
=L Port 4 Usernanie
& User Table
3 Password
,4" -'.'acomfr:ess.aue‘ Authentication type Mane *
System Configuratior Try next type on authentication denied Enable « Disable

+3 Administration
#4 Log, Monitoring and Waming
+24 Comman Settings Apply the above settings to
& Change Password
1 Save Configuration
“(21 Restart
O Logout

Disconnect by None  +
1 L2 P3 ]
All parts

Submit

PPPD (PPP on demand) is used for dial-in services since it provides PPP services only when receiving a
request from a remote PC.

Destination IP address: This is the IP address of the remote dial-in/ dial-out server.
Source IP address: The Source IP address is IP address assigned to this serial port.
IP netmask: The IP netmask defines the netmask, also known as the subnet mask, for the PPP connection

TCP/IP compression (default=Disable): The setting of this field depends on whether the remote user’s
application requests compression.

Inactivity time (default=0 ms): This field specifies the idle time setting for auto-disconnection. A setting of
0 ms will cause the port to remain connected even if idle.

Link quality report (default=Disable): Setting this field to Enable allows the NPort 5000 to disconnect a
connection if the link noise exceeds a certain threshold.

Username: This is the dial-out user ID account.
Password: This is the dial-out user password.

Authentication type (default=None): This field allows you to configure the method used, if any, to verify
a user’s ID and authorization.

Option Description

Local Verify the ID against the NPort 5000 User Table.

RADIUS Verify the ID against the external RADIUS server.

RADIUS-Local Radius authentication is tried first, switching to Local if unsuccessful.
Local-RADIUS Authentication is performed locally first, switching to Radius if unsuccessful
TACACS+ Verify the ID against the external TACACS+ server.

TACACS+-Local TACACS+ authentication is tried first, switching to Local if unsuccessful.
Local-TACACS+ Authentication is performed locally first, switching to Radius if unsuccessful
None Authentication is not required.

Try next type of authentication denied (default=Disable): The field enables or disables the system to try
next type on first authentication denied.

Disconnect by (default=None): If this field is set as DCD-off, the connection will be disconnected when
the DCD signal is off. If this field is set as DSR-off, the connection will be disconnected when the DSR
signal is off.
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Disabled Mode
Web Interface for the NPort 5100, 5200, and IA5000 Series Only

- Main Menu Operating Settings
| ] Overview

| () Basic Settings
10 Natwork Settings Operation mode Disablecd v

# serial Settings [l apply the above settings to all senial parts
=43 Operating Settings

|19

3 Pore2

Port=01

Web Interface for the Overall NPort 5000 Series

Operation Modes

Port 1
Operation mode Disable s
P1 [ “IP3 “IP4
Apply the above seftingsto
All ports

When Operation mode is set to Disabled, that port will be disabled. Select the Apply the above settings
to all serial ports checkbox to apply this setting to the other ports.
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6. Installing Windows Driver

NPort Real COM driver can be installed by installing NPort Administrator Suite or NPort Windows Driver
Manager is intended for use with NPort 5000 serial ports that are set to Real COM mode. The software
manages the installation of drivers that allow you to map unused COM ports on your PC to serial ports on
the NPort 5000. When the drivers are installed and configured, devices that are attached to serial ports on
the NPort 5000 will be treated as if they were attached to your PC’s own COM ports.

For how to configure NPort by NPort Administrator Suite or how to use Windows Driver Manager for COM
mapping, please refer to Chapter 7. Windows Utilities for NPort.
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7. Windows Utilities for NPort 5000
Models

Device Search Utility (DSU)

Installing Device Search Utility

Double-click the Device Search Utility installer which you download from the Moxa website and follow the
installation steps to complete setup.

Configuring by Device Search Utility (DSU)

Search

Before configuring the NPort, you will need to find it on the network first. The Broadcast Search function is
used to locate all NPort 5000 servers that are connected to the same LAN as your computer.

£l osu O ¢
File Function Yiew Help

i 2 a & a
Exit Seach Seach|P Locate Conzole
[ Mo | Mogel [ LANIMAC Address | LANTIPAddiess | LAN2MAC Address | LAN2 IP Address | Status | Firmware Vession

X quit DSU

Exit
S = Broadcast search for devices
Search
SearchIP Search device by specific IP
- Locate the device by beeping it
Locate Y ping
c Access the device through consoles
Lonsole
B . .
Astion IP Assign IP to a device
(M1 Unlock the device before anything else
w
| - Import configuration file to a device
Import
F .
E- Export configuration file from a device
xpork
- Upgrade firmware of a device
Upgrade P9

In DSU, click Search to search your LAN for NPort device servers, or right-click to find Search function.
Since the Broadcast Search function searches for MAC address and not IP address, all NPort 5000 servers
connected to the LAN will be located, regardless of whether they are part of the same subnet as the host.
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When your unit appears in the search results, you may click Stop to end the search or wait a few more
moments for the search to complete.

Semrching

Searching for desices. [~ Show IPvE Addiess o Stop I

Found 1 Dewicels). I sccondizl It

Nz | ednt | LAM] MAC Addmss | LAMTIP Adddimes | L#M2 MAC Address | LAMZIP Addmss |
1 PPl 5430003 0030 ER S4.DF:3F 1927168127 254 - -

When the search is completed, all NPort 5000 serial device servers that are located are displayed in the DSU
window. Select the device you wish to access and press the Unlock button to input the username and

password for the device.

Llosu
Fde Function View Help
i 2 a = z & = a =
Exit Search  Search|F  Locate Console  Assign P UnLock Import Export Lim{ede
Mo | Model | LANT MAC Addiess | LAM1 IP Address Input P dto un-lock NPort. (4 yess | Status | Firnwsate Version

~ ELZEETE DS0EBSADFIF  |192168127.298 |- | | |Ve314Bud2]

g Password == X

Unlock Infa
User Name

|

Password

]

' OK X Cancel

Search Result - 1 devices)

" J
V4 Note
1. The username and password are mandatory for the NPort 5000 installed with firmware v1.14 and

above.
2. There will be session timeout after unlocking the NPort for 5 minutes. You will need to unlock the

device again before further operation.
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Search IP

You may also search NPort by specific IP address. Click Search IP in the toolbar and enter the IP address of
the NPort.

Add Device X

Input an IP address

0K X Cancel |

Assign IP
After locating a NPort, you may change its IP address if required.

1. Select the NPort that you would like to change IP. You may perform the action to multiple units of the
same model at once by holding CTRL and click the NPorts that you wish to change the IP.

Click Assign IP in the toolbar.

Sl osu O X
File Function View Help
i 2 - 3 = j=| E & p-4 &=

Exit Search  Seach|P  Locale Conzale _éssignlp Upgrade

il i
No Model [ LANT MAC Address | LANT IP Adcso =90 P (Ctrl- L o vess | LANZ [P Addiess Stalus | Famweare Version

2. In most cases, the NPort requires a fixed IP address, select Static IP address. If you are not sure of
your network environment, please consult your network administrator.

Assign IP address X ‘
& Static [P Address " DHCP for Al B
Aczsign IP Address
No [MACAddess  [IPAddess Netmask |Esw |
1 O0:S0EE84.17.5C 2552552550 1921681271

2 EIJ:.‘!IEB.H:!?'B?|152.15812?.2¢B 2652652550 | 1921681271

o | X Corcel |

3. Click on the IP Address box to input the IP address manually. Do the same action to the Netmask cell
as well. If multiple units of the same model are selected, you can click Assign IP Sequentially so it
will assign IP in sequence, starting from the IP address of the first device.

Slosu - O a0
File Function View Help
i 2 a F 3 = ' o = — g

Esit Seaich SeachlP Locate | Console
No | Mode! | LAN1 MAC Address | LAN1 IP Addve.. | LANZMAC Addess | LANZIP Addiess | Stalus | Frware Version
=1 NPort 5610807 00:S0EBB417SC  192168.127.101 Ver2 5
&2 NPort 5610807 DOSDEES41762  192168127.102 Ver25
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Locate

Locate provides a way of finding the NPort's whereabout when in need. Select the NPort that you are trying
to find then click Locate in the toolbar.

2| osu 0 X
File Function View Help
i ! 2 a i a £ = 2
Esit Seatch Semch|P Locsts Console  Assign IP Upgeads
No Model | LANT MAC £ Locate Server{i1 [P Addre. LANZ MAC Address | LAN2 IP Address Status Firrware \ession |
By [ NPort 5610807 0030EBB4176C [152168127.242 |- e ) T
=2 NPort 5610-8-DT OO:S0:ERB417.62 192 168.127.248 Ver2 5

If the NPort is equipped with a buzzer, after Locate is triggered, the NPort's buzzer will beep continuously
until it is turned off.

Locate Device X
Locating...
Model NPort 5610-8-DT
IP Address 132168.127.101
MAC Address 00:90:E8:84:17:5C
Serial Mumber 5541

Import Configuration

The Import Configuration function is used to import an NPort configuration from a file into one or more of
the same NPort model. To import a configuration, first select the target device, click Import in the toolbar
then click on the Browse button to locate the configuration file and press OK.

.Impmt File X |

Select Configuration File
File path:

| % conel |

NOTE

You can import the same configuration to multiple units of the same model.

For the overall NPort 5000 Series with a security enhanced firmware version, importing configuration
decryption will be based on the pre-shared key defined in the NPort. If the pre-shared key does not match,
you will see an error dialogue box on the screen.

;Ellot X |

Q' Process Fail.

You will then need to change the pre-shared key in Console > Backup/Restore > Pre-shared Key to
match the encryption password of the configuration file before you can import.
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For firmware versions supporting encrypted configuration files, please refer to the table below.

Model Name Firmware version supporting encrypted configuration files.
NPort 5000 Series

NPort 5110 Firmware v2.6 and up with NPort Administration Suite v1.22 and up
NPort 5130, NPort 5150 Firmware v3.6 and up with NPort Administration Suite v1.22 and up
NPort 5200 Series Firmware v2.8 and up with NPort Administration Suite v1.22 and up
NPort 5400 Series Firmware v3.11 and up with NPort Administration Suite v1.22 and up
NPort 5600-8-DT Series Firmware v2.4 and up with NPort Administration Suite v1.22 and up
NPort 5600-8-DTL Series Firmware v1.3 and up with NPort Administration Suite v1.22 and up
NPort 5600 Series Firmware v3.7 and up with NPort Administration Suite v1.22 and up

NPort 5000A/IA5000A Series

Firmware v1.3 and up (Support with both web console and NPort

NPort 5100A Series Administration Suite v1.22 or above)

Firmware v1.3 and up (Support with both web console and NPort

NPort 5200A Seri
or eries Administration Suite v1.22 or above)

Firmware v1.2 and up (Support with both web console and NPort

NPort 5x50AI-M12 Series Administration Suite v1.22 or above)

NPort IA5150A, NPort Firmware v1.3 and up (Support with both web console and NPort
IA5250A Administration Suite v1.22 or above)

NPort IAS450A Firmware v1.4 and up (Support with both web console and NPort

Administration Suite v1.22 or above)

NOTE

1. You can simultaneously import the same configuration file into multiple NPort units of the same model.
To select multiple NPort units, hold down the Ctrl key when selecting an additional NPort, or hold
down the Shift key to select a block of NPort units.

If you have an encrypted configuration file, you will need to use the Device Search Utility V2.4 or above to

import an encrypted configuration file.

NOTE

If you do not remember the password of the encrypted configuration file, there is no alternative way to
decrypt the file.

Export configuration

The Export Configuration function is a handy tool that can produce a text file that contains the current
configuration of a particular NPort.

If you are using the NPort 5100 Series, NPort 5200 Series, or NPort IA5000 Series

For the overall NPort 5000 Series with security enhanced firmware version, export configuration encryption
will be based on the Pre-shared key defined in the NPort (default is empty password, and you may configure
the password in Console > Backup/Restore > Pre-shared Key. So when you are exporting the
configuration file, you are only required to select the output file location. You may refer to page 96 for the
security firmware version for your NPort.

Upgrade firmware

From time to time, Moxa would roll up new firmware for feature/security enhancement, patches, etc. It may
be necessary to visit NPort product website frequently to check for new firmware. You may also register to
Moxa's website and follow the product updates so that you will be notified automatically for any recent
activity. Please check for G. How to Become a Registered User of Moxa Website.

4. Unlock the NPort you wish to upgrade, then click Upgrade function in the toolbar to start the process.
5. In the file picker, choose the firmware file for your NPort.

6. You will see the progress.
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NOTE

You can simultaneously upgrade the firmware of multiple NPort units that are of the same model. To select
multiple NPort units, hold down the Ctrl key when selecting an additional NPort, or hold down the Shift key
to select a block of NPort units.

Web console

To change further settings NPort, click on the Console icon in the toolbar to launch the web console. This
will take you to the web console where you can make all configuration changes.

| BHlosu - ] %
File Function Yiew Help

i 2 n 3 a E o = = &

Ext Seach Seach|P Locate | Console | AssignlP  Unlock  Impot Expot  Upgrade
No Model LANT MAC Address Web Console (IPvd) || LANZ MAC Address | LANZ IP Addvess Status Firmweare Vession
faln | NPot 54303 D090 EB:94DF 7F | - | [Wer314 Budd 21032913

Please refer to Chapter 2, Configuration by Web Console, for information on how to use the web
console.

Accessible IP

Accessible IP provides restriction of only listed IP can access the NPort. Select the specific NPort that you
wish to set the access control and then right click and pick Accessible IP.

| £losu - o x
Fle Function ‘iew Help

i 2 2 "1 2 4 ol 4 = =

Ewt Seach Seach|P  Locate Console  Assign IP Upgrade
Address LANT IP Addre. . LANZ MAC Addiess LAN2 IP Address Status Fimmwaie Versaon

82 NPort 5610807 00S0E8841762 19216 & Search Cirt+B Ver25
& search 1P Chri+S
& Locate(Pvg)  CrrislL
;_ »

B Conscle (iPvd)  CrrsC
B :
|
&
o
I Assign1p Ctrl+|
™
v
-
ﬂ Upgrade
Pg
S icceser
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Access Control List (ACL) / Accessible IP Setting X

Maodel NPort 5610-8-0T [ Enable the accessible IP list
IP Address:  192.168.127.101

No | IPAddiess | Netmask | Rule |

Enable the accessible IP list: Turn on or off the Accessible IP function.

Add Rule: To add an IP address that will be allowed to access the NPort.

£| ACL Rule - O bd
IP Address 192 168.1.100 M Enabled
Metmask  [255 255 255,25
[ ok | % conce |

Enabled: To enable or disable this specific rule for the IP address
Remove Rule: To remove an established rule from the accessible IP list
Modify Rule: To adjust any established rule.

Add This Host: To add all your computer's available IP to the list.

Remove All: To remove all added IP addresses from the list.

Access Control List (ACL) / Accessible IP Setting X |
Model NPoet 5610-8-DT [~ Enable the accessible IP fist
IP Address:  192.168.127.101
No | IP Address | Metmask | Ruke
1 192.168.127.250 265.255.255.255  Enabled B e
2 192168127200 255255255255 Disabled
3 1921681112 255255255255  Enabled Remove Aule

Add This Host

Pk L L
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Standard Mode View/Simple Mode View

Simple Mode view summarizes how many NPorts and other Moxa devices are supported by DSU.

BHlosu - ] X

File Funclion  View Help

i v Standard Mode =] 14 = = a &
Ewt Simple Mode Console ;
No Model LANT MAC Address | LANT IP Address | LAN2 MAC Address | LAN2 IP Address Status | Frnware Version |
X NPeet 5610-80T 00.90ESB4175C  192168.127.101 Ver2§
82 NPt 5610-80T 00:90.E8:8417.62 192168127102 Ver25
&3 NPeet 5430 V3 0090ES:WDFTF 192168127254 Verd 14 Buid 21032913

The list is defaulted and sorted by the model's name; you may sort by other fields by clicking the header.

BHlosu - | X
Fle Funcion View Help
il 2 a = m E - -4 2 ey
Edt i_ea\d'l Search [P I
Model [ Count |
NPart 5610-807 2
NPort 54303 1

Other Options

There are few other options available for your to change to make DSU works better for your needs.

Dlosu
Eie | Function View Help :
1 £ search Ctri+B
| ESK SearchIP Ctrl+5
Model 4k Locate (Pvd)  Ctiel [ |

NPort { 25

he

B Console (IPvd)  Ctrl+C

B

|

B

L Assign1p Ctri+1
i .

o
-
-

F - Upgrade
B Accessible IP
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General Settings - Search Properties

| Options

Geneial Settngs | Search lhems |

Search Properies

Retry count :  [1p

Timeout for each retryms]: ﬁﬁgg

Retry count: How many times does DSU retry to search for the devices in the LAN, 10 is the default.
your networking is slower to respond, you may increase the count.

If

Timeout for each retry (ms): The time interval between each retry. If your network environment has

concerns for busy data traffic, you may increase the timer.

| Options x|

General Settings  Search llems

De-selected Items Selacted lterms

[Server Name: ﬂ Modsl

|LAM1 IP (v6) LANT MAC Address

|LANZIP V6] LANT IP Address

| ﬂ LAN2 MAC Address *
LAN2 |P Address
Statue

Firmweare Vession

| : |A_
[

Load Detault

Search items: You may add or remove fields from the search result table to help with a better overview.

Select the item in either pane and click the right or left arrow to switch side. Double arrows will move
everything over. Items in Selected Items pane will be shown on the table header row, and the up and
down red arrows are to adjust the display sequence.
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Configuration by NPort Administrator Suite

/\ ATTENTION

Before installing and configuring the NPort Administration suite, make sure your user privilege is set as
system administrator.

NPort Administrator Suite is an integrated software suite that bundles NPort Administrator and the IP Serial
Library, providing everything you need to manage, monitor, and change your NPort from a remote location.

With NPort Administrator, you can easily install and configure your NPort device server over the network.
Five different functions are provided to ease the installation process: Configuration, Monitor, Porting
Monitor, COM Mapping, and IP Address Report.

You may also use the other interface, like web console, Moxa CLI tool, serial console, or Telnet, to configure
the device server. Refer to the specific section for additional information on using these consoles.

Installing NPort Administrator

Download and run the setup program from Moxa’s support website. Run NPort Administrator when the
installation has been completed.

The Administrator-Configuration window is divided into four parts.

e The top section contains the function list and online help area. (Windows NT does not support this .chm
file format.)

e The five Administrator function groups are listed in the left section.

e Alist of NPort serial device servers, each of which can be selected to process user requirements, is
displayed in the right section.

e The activity log, which displays messages that record the user’s processing history, is shown in the
bottom section.

W NPort Administrator-Configuration
Eie Function Corfigurstion Yiew Help
i 2 2
Ewt Seach SsmchIP
Function Senfiguration 0 NEoris)
Function: '
groups: List-of NPort-

< »

Mezzags Log- D | Morstor Log -0 |

Activity-Log~

Searching for Device Servers over a LAN

The Search function is used to locate all NPort 5000 device servers that are connected to the same LAN as
your computer. Since the Search function broadcast searches by MAC address and not IP address, all NPorts
connected to the LAN will be located, regardless of whether they are part of the same subnet as the host.
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| ¥ WPoet Administrator-Configuration - u} *

Ele Funchion Configustion Yew Hel

I = a 3 ? ]
Ewl Sewch SearchlP
Function Configuration - 0 NPort(s) '
=10 No [ Model [ MAC Adhess [ 1P Addees [iPachess2 | SoverHane | Stan
Configueation
Monitor
Port Morstor
COM Mapping a3 ch
P Ackdbess Rlepoit & Specify by IP Address

2 =

(LR LAR 30 |

€ »

Message Log -0 | Manior Log -0 )
Mo | Time | Description |

[Now: 3/27/2019 10:56:52 AM

In NPort Administrator, click Search to search your LAN for NPort device servers, or right-click to find
Search function. When your unit appears in the search results, you may click Stop to end the search or
wait a few more moments for the search to complete.

& WPort Administratos-Configuration = ] »
Fie Function Configurshon View Help

A £ & = #F m

Ewl Semch SeachlP

Function Configuration - 1 NPort(s)
=1 No [ Model [ MAC Addrers [P Addess: [PAddes2 | ServerMame | Sishs |
Configusation 1 WPor 52504 OSEREISOFD 152168127254 WPSS0A_TIEZ  Unkock
Mordor
Poit Morsor

(COM Mapping
W I Addess Fepor

< »

Meszage Log- 3 | MontorLog -0

[Ma | Tie | Deeiption | -
2ANG 45123 P Urilack Fad: NPert SES0-6-DT-J (00 508 00-00.95)

21729 4:54:28 PM Fround NPortfs|: 1

/29 454 TIPM Uiock Ok: NPort 52504 (0090 ERE350FD)

3/21/29 457,07 PM Fiound NPoet(s]: 1

W2/2MS A5TI5PM Feound NPoets} 1

0w~

[Now: 3/21/2018 4£57:32 PM

You may also search the NPort by specific IP address. Right-click and select Search by IP address and
enter the IP address of the NPort.

The Configuration screen will list the NPort device servers that were found on the LAN. If your unit cannot
be found, you may need to check your network environment. Check all cables and verify that your PC and
device server are on the same LAN. If you still have problems, try connecting the device server directly to

your PC.
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Unlock Your NPort

Before configuring the NPort, you will need to unlock the NPort first. Right-click the unit on the
Configuration screen and select Unlock on the pop-up menu. Before configuring the NPort, you will need to
unlock it first. Right-click the unit on the Configuration screen and select Unlock on the pop-up menu.

The default login is:

Username: admin
Password: moxa

NOTE

The NPort 5100/5200/IA5000 Series only requires a password.

Default password: moxa

The meanings of the six “Status” states are given below (note that the term Fixed is borrowed from the
standard fixed IP address networking terminology):

Lock

The NPort is password protected, “Broadcast Search” was used to locate it, and the password has not yet
been entered from within the current Administrator session.

Unlock

The NPort is password protected. “Broadcast Search” was used to locate it, and the password has been
entered from within the current Administrator session. Henceforth, during this Administrator session,
activating various utilities for this NPort will not require re-entering the server password.

Blank

The NPort is not password protected, and “Broadcast Search” was used to locate it.
Fixed

The NPort is not password protected, and “Search by IP address” was used to locate it.
Lock Fixed

The NPort is password protected, “Specify by IP address” was used to locate it, and the password has not
yet been entered from within the current Administrator session.

Unlock Fixed

The NPort is password protected, “Specify by IP address” was used to locate it, and the password has been
entered from within the current Administrator session. Henceforth, during this Administrator session,
activating various utilities for this NPort will not require re-entering the server password.
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Configure

When NPort is in an unlocked state, right-click your unit in the Configuration screen and select Configure in
the pop-up menu.

The progress bar shows that Administrator is retrieving configuration information from the specific NPort.

T
| t NPort Administrator-Configuration = a >

Fie Function Configuation View Help
i £ a 3 = =}

Ewit Search SeachlP Locate Configue ‘Web
Function Configuration - 1 NPort(s)

B NPt
Monitoe £ Broadcast Search
Port Monitor & specify by IP Address
COM Mapping
G- IP Addres: Repot I Locate

=8 Unlock

B Web
F Upgrade Firmware

A Export Configuration
- Import Configuration

Assign IP Address

€

Message Log-5 | Moritor Log -0

No [ Time | Descrption I
WAAMA1057228M  Found NPorf] 1

2ANI105T43AM  Found NPos] 1

W2ANINNO207AM  Load Conbiguration Fait NPort 52504 (0090 EE 63 50FD)
2772019110207 4M  Unlock Fai NPort 52504 (0090 EB.6350FD)

WRANG10216AM  Unkock Ok: NPort 52504 (00 90 ER 6350.FD)

U B L R =

Now: 3/27/2019 11:03:16 AM

The progress bar would appear, showing that Administrator is retrieving configuration information from the
specific NPort.

Processing x

9/46 13%
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Basic

Configuration

x

0 days, 00k01mc00s ¥ Enable \Web Console

¥ Enable Serial Console

[~ TLS v1.041.1 for HTTPS conzole [ Enable Telnet Console

Iﬁmi‘:‘n Account Management |  Configuration Pre-shared Key | System Log Settings | Huita Waiming |
b Basic M P Report M IP
NPort 54501 etwork | Address Report | Senal | Operating Mode | Accessible |Ps |
W Modiy
MAC Address Server Name [NPS4501_4850
0090 ES9AEOBF
. W Moadiy
enal Number
4850 TimeZane  |(GMT] Greerwich Mean Time: Dublin, Edinburgh, Lisbon. London » |
LocsiDate | 411772023 Ral
Firmusare Verzion Local Time | 25811PM |
Ver 314 Tirme Server |
System Uptme ¥ Modiy

¥ Enable HTTPS Console{TLS v1.2)

™ Resat Button Protect

Sensitive DataEncyption  [MDS/AES128 ~]
% Modhy
Mavimun Login Users For Web Console |6 n-§
Auto Logout Setting [ 071440mn)
Ciick the "Modily" check bax to madiy configuration | ' OK I X Cancel |

In Basic, you can give your NPort an alias name, set the time zone, date, and time. Also you can define
how your NPort can be accessed, please refer to 3. Cybersecurity Considerations for security suggestions

from Moxa.

NOTE

The NPort 5100/5100A does not support Time Setting and Sensitive Data Encryption.

Parameter Setting Factory Default [Description Necessity
NP[model This option is useful for specifying
Server name |1 to 39 characters name]_[Serial the location or application of Optional
No.] different NPorts.
User selectable time zone
. Not available in NPort GMT (Greenwich .
Time zone |1 60/5100A/5200/5200A |Mean Time) N/A Required
Series
User adjustable time . .
. (1900/1/1-2037/12/31) |GMT (Greenwich |C < the Medify button to open :
Local time ! . . the Modify time settings window |Required
Not available in NPort Mean Time) to input the correct local time.
5100/5100A Series
NPorts use SNTP (RFC-1769) for
IP or Domain address auto time calibration. Input the
(only available in correct Time server IP address or
) 2/4/8/16 ports models) domain name. Once the NPort is .
Time server E.g., 192.168.1.1 or None configured with the correct Time Optional
time.stdtime.gov.tw or server address, the NPort will
time.nist.gov request time information from the
Time server every 10 minutes.
Setting 1: “Start Date: The NPort can offset the system
. Month, Week, Day, Hour” time to the values you have set in
Daylight - = i i
saving Setting 2: “End Date: None thIS- settings. .
Month, Week, Day, Hour” (This feature only applies to the
Setting 3: “Offset: hours” NPort 5000AI-M12 Series.)
htpp console |Enable or Disable Disable The options that are disabled by |Required
https console |Enable or Disable Enable default—http Console, Telnet Required
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Parameter

Setting ______|Factory Defauit

TLS v1.0/v1.1
for HTTPS
console

Enable or Disable

Disable

Telnet console |Enable or Disable

Disable

Serial

Enable or Disable
Consoles

Enable

Moxa Service |Enable or Disable

Enable

Console, and Serial Console—are
for security reasons. In some
cases, disable one or most of
these console utilities as an extra
precaution to prevent
unauthorized users from accessing
your NPort. Please refer to
Chapter 3 “"Cybersecurity
Considerations” for detailed
suggestions.

Required

Required

Required

Required

Beep Service |Enable or Disable

Enable

Beeper Service is to provide audio
notification and warning according
to the different situations.

(This feature only applies to the
NPort 5000AI-M12 Series.)

Optional

Reset button

. No or Yes
protection

No

Select the Yes option to allow
limited use of the reset button. In
this case, the reset button can be
used for only 60 seconds; 60 s.
after booting up, the Reset Button
will be disabled automatically.

Required

LCM read-only

protection |V teable/Read-only

Writeable

The NPort 5000 front panel,
known as the LCM (Liquid Crystal
Module), may be configured for
read-only or writeable access.
Read-only access allows settings
to be viewed but not changed.
Writeable access allows users in
the Administration group to
change the setting. This setting is
only available for the model that
has a font panel.

Optional

WARNING

If you disable all the console and services, there is no alternative way to access the NPort device servers
neither locally nor remotely. The only way to gain control is to reset to factory default settings.
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Network

You must assign a valid and unique IP address to the NPort before it will work in your network environment,
otherwise, the NPort will not have a valid connection to the network. Your network system administrator
should provide you with an IP address and related settings for your network. Select the Modify checkbox
for items for editing.

You can choose from four possible IP configuration modes—Static, DHCP, DHCP/BOOTP, and BOOTP—
located under the web console screen’s IP configuration dropdown box.

Configuration x
Information Account Management |  Configusabion Pre-shared Key | System Log Settngs | Auto Waming |
"m:‘;f;u Basic Metwork | |PAddwess Repot | Seridl | OperatingMode | AccessiblelPs |
| =
. Network Selting | SNMP Seting |
0090 ESSAEDBF W Modiy
e IP Addiess [1%15812?2‘34
4850 Netmazk [s2m52550
IP Configuration | Stafic -
Firmweare Version Gateway F—
Ver 314
System Uptme WV Madiy
0 days. 0001002 DINS Server 1
DNS Server 2 ’—
¥ Modiy
W Enabls LLDP
Message Transmit Interval 30 [5~32768sec]
Cick the "Modiy” check bax to mody configuration VoK | X cancel |
Method Function Definition
Static The user must define the IP address, Netmask, and Gateway.
DHCP The DHCP Server assigns the IP address, Netmask, Gateway, DNS, and Time Server
DHCP/BOOTP The DHCP Server assigns the IP address, Netmask, Gateway, DNS, and Time Server, or
the BOOTP Server assigns the IP address (if the DHCP Server does not respond).
BOOTP The BOOTP Server assigns the IP address.

Network Settings

Factory ... .
Parameter m DefaUIt NeceSSIty

An IP address is a number assigned to a
network device (such as a computer) as a
permanent address on the network.
Computers use the IP address to identify and |Required
talk to each other over the network. Choose a
proper IP address that is unique and valid in
your network environment.

A subnet mask represents all the network
hosts at one geographic location, in one
building, or on the same local area network.
When a packet is sent out over the network,
the NPort will use the subnet mask to check
E.g., whether the desired TCP/IP host specified in
255.255.255.0 255.255.255.0 the packet is on the local network segment. If
the address is on the same network segment
as the NPort, a connection is established
directly from the NPort. Otherwise, the
connection is established through the given
default gateway.

192.168.127.2

IP Address E.g., 192.168.1.1 54

Netmask Required
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Parameter

Factory . .. -
m Default

Gateway

E.g., 192.168.1.1

None

A gateway is a network gateway that acts as
an entrance to another network. Usually, the
computers that control traffic within the
network or at the local Internet service
provider are gateway nodes. The NPort needs
to know the IP address of the default
gateway computer to communicate with the
hosts outside the local network environment.
For correct gateway IP address information,
consult with your network administrator.

Optional

IP
Configuration

Static

DHCP
DHCP/BOQOTP
BOOTP

Static

N/A

Required

Multi-LAN
mode (for the
NPort
IA5000A
Series only)

Switch
Redundant LAN
Dual IP

Switch

Dual LAN can be used as a redundant
connection or dual IP. The scenario for
redundancy is the NPort will automatically
switch to working connection in case the
other one loses connectivity (because of
failed network component in the NPort, port
at the switch/router stop working, etc.). As
for dual IP scenario, each port will have its
own IP address, but both will have the same
MAC address, as it is convenient to connect
the NPort to different network.

Optional

DNS server 1/
DNS server 2

E.g., 192.168.1.1

None

To use the NPort’s DNS feature, you need to
configure the DNS server. Doing so allows the
NPort to use a host’s domain name to access
the host. The NPort provides DNS server 1
and DNS server 2 configuration items to
configure the IP address of the DNS server.
DNS Server 2 is included for use when DNS
server 1 is unavailable.

The NPort plays the role of DNS client, in the
sense that the NPort will actively query the
DNS server for the IP address associated with
a particular domain name.

Optional

LLDP Settings

Enable or Disable

Enable

Not available for the NPort 5600DT Rev 1.5
or earlier

Optional

WARNING

In Dynamic IP environments, the firmware will retry three times every 30 seconds until network settings
are assigned by the DHCP or BOOTP server. The Timeout for each try increases from 1 second, to 3
seconds, to 5 seconds.

If the DHCP/BOQOTP Server is unavailable, the firmware will use the default IP address (192.168.127.254),
Netmask, and Gateway for IP settings.
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o figualion

InFamation
M| M arme
P ort 54501

AL Adoheas
00 5 EBSENBF

Sena Numbe
480

Frmpeans Yerin
Wer 3714

Spetam Liptime
0 daya. 00k 01w (10

Parameter

SNMP Settings

Aecourt Mensgemert |
Basie

Melwork | P Addiess Report | Sedal |

Netwalk Setling SNMP Seting |

[ Hadiy
Aead Commurily Siring
“a/nte Cormrmnaly Sking
Cowntact Mams

Location

SNMP agent verzion

Factory o .. .
m Default

Iw Enzhbba SMMF

H

Conliguraton Pre-shared Fep | System Log Selbngs | Hubo W aming |

ODraitigMads | AzcassbizlPe |

|'mm i

|

P M2

A community name is a plain-text

Community 1 to 31 characters Public password mechanism that is used to Optional
Name (e.g., MOXA) weakly authenticate queries to agents
of managed network devices.
1 to 31 characters The SNMP contact information usually
Contact (e.g., Support, 886-|None includes an emergency contact name |Optional
89191230 #300) and telephone or pager nhumber.
1 to 39 characters Specify the location string for.SNM.P
. ] agents, such as the NPort. This string .
Location (E.g., floor 1, office |None . Optional
2) is usually set to t_he stre_et address
where the NPort is physically located.
The NPort 5000 1- and 2-port model
supports SNMP V1 and V2, where the
V1, V2 checked |4/8/16-port model supports V1, V2 and
for 1/2-port V3. Select the version according to
SNMP Agent |V1,V2,V3 (V3is models. your environmental needs. Please note
Version V1, available on 4/8/16 V1, V2, V3 that the 4/8/16-port model only Optional
V2, V3 ports model) checked for supports standard MIB such as

4/8/16-port
models..

RFC1213/1317, which supports Set
server name, contact, location,
whereas the 1/2-port model only
supports Get, but not Set.

The following fields allow you to define usernames, passwords, and authentication parameters for two
levels of access: read-only and read/write. The name of the field will show which level of access it refers to.
For example, Read-only authentication mode allows you to configure the authentication mode for read-only
access, whereas Read/write authentication mode allows you to configure the authentication mode for
read/write access. For each level of access, you may configure the following:

Use this optional field to identify the

Read-only 1 to 31 characters |None username for the specified level of Optional
username

access.

Use this field to select MD5 or SHA as
Read-only the method of password encryption for
authentication |MD5, SHA Disable o P YP Optional
mode the specified level of access, or to

disable authentication
Read-only 1 to 31 characters Use this field to set the password for Optional
password read only of access.
Read-onl Use this field to enable or disable

. Y DEC, CBC Disable DES_CBC data encryption for the Optional

privacy mode e

specified level of access.
Regd-on/y 1 to 31 characters |None Use this field to _d_eflne the encryption Optional
privacy key for the specified level of access.
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Factory . .- .

Read/write Use this optional field to identify the
1 to 31 characters |None username for the specified level of Optional
username
access.

. Use this field to select MD5 or SHA as
Readywrite the method of password encryption for
authentication |MD5, SHA Disable i P P Optional
mode the specified level of access, or to

disable authentication
Read/write 1 to 31 characters Use thIS. field to set the password for Optional
only password read/write access.
Read/write Use this field to enable or disable
only privacy  |DEC, CBC Disable DES_CBC data encryption for the Optional
mode specified level of access.
Read/w.r/te 1 to 31 characters |None Use this field to Flgflne the encryption Optional
only privacy key for the specified level of access

IP Address Report

When NPort products are used in a dynamic IP environment, users must spend more time on IP
management tasks. For example, if the NPort works as a server (TCP or UDP), then the host, which acts as
a client, must know the IP address of the server. If the DHCP server assigns a new IP address to the NPort,
the host must have some way of determining the NPort’s new IP address.

NPort products help by reporting their IP address periodically to the IP location server, in case the dynamic
IP has changed. The parameters shown below are used to configure the Auto IP report function. There are
two ways to develop an “Auto IP report Server” to receive NPort’s Auto IP report.

Configuration x
'"m:':" Account Management | Configuration Pre-shared Key | System Log Settings | Auto'Waming |
o IP Address R i
i Basic | Network essRepot | Serial | OperstingMode | AccessiblelPs |
MAL Address ¥ [Modin
00SOES9MEQBF 0 | T B
Auto Repat To
Senal Numbet
4850
Auto Report To UDP Port 4002
Firmweare ' !
La 114 ode Auto Report Petiod 10 [0-93 sec)
System Uptime
0 days. 00h:01m00s
Click the "Modiy” check bor to madify configuration ok | X concel |

Use Device Server Administrator’s IP Address Report function.

2. Auto IP report protocol, which can receive the Auto IP report automatically regularly, is also available
to help you develop your own software. Refer to Appendix E for details about the Auto IP report
protocol.

Parameter Description Necessity

Reports generated by the Auto report
function will be automatically sent to
Auto report to |E.g., 192.168.1.1 or None this IP address. In the multiple-LAN
P URL model version, two IPs can be set for
Auto report. The report will be sent to
each IP when generated.

Optional
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Factory . .- .
P t D t N t
Srameter m DefaUIt escrlp o seess! y

In the multiple-LAN model version, two

A
uto report to E.g., 4001 4002 IPs can be set for Auto report. Report |Optional

UDP port will be sent to each IP when generated.
Aut? report Time interval (in 10 NA Optional
period seconds)

Serial

The Serial tab is where you set the serial communication parameters for each device port. Settings include
baudrate, parity, and flow control. Each device port can be configured independently.

Configuration X
Ir-:‘m:;-;l1 Account Management | Configuration Pre-sharedKey | System Log Setings |  AutoWaming |
ame . Senal
st Basic | Netwok | IPAddressReport | OpetatingMode | AccessiielPs |
MAL Address W Modly
00:90E8 SAEQBF Pot | Al [ Settings |
1 115200 M,8,1 RTS/CTS
Setial Number 2 115200M.8.1.RTS/CTS
4850 3 115200 M 8,1 RTS/CTS
1 115200M 8.1 RTS/CTS
Furnweare Vession
Ver 314
System Uptime
0 days. 0001 m:00s

Cick the "Modly'* check box o modiy configuration VO | X Cancel |

Click Modify and select the port(s) that you would like to edit settings then click Settings for editing.

Serial Settings *

1 Poutfz) Selectad 13t port is Port 1

FlowContol — [RTS/CTS -

AIFD Enable =
Data Bits = Inkedace [rsze =]
Stop Bits 1 -
[k | % conca

Factory ... -
P t D t N t
Srameter m DefaUIt escrlp o seess! y

Port Alias is specially designed to allow

Port Alias 1 to 15 characters None easy identification of the serial devices
(E.g., PLC-No.1) that are connected to the NPort's serial

Optional
port.
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Parameter

Factory " -
m Default

Support standard
baudrates (bps):

50/ 75/ 110/ 134/
150/ 300/ 600/ 1200
1800/ 2400/ 4800/
7200/ 9600/ 19200/
38400/ 57600/
115200/ 230.4k/

The rate of data transmission to and

Baudrate 464 g/ 921.6k 115200bPS |t the attached serial device. Required
* The NPort
5110/5210/
5230/5232I Series,
and IA 5000 series are
as low as 110 bps, and
up to 230.4 kbps
When data bits is set to 5 bits, the stop
Data bits 56,7,8 8 bits setting will automatically change to |Required
1.5 bits.

Stop bits 1,1.5,2 1 The size of the stop character. Required
. None, Even, Odd, Eve.n and Odd parity proyides .
Parity None rudimentary error-checking; Space and |Required

Space, Mark .
Mark parity are rarely used.
The method used to suspend and resume
data transmission to ensure that data is
Flow control None, RTS/CTS, RTS/CTS not lost. If you can use it, RTS/CTS Required
DTR/DSR, Xon/Xoff .
(hardware) flow control is
recommended.
Controls whether the device port’s built-
. in 128-byte FIFO buffer is used. When .
FIFO Enable, Disable Enable enabled, the FIFO helps reduce data loss Required
regardless of direction.
22:42125 The serial interface that will be used. The
Interface* . RS-232 options that are available depend on the |Required
2-wire RS-485 specific model of the device server.
4-wire RS-485

*Supported interfaces vary by model. Refer to the datasheet of your NPort device to see which serial
interface it supports.
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Operation Mode

This section covers configuration of a device port’s operation mode. The operation mode determines how
the device port will interact with the network. Which operation mode you select will depend on your specific

application. Refer to the chart at the end of this section for guidance on selecting the most appropriate
operation mode. For additional information on each operation mode, refer to Chapter 4 and Chapter 5.

Adjusting Operation Mode Settings

The operation mode parameters for each device port can be configured through NPort Administrator. Open

your device server’s configuration window using the same method you used to adjust the network

parameters. On the Operating Mode screen, select the Modify checkbox and then select the device port

you wish to configure. Click Settings to configure the selected device port.

Account Management l Configuration Pre-shared Key ! System Log Settings | Auto 'Waming |

Basic | Metwok | IPAddessRepat | Serial Operating Mode | Accessible IPs |
[~ Modiy
[Post [ Alias | OP Mode [
b | |ReslCOMMode
2 Real COM Mode
View Settings

Set the operating mode and associated parameters as needed. Refer to Chapter 4 and Chapter 5 for

additional information on operating modes and advanced settings. When you are ready to restart the device
server with the new settings, click OK.

| Operating Mode

| (1 Parts) Selected 15t port is Port 1

| Operating Mode [Real COM Mode
[Feal COM |

Max. Connection 1

Mize [Opbonal]
TCP Alive Chack Timeout
j 7 {0-99 min)
-
-

Data Packing (Optional}
&
=

(04, Hew)
[0, Hex)
Debmiter Process | Do Nothing _J

!
T

Force Tx Timeout || [0-65535 mz)
Packing Length [0-1024 bytes)

[ ok | % concel]
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How to Choose Proper Operation Mode

Using legacy
NO -~ COM-based software? -~YES
Host requires more

COM ports?
YES- Using socket -NO
program?
Using MOXA's
_TcP - Which protocol, -upp s
TCP or UDP? Need to extend .
serial transmission . No NO YES
range? |
Host application is e
ost application i ;
severorclient?  C'ent
Need to perform
. console
e bl management?
Need serial control YES NO

NO* parameters?

YES
TCP Client TCP Server aﬁzezgf 1cp | UDP Mode Egil:nact'ron Reverse [| Contact your RFC2217 Real COM
Mode Mode Server Mode Modes Telnet saleperson. Mode Mode

Accessible IP Settings

Accessible IP Settings allow you to add or block remote host IP addresses to prevent unauthorized
access. Access to the NPort is controlled by an IP address. That is, if a host’s IP address is in the accessible
IP table, then the host will be allowed to access the NPort. Three setting types are described below:

Configuration X

Information

Account Management |  Configuration Pre-shared Key | SystemLog Settings | Auto Waming |
Model Name

Basic | Metwok | IPAddessRepot | Sesidl | OperatingMode — AccessbleIPs

MNPort 54500
W Modiy
MAL Address [z Active The Accessible IP List
D09 ES 94 EQBF [Operation modes are NOT allowed for the 1Pz NOT an the list]
[ Active The Apply Additional Restrictions )
Senal Numbar [4ll device service are NOT alowed for the [Ps NOT on the fist)
i No | IP Address | Netmask [ ~
M1 1921681.0 255.255.255.0
Firmweare Version Oz
Wer 314 3
O«
System Uptime s
0 days, 00k 20m53s Os
ml
Os
Os
O1w

Chick the "Modity'" check box to modity configuration " OK I x Cancel [

e Activate the Accessible IP list

Operation modes are NOT allowed for IPs NOT on the list. IPs that are not on the list will not be granted
when communicating with NPort via Operation Mode.

« Apply additional restrictions

All device services are NOT allowed for IPs NOT on the list. Services will not be granted for IPs that are
not on the list. Please note that all IPs will still have access if the IP list is empty, even though the
function is enabled.
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Tip: For exact IP identification, the netmask needs to be 255.255.255.255.

¢ Only one host with a specific IP address can access the NPort
Enter “[IP address]/255.255.255.255" (e.g., "192.168.1.1/255.255.255.255").
¢ Hosts on a specific subnet can access the NPort
Enter “[IP address]/255.255.255.0” (e.g., *192.168.1.0/255.255.255.0").
¢ Any host can access the NPort
Disable this function. Refer to the following table for more details about the configuration.

Any host Disable

192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 / 255.255.255.128

Account Management

The Account Management setting provides administrators the authority to add/delete/modify a user

account, grant access to the device users for specified function groups, and manage password and login
policy to ensure device is used by a proper set of people.

: Configuration

*
Irﬁ""‘""‘:‘“ Batic | MNetwok | IPAddress Repot | Sensl | OperatingMode | AccessblelPs |
:;: : ;’;] Account Managemert | Configwation Preshaed Key | System Log Settings |  Auto Waming |
1
o |Use|Ac1:wal| Password and Login Policy |
MAL Address
0090 E8.9AEQBF oo R
ome o
i Senal Number
4650 Login Message
Firmweare Vession
Ver 314
Sypstem Uptime Flaase contact administrators if pou forget the password
0 days. 00h: 20m 53
Login
Authentication
Fadure Messaoe
Click the "Modily" check. box to modify configuration | " OK | X Cancel |
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Notification Message

As an administrator, you may customize your Login Message and the Login Authentication Failure
Message to notify users with information you would like to provide.

Confliguialion *
InFammaiar | Basc | MNewok | IPAddessFepat | Seisl | DpestngMode | AccessblelPs |
M;gi”;ﬂ";zl Aot Mensgement | Confipuiation Precshared Key | SwstemLog Satings | Ao Waring |
K _-‘l UsarAceourt | Passwoed and Logn Plicy |
PAAC Addres s
pravaeny W Moty
LI o/ dlcame o HPerl
Senal Mumber
480 Login Meszaps
Frmware Yersion
Ver 374
Syzkem Upfime Pleamw cortac! adrinisidions if you foiget the paswoed
0 daws. 00k 2m:53s
Logi
Authenlication
Faitne Maszage

The message will appear on the logn page at the time of a successful login or login failure. Examples are
below.

M o XA Total Solution for Industrial Device Networking WWW.MoXa.com

Wakcame o NPor

M O XN Total Solution for Industrial Device Networking WWW. MOXA.Com

Plaasa contact adminisaions # you fonget fha pessward

User Account

In the NPort 5000 Series, the main function groups are highly correlated with the User Level set by the
administrator(s). Administrators are allowed to add user accounts to the NPort 5000 device by clicking the
Add button on the User Account page. You may also click on the current user to Edit or Delete the
selected account.
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: Configuration x

| "'“"""":l“ Basc | MNewok | IPAddessRepot | Serisl | OperstingMode | AccessilelPs |
. “ﬁ;‘; Account Management | Configuation Pre-shared Key |  SystemLog Setings |  Aulo'Waming |
Notfication Message Uset Accout | Password and Login Polcy |
MAC Address
00:90 E8 94 EOBF ¥ Modly
; Index | Active | Account Name | User Level
Senal Number 1 W admin Fiead ‘Wiite
. ass0 2 v quest Read Oriy
3
4
Fiemwiare Veision g
Ver 114 &
System Lptime
0 days, 00h:20m 53
£ >

Clck the "Mod” check box to modiy configuration SOk | cancel |

The Add Account (Edit Account) page will show up for you to enter (modify) account information and
assign password to this user. Also, the Administrator(s) may assign proper User Level to this user to limit
his/her privileges of using the NPort 5000.

| & User Account Setting — O X

USER 3

Account Name I

User Level [Read Write |

o

Password |

Caonfirm Password |

' OK | X Cancel I
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Password and Login Policy

A user with an administrator role is authorized to determine the password and login policy of the NPort 5000

device.

Configuration

s

INMuuman:n Basic | MNetwork | IPAddessReport | Serial | OperatingMode | AccessibleiPs |
::F".;l ;T;; Accourt Management | Configuration Pre-shared Key | System Log Settings | Auto Waming |
Notification Message | User Account Password and Login Policy |
MALC Address
O0:S0:EESAEDBF ¥ Modify
Seial Numt Password Minimun Length [q— [416)
4850 Password Lifetime ’D_ (0-180 days, O for disable)
[T I Enable Password Complexity Strength Check
Ver 314 [~ Enable At Least One Digit (0-9)
I~ Enable Mixed Upprt And Lower Case Letters (A2 a2
System Uptime [~ Enable At Least One Special Character (“1@8$%™_|=_ <> [I0{))
0 days. 00k 20m:53s
I [Enable Account Login Faiure Lockoug
FRetry fabure threshald [5 [1-10retry)
Lockout Timeout 3 [1-60emin)

Click the "Modily" check box to modify configuration

Account Password Policy

Parameter

Setting

[ ok | X concat |

Default |Description

(0 for disable)

Password minimum length 4-16 characters |4 Define the minimum length of login password
Password complexity strength Enable/Disable |Disable Enable password complexntY str.ength clheck will
check: enforce the password combination setting
. . . The password must contain at least one humber
*  Atleast one digit (0-9) Enable/Disable | Disable (0-9) when enabling this parameter
e Mixed upper and lower . . The password must contain an upper and a
Enable/D I D |
case letters (A~Z, a~z) nable/Disable isable lowercase letter when enabling this parameter
e At least one special Th ; | ial
characters (~|@#§%~&*-|Enable/Disable |Disable e password must cc.mtaln.at east one specia
L character when enabling this parameter
_I.<>[1{30)
A password lifetime can be specified, and a
-1 ificati ill sh
Password lifetime 0-180 days 90 days system notification message will show up to

remind users to change the password if the
option is enabled.

Account Login Failure Lockout

Parameter Setting Default |Description
. . . . An account login failure lockout rule can be
Account Login Failure Lockout |Enable/Disable |Disable defined and enforced when enabled.
5 if Number of retries can be determined prior to the
e Retry failure threshold 1-10 retry P
enabled |lockout
Lockout i 1-60 minute(s) 5 if Lockout duration can be specified to determine
‘ ockout time enabled |time until the next retry.
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Configuration Pre-shared Key

For the overall NPort 5000 Series with a security enhanced firmware version, importing configuration
decryption will be based on the pre-shared key defined in the NPort. If the pre-shared key does not match,
you will see an error dialogue box on the screen.

Canlisgralison )
IT:":'::“ Ham | et vaork: | iP dddiess Fepart | Semial | Dpeatng Mode | Accessbie Ps |
g ame ConligLinstior Pre-shared s h i
WPort BA50) Acoourt Manzgemeart =8} Y | System Log Selbrgs | Aule Warirg |
@ Moy
&L Aoz
OCHS0-EB:94-EOBF Chiper Key For Enciypeing The Configuraiion Fie: |l
Senal Numbe
4FE0
Frmwane Wersion

System Log Settings

System Log Settings allow NPort users to customize network events that are logged by the NPort 5000.
Events are grouped into four categories, known as event groups, and the user selects which groups to log
as Local Log (on the NPort 5000). The actual system events that would be logged for each system group are
listed under the column “Summary”. For example, if System was enabled, then System Cold Start events
and System Warm Start events would be logged.

/  NOTE

e The NPort 5100, NPort 5200, and NPort IA5000 Series don't support this function.
e Remote Log does not apply to the NPort 5000 Series.

Configuration X
I"::'x? Basic | MNetwok | IPAddessRepot | Serial | OperatingMode | AccessblelPs |
e ;::EI Account Management | Configuration Pre-shared Key  SystemLog Setings | Auto'Warming |
MAC A ¥ M 'l'l
[ess
00.90E894-EOBF Local Log Remote Log Summary
Serial Numk System ™ ™ System Cold Start, Systen \Wann Start
4850
r a DHCP/BOOTP Get IP/Renew, NTP, Mail Fai,
Firmwvare Version Netwrk, MNTP Connect Fai, IP Confict, Network Link Up,
Metwork Link Down
Ver 314
IEogn Fad{;: E,h;ngad Passwrod Epanged_
System Uptime Coniig I ™ onlig ge, Famware Upgrade. Fimware.
0 days, DO 20m 53 Coriig Impor, Config Expost
OpMode = r Cornect. Disconnsct
SYSLOG serves
SYSLOG facity  |local use 0 -
SYSLOG seveity  |Emergency j
Cick the “Modil' check bos to modfy conligusation [ ok | % concel |
|L0ca| Log Keep the log in the flash of NPort 5000 up to 512 items.
System
System Cold Start NPort 5000 cold start.
System Warm Start NPort 5000 warm start.
Network
DHCP/BOOTP/PPPOE Get .
IP of the NPort 5000 is refreshed.
IP/Renew
NTP Time synchronization successful.
NTP Connect Fail The NPot 5000 failed to connect to the NTP Server.
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Mail Fail Failed to deliver the email.

IP Conflict There is an IP conflict on the local network.
Network Link Down LAN 1 Link is down.

Config

Login Fail

IP Changed Static IP address was changed.

Password Changed

Administrator Password was changed.

Config Changed

The NPort 5000's configuration was changed.

Firmware Upgrade

Firmware was upgraded.

SSL Certificate Import

SSL Certificate was imported.

Config Import

Config was imported.

Config Export

Config was exported.

OpMode
Connect Op Mode is in use
Disconnect Op Mode switched from in use to disconnect.

Authentication Fail

modes

The Authentication failed in terminal; reverse terminal; or dial in/out operation

Restart

Serial port restarted.

Auto Warning Settings

The NPort device server can automatically warn administrators of certain system, network, and
configuration events. Depending on the event, different options for automatic notification are available.
These options are configured in the Auto Warning Settings.

E-mail and SNMP trap

The Email and SNMP trap parameters are used to configure how e-mail and SNMP traps are sent when an
automatic warning is issued by the NPort device server.

Configuration b4
tréommatiors Basic | MNetwok | IPAddessFepot | Seial | OperatingMode | AccessblelPs |
“:;“’ :‘;‘;’u Account Management | Configuration Pre-sharedKey | System LogSeftings  Auto Waming
of
E-Mail and SNMP Trap Settings | Event | Post Event | System Log Capacity |
MAC Address % Modiy
00:30E&SAEQEBF Ml Sarver
Senal Mumber From E-Mail Addiess: NPS4501_4850@NPS4500
4850 To E-Mai Addvess 1:

Famware Version

Ver 314 ToE-Mal Addeess 3

To E-Mal Address 4

|
|
|
To E-Mal Addess 2: [
|
|

System Uplime W Modify
0 days. 00k 0S5m 495 [T Mal Server Authertication
¥ Modiy
Tiap Serves |
Trap Version [v1 .'.'..I
TrapC [

Cick the "Modiy” check box to modiy configuration VoK | % cencel |

Mail Server

Factory
Default

Parameter Description Necessity

This optional field is for the IP address or
domain name of your network mail server, if
applicable. A mail server is required for the
NPort to send e-mail warnings about
administrative events.

IP or Domain
Name

Mail server
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Factory " :

1to 15 This optional field is used if your mail server .
User name None : - Optional
characters requires it.
1to1l Thi i | field i if il
Password to 15 None is .optlc.)na ield is used if your mail server Optional
characters requires it.
From E-mail 1to 63 This optional flgld sets thel from e-malll .
None address that will show up in an automatic Optional
address characters - .
warning e-mail.
E-mail address 1to63 These optional fields set the “destination” e- .
None . . . . Optional
1/2/3/4 characters mail address for automatic e-mail warnings.

SNMP Trap Server

Factory ... .
Farameter m Defa""t NeceSSIty

Selecting the version based on your

SNMP trap server |IP address or environmental needs. We strongly suggest to
IP or domain Domain None that you change the community name from Optional
name Name the default public to another name; it is for

security prevention reasons.

/\ ATTENTION

Consult your network administrator or ISP for the proper mail server settings. The Auto warning function
may not work properly if it is not configured correctly. NPort SMTP AUTH supports LOGIN, PLAIN, CRAM-
MD5 (RFC 2554).

Event

The Email and SNMP trap parameters are used to configure how e-mail and SNMP traps are sent when an
automatic warning is issued by the NPort device server.

I“’:"“’:ﬂ Basic | MNetwok | IPAddiess Repot | Senial | OperatingMode | AccessiblelPs |
:;:[;T;] Account Management | Configuation Pre-shared Key | System Log Settings Auto Waining
E Mail snd SNMP Trap Settings Event | Pot Event | System Log Capacity |
MAC Address
00:90E8 S4EQBF W Modiy
Mad Tiap
Senal Numbar
Cold Stat I I
4850 =
Warm Start r &
Firmweare Version Authentication Failue B I
Wer 314
IP Address Changed I
System Uptime Password Changed r
0 days. 00h:05m 43
Click the "Modhy" check bax to mody configuration [ wox | 3 cacel|

The Event Type parameters are used to configure which events will generate an automatic warning from the
NPort device server, and how that warning will be issued. For each listed event, certain automatic warning
options are available. If Mail is selected, an e-mail will be sent. If Trap is selected, an SNMP trap will be
sent. The Relay Output option is available for NPort IA5000/IA5000A series.
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Cold start

Refers to starting the system from power off (contrast this with warm start). When performing a cold start,
the NPort will automatically issue an auto warning message by e-mail or send an SNMP trap after booting
up.

Warm start

A warm start refers to restarting the computer without turning the power off. When performing a warm
start, the NPort will automatically send an e-mail, or send an SNMP trap after rebooting.

Authentication failure

An authentication failure event is triggered when the user inputs an incorrect password from the Console or
Administrator. When an authentication failure occurs, the NPort will immediately send an e-mail or SNMP
trap.

IP address changed

An IP address changed event is triggered when the user has changed the NPort’s IP address. When the IP
address changes, the NPort will send an e-mail with the new IP address before the NPort reboots. If the
NPort cannot send an e-mail message to the mail server within 15 seconds, the NPort will reboot anyway,
and abort the e-mail auto warning.

Password changed

A password changed event is triggered when the user has changed the NPort’s password. When the
password changes, the NPort will send an e-mail with the password changed notice before the NPort
reboots. If the NPort cannot send an e-mail message to the mail server within 15 seconds, the NPort will
reboot anyway, and abort the e-mail auto warning.

Power failure (this event type only applies to NPort IA5000/IA5000A series)

The NPort IA5000/IA5000A Series has two DC power inputs for redundancy. Different approaches are used
to warn engineers automatically, including by email and by relay output. The relay output will be canceled

after the power recovers, or by selecting “acknowledge event” using the web console or Telnet. When the

Relay Output is sending a warning, the Ready LED will flash red until the warning event ceases.

Port Event

Port event helps you with monitoring the serial communication status and changes. Here we provide two
events of monitoring: DCD changed and DSR changed.

First, click Modify select the serial port you would like to monitor and click Settings below:

Configuration X
I”L:;::';" Basic | Metwork | IPAddess Repot | Serisl OperstingMode | Accessible IPs |
ame .
] t Pre- K 1t tings Ao W ainin
NPort 54501 Account Managemen | Configuration Pre-shared ey. System Log Setting q
E-Mail and SNMP Trap Settings | Event Port Event ' System Log Capacity |
MAC Address :
00:90 E8: 34 E0:BF v Modily
T
& i Wi F'Ol! | Alias | DSA Changed | DCD Changed
1 | | |
4850 2
|13
Fimweare Vession 4
Wer 314
System Uptime

O days, 00k:19m:31s

Settng

Chick the "Modiy" check box to modiy configuration " OK X Cancel ‘
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Port Alert option appears:

Port Alert b

1 Porl(s) Selected. 1st port is Port 1

Mail Trap

DSR Changed r u

DCD Changed I -
[ /.EIK | X Cancel |

DCD changed

A DCD (Data Carrier Detect) signal change shows that the modem connection status has changed. For
example, a DCD change too high shows that the local modem and remote modem are connected. A DCD
signal change to low shows that the connection line is down. When the DCD changes, the NPort will
immediately send an e-mail, send an SNMP trap, or trigger the relay output*.

DSR changed

A DSR (Data Set Ready) signal change shows that the data communication equipment’s power is off. For
example, a DSR change to high indicates that the DCE is powered ON. A DSR signal changes to low
indicates that the DCE is powered off. When the DSR changes, the NPort will immediately send an e-mail,
send an SNMP trap, or trigger the relay output*.

*Relay output is only supported by the NPort IA5000/IA5000A series.

/  NOTE

Relay Output is only available for the NPort IA5000/IA5000A series. Users can connect to Monitor >
Relay Output from the web console to check which event is causing the warning. The relay output will be
canceled if the abnormal state is restored, or if Acknowledge Event is selected from the web or Telnet
console. When the Relay Output is issuing a warning, the Ready LED will flash red until the warning event
ceases.

Parameter Description Necessity

This feature helps the administrator manage
how the NPort sends e-mail to pre-defined e-
mail boxes when the enabled events (Cold
start, Warm start, Authentication failure, etc.)
occur. To configure this feature, click the
Event Type Mail checkbox.

This feature helps the administrator manage
how the NPort IA5000A sends an SNMP Trap
to a pre-defined SNMP Trap server when the
Trap Enable, Disable Disable enabled events (Cold start, Warm start, Optional
Authentication failure, etc.) occur. To
configure this feature, click the Event Type
Trap checkbox.

Mail Enable, Disable Disable Optional

/\ ATTENTION

DCD and DSR signal changes only apply to the RS-232 interface.
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System Log Capacity
You can decide how to store your log data and if you need to be informed when the storing capacity is
nearing a certain percentage and how if log data can be overwritten or kept if the storage is full.
Configuration >

Informatiory Basic | Netwok | IPAddessRepot | Seial | OperatingMode | AccessblelPs |

"‘m";“% Accourt Management | Configurstion Pre-sharedKey | SystemLogSetings  Auto Warning
E-Mai and SNMP Trap Setiings | Event | Poit Event System Log Capacily |
MAL Address
00:90:E8:94.EQBF VM
[ Enable System Log Capacity Warning
Serial Numbes
4850 Wamningat [0 (%)

Wamingby [~ Mal ™ Tiap
Firware Version :
Ver 314 Systam Log Dversize Action:

10\'!1»1:! the cldest system log _'_1

System Liptime
0 days, 00k 0m:00s

Click the "Modily" check bax to modify configuration | o OK I X Cancel ]

Upgrading the Firmware

From time to time, Moxa would roll up new firmware for feature/security enhancement, patches, etc. It may
be necessary to visit the NPort product website frequently to check for the latest firmware. You may also
register for Moxa's website and follow the product updates so that you will be notified automatically about
any recent activity. Please check for G. How to Become a Registered User of Moxa Website.

Follow these steps to upgrade the firmware of an NPort.

1. Unlock the NPort you wish to configure. Right click a specific NPort and select the Upgrade Firmware
function to upgrade the firmware.

& Mot Administrator-Configuration o x
Ele Function Coefipuaton View Help
£ 2 a i = 2

Ext Semch Sewch!P Locsls Configue  ‘Web

Function Configuration - 1 NPort(s)
= [ NPot b 1P Ackdhess 1P Addmssd | Serves Hame
Morsior e ﬁ Broadcast Search =

B Poit Monkor & Specify by 1P Address

@, COM Mapprg =

4 Locate

- P A A

§ 1P Address Feport ol
[ Configure
B web
- Uporase Fermwore |

& Export Configuration
Z Impont Configuration

Assign IP Address
€ »

Mestage Log -5 | Morsor Log -0 |

Ho | Time I

215 2AM  Found NPo(s] 1

A2V7ANINDSET 43I AM Found NPort{s} 1

27N IN0207 AM Lowd Configurstion Fal MPort 52500 [00: 50 E8 6350 FD)

IITANSIOZ07AM  Unbock Fast WPort 52504 100:90.E 863 50FD)
VINANINAZIEAM  Unbock 0h: MPost 52504 (00 50E8 6350 FD)

- —

Nowe: 3/27/2019 11:05:15 AM

2. Select the correct firmware file to load.

NPort 5000 Series User Manual 124



Select File X

Sedect File

File Mame D\, \NPS200A_Verl 5_Buld_15013022 rom

[ Browse |

3. Wait while the Upgrade Firmware action is processed.

Slali |

Frocagsing, pleas e wait, X Cancel

Ma Modal MACAddress | IPAddress | P Addiess? | Stelus |
1 MPOAG2504  OD90EBRIG0.. 192168127 2. 192168127 2. Transmil-30%

/7 NOTE

You can simultaneously upgrade the firmware of multiple NPort units that are of the same model. To select
multiple NPort units, hold down the Ctrl key when selecting an additional NPort, or hold down the Shift key
to select a block of NPort units.

Export Configuration

The Export Configuration function is a handy tool that can produce a text file that contains the current
configuration of a particular NPort.

If you are using the NPort 5100 Series, NPort 5200 Series, or NPort IA5000 Series and Administration Suite
v1.22 or above, to export the configuration of an NPort, right-click the targeted NPort, select Export
Configuration. An Export Password window will pop up for the user to assign a password for the exported
configuration file. The exported configuration file will be encrypted for security purposes. You will need the
same password you use for the exported file to import the same file back into the NPort.

Export Password X

Enter Password

v OK X Cancel
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After assigning the export password, click the Browse button to set the file name and path, and then click
OK.

Select File

Sedect File

File Name:

| Browse |
| _% conce |

For the overall NPort 5000 Series with security enhanced firmware version, export configuration encryption
will be based on the Pre-shared key defined in the NPort (default is empty password, and you may configure
the password in Configuration > Configuration Pre-shared Key. So, when you are exporting the
configuration file, you are only required to select the output file location. You may refer to page 96 for the

security firmware version of your NPort.

Import Configuration

The Import Configuration function is used to import an NPort configuration from a file into one or more of
the same NPort model. To import a configuration, first select the target servers, right-click, and then select
Import Configuration. Click on the Browse button to locate the configuration file and press OK.

Select File

Select File

File Name

[ Browse ]

| _X Concel |

For the NPort 5100 Series, NPort 5200 Series, or NPort IA5000 Series and with NPort Administration Suite
v1.22 or above, an Import Password window will pop up, and you will need to enter the password that is
unique to the configuration file (which is assigned when exporting the configuration file) to successfully

import the configuration file.

Export Password X

Enter Password

' OK X Cancel

For the overall NPort 5000 Series with a security enhanced firmware version, importing configuration
decryption will be based on the pre-shared key defined in the NPort. If the pre-shared key does not match,

you will see an error dialogue box on the screen.

Error X

Import Configuration failed!

Check sum error.
The configure file was modified or import password is wrang.

[ oK |
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You will then need to change the pre-shared key in Configuration to match the encryption password of the
configuration file before you can import.

ATTENTION

If you do not remember the password of the encrypted configuration file, there is no alternative way to

decrypt the file.

You will be able to confirm the import content before downloading the file.

lr‘:wm:?: Account Management | Configurstion Pre-shared Key | System Log Seltings |  Auto Waming |
ame Basic 2 . &
NPort 54303 | Metwok | IPAddessReport | Seidl | OperatingMode | AccessblelPs |
¥ Modiy
| | MAC Addiess Server Name |NP5430_4570
| 0090 E8:34:DF:7F
| % Modiy
Senal Number -
| 4570 Time Zone [EGMT] Gresrwwch Mean Time: Dublin, Edinburgh, Lishon, London d
LocalDate  |12/15/2022 -]
Fiemwsare Version Local Time | 251:48PM e
Ver 314 Tins Secver |
System Uptime ¥ Modiy
0 days, 00h:08m: 362 ¥ Enable Web Console W Enable HTTPS Consale[TLS v1.2)
[ TLS v1.0M1.1 for HTTPS console [~ Enable Telnet Console
W Enable Seral Console [~ FReset Bution Protect
™ LCM Password Protect
Sensitve Data Encrypion  |MD5/AES128 -
™ Modiy
EG
I5

Ciick the "Modify" check box to modily configuration

[(wox | % conce |

Press OK to start downloading the configuration file. A window will pop up to show that import was

successful.

Information

0 import Configuration OK.

% |

For firmware versions supporting encrypted configuration files, please refer to the table below.

Model Name Firmware version supporting encrypted configuration files.

NPort 5000 Series

NPort 5110

Firmware v2.6 and up with NPort Administration Suite v1.22 and up

NPort 5130, NPort 5150

Firmware v3.6 and up with NPort Administration Suite v1.22 and up

NPort 5200 Series

Firmware v2.8 and up with NPort Administration Suite v1.22 and up

NPort 5400 Series

Firmware v3.11 and up with NPort Administration Suite v1.22 and up

NPort 5600-8-DT Series

Firmware v2.4 and up with NPort Administration Suite v1.22 and up

NPort 5600-8-DTL Series

Firmware v1.3 and up with NPort Administration Suite v1.22 and up

NPort 5600 Series

Firmware v3.7 and up with NPort Administration Suite v1.22 and up

NPort 5000A/IA5000A Series

NPort 5100A Series

Firmware v1.3 and up (Support with both web console and NPort
Administration Suite v1.22 or above)

NPort 5200A Series

Firmware v1.3 and up (Support with both web console and NPort
Administration Suite v1.22 or above)

NPort 5x50AI-M12 Series

Firmware v1.2 and up (Support with both web console and NPort
Administration Suite v1.22 or above)

NPort IA5150A, NPort
IA5250A

Firmware v1.3 and up (Support with both web console and NPort
Administration Suite v1.22 or above)
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Model Name Firmware version supporting encrypted configuration files.
Firmware v1.4 and up (Support with both web console and NPort
Administration Suite v1.22 or above)

NPort IA5450A

/  NOTE

1. You can simultaneously import the same configuration file into multiple NPort units of the same model.
To select multiple NPort units, hold down the Ctrl key when selecting an additional NPort, or hold
down the Shift key to select a block of NPort units.

2. If you have an encrypted configuration file, you will need to use the NPort Administration Suite V1.22
or above to import an encrypted configuration file. On the other hand, if your configuration file is non-
encrypted, it will also be accepted by the NPort Administration Suite V1.22 or above. (i.e., the NPort
Administration Suite will not ask you to key in the Import Password.

Monitor

Use the following method to start the Monitor function.

Monitor > Add Target
1. Click Monitor > Add Target and select your targets from the list, and then click OK.

& NPort Administrator-Monitor - O b4
Fie Funcion Mordor View Help

Add NPoe
Function . :

=) E NPaort

Configuestion
Morio]

Proat Monitor
COM Mappng

4 1P Addvess Repout

™ gl Maruisly

o 0 X Cancel |

Once the Monitor function is running:
2. The added NPort will appear on the Monitor screen.

& NPort Administrator-Monitor O *

File Function Morsbor Yiew Help

i £ & .
Ewit Add Flemove Go
Function Monitor - Stopped - 1 NPort(s)

5} @ NPon HNo | Model | MAC Address | 1P Adchess [ 1P Address2 I
Configusstion ol 54 T =

1B Post Monitor
(i, COM Mappng
5 IP Adceess Report
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3.

Right-click the panel and select Settings.

T |
| ¥ NPort Administrator-Monitor B | X

File Function Mortor View Help
AL 2 & B .
Esit Add Femove Go
Function Monitor - Stopped - 1 NPort(s)

B g8 NPor | Ho | Modsl | MAC Address | 1P Adckess | 1P Addvess? |
Configueation I WO SFERSADF 7F 192 168 )

Poit M( 22 Add Target
COMM & Remove Target
R IPAdd | gad Configured COM Port

ﬁ Settings
» Go

|
Select or deselect Monitor Items. Use the single arrowhead buttons to move highlighted items from
one box to the other. Use the double arrowhead buttons to move all items from one box to the other.

| Monitor Settings |
|

v || General Setlings | Advanced Settings |

Des-saleclect e Sedscted ltams
. S [ .
COM MNumber ﬂ I: Address
IP Address2 ﬂ
< 3
| o
| Load Defaut
|
| o 0K X Cencel

Select a Refresh Rate (the default is 3 seconds) on the General Settings page.

| Monitar Settings |
Mordor tems | General Seffings | Advanced Settings |

Refiesh Flate e Second]

I Auto save morstorsd NP et fist

| o OK X Cancel
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6. On the Advanced Settings page, select Display warning message for new event and/or Play
warning music for new event. In the second case, you must enter the path to the WAV file you want
to be played. "New event” means that one of the NPort units in the monitor is “Alive” or “Not Alive,” or
has lost connection with the Monitor program.

| Monitor Settings =
Maritor fteens | Genecal Sellings  Advanced Sefimgs |
Morkor and Post Morstor Meztage Box Sattng

¥ Diusplay waming message for new evert
W Play waming music for new event

|C:\Winsdowss\ Medial\alam03 way

| ' oK X Cencel

7. Right-click in the NPort list section and select Go to monitor the NPort.

& NPort Administrator-Monitor - O b4

File Funchion Moribor View Help

.rl. g - » L]

Exit Add  Femove Go
Function Monitor - Stopped - 1 NPort(s)

B 1P Addess Report

8. For this example, the NPort shown in the list will be monitored.

W NPort Administrator- Monitor - O b4

File Function Moritor View Help

£ £ =z

Esat Add Remove

B IP Address Repart

9. When one of the NPort units loses connection with the Monitor program, a warning alert will display
automatically. The warning music will be played at the same time.

Alert *

Alert
Neewr Morstor Event 1 Eventls)
Flease check Mono message window fo

T2/15/2022 11:53 30 PM NPort 54303 (192168127254 is lost connection

Siop Music

10. In the Monitor screen, you can see that the NPort units that are “Not Alive” are shown in red.

& NPont Admimistratar-Manitor - O X

Fle Function Mordor Yew Heb

it 2 = b "

(] A Femove Slop
Function Monitor - R ing - 1 NPort(s)
= [ WP Mo [Modl [ MACAckbess  [Pacdess  [(PAdderd  [abve [ ServerMame | COMMumber [
Configurahion 1 NParit 5430 V2 0090 ER 94D 192168127 Mot Alive NPS430_4570 100102,
Port Mordtor

COM Mapping
F- 1P Addeess Fapon
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11. If the NPort gets reconnected, a warning will be displayed to remind the user that the NPort is now
“Alive.”

;A]rl S P X |

Alert
New Morscr Event 1 Everifs)
P hack Mordon message window for mose

12/28/2022 10: 3351 AM NPort 54303 [152.168.127, 254 u alive agan.

12. The NPort units that were reconnected, and are now “Alive,” will be shown in black.

- —
| ¥ NPort Administrator-Monitor s O X

File Function Maorstor View Help
AL 2 &z v "
Ext 4dd  Remove Stop
Function Monitor - Running - 1 NPort(s)
[ NFor Ho | Modsi | MALC Address | IP Addess | IP Address2 | Ave | Server Name
a Configuation 1 NPl 5430V ODSRERSADFTF  152168.127.254 Alve NP5430_4570 |

B Post Monitor
(i COM Mapping
A 1P Adcbess Repant

Port Monitor

The process described here is the same as in the previous “Monitor” section. The only difference is that you
can select more items under Port Monitor than under Monitor.

| % NPort Administrator-Port Monitor
File Funchion Podt Mordor Vew Help
i 2 a b [ ]
Exit Add  Femove Go
Function Port Monitor - Stopped - 6 Port(s)
[ (@ NPon | Modsi | MALC Address | IP Adckess | IP Adcrecs:2 | Pot | OP Mode |

Configueation
Monitoe

= COM Mapping
G IP Addess Repart

EEEEEEIS

Right-click on Port Monitor and select or deselect Monitor Items. Use the single arrowhead buttons to
move highlighted items from one box to the other or the double arrowhead buttons to move all items in one

box to the other.

| Mionitor Settings
|
[ Mordar fiems | Genersl Settings | Advanced Setings |

De-selecied liems

Alrve

Conn Stahus
Femole P
Senal i
Line Status
TwRn aftes Corn
Toi/Pin aftes Mo
To/Fiw Thaow
Tw/R Ity Thooas

3 o

FCOM Mumbser
[ Seiver Hame
[bas

Load Defaul

L 2
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COM Mapping

This section covers how to map the COM ports on a Windows PC to NPort device ports. The mapping will
allow Windows software to access serial devices over the network as if they were local COM devices,
providing instant device networking without software migration. COM mapping is supported in Real COM and
RFC2217 modes only.

NPort Administration Suite comes with Windows Real COM drivers. After you install NPort Administration
Suite, there are two ways to set up the NPort’s serial port as your host’s remote COM port.

The first way is with On-line COM Mapping. On-line COM Mapping will make sure that the NPort is connected
correctly to the network and then install the driver on the host computer.

The second way is with Off-line COM Installation, without first connecting the NPort to the network. Off-line
COM Mapping can decrease the system integrator’s effort by solving different field problems. Via offline
installation, users can first process software installation for the host, and then install the NPort to different
fields.

The following instructions are for device ports operating in Real COM mode. For device ports operating in
RFC2217 mode, follow the instructions for your particular driver. Real COM mode also supports TTY port
mapping of Linux and UNIX systems.

Use the following procedure to map COM ports:
On-line COM Mapping:
Connect the NPort to the network > Set the NPort's IP address > Map COMs to your host > Apply Change.

Off-line COM Mapping:

Map COMs to your host > Apply Change > Connect the NPort to the network > Configure the NPort's IP
address.

Online COM Mapping

1. Select the COM Mapping function group and right-click Add Target.

& NPort Administrator-COM Mapping
File Funchon COM Mapping Wiew Help
il 2 =]
Exil Add Apply
Function COM Mapping - 0 CO
= E HPort P Address IP Addiess2 | Pot | COM Port | Mode
Configusation
Moo
B Post Monitos
{#, COM Mapping .
¥ 1 addess o < TR
& appty Change
Discard Change
< & Export COM Mapping
-
- Import COM Mapping
Messageng-DlemLog-m — e
!io__ i I ﬂmw;
|

2. Add the target to which you would like to map COM ports, select the NPort to which you would like to
map COM ports.

Acld NPt *,

& Select From List [ Rescan || Select Al Cleas Al
No [ Model [ MAC Address [ IF Addess |
1=l NPort 54303 ORSDESSADRTF 1521681272
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COM ports and their mappings will appear in blue until they are "Apply". Next, select COM Settings to
modify COM No., default setting, etc.

‘ MPort Administrator-COM Mapping

o o X
File Function COM Mapsing View Help
A 2 2 H &
Exl Add  Femove Apply  Conligue
Function COM Mapping - 4 COM
=] HPart Ho Modal |P fiidrass IF Addezs2 Pt COM Port Mode
Configueation 1 P EE] 152168 12] HiPailomance, FIFD
Monitoe 2 NPost 54303 192168.12] e Add Target COM3 + HiPaiformance, FIFD E
B Port Monitor 3 NPost 4303 19216812 am Remeve Target COMA4 + HiPesformance, FIFD E
= 4 NPost S430V3 192168120 COMT + HiPesformance. FIFD E
COM Mapping
G 1P Addess Repatt Fialve
Disable
eif COM settings |
& 4ppiy Change
Discard Change
& Export COM Mapping

- Import COM Mapping

4. Select the COM Number.

COM ports that are “In use” or “Assigned” will also be stated in this drop-down list. If you select

multiple serial ports or multiple NPort units, remember to check the Auto Enumerating COM number
for selected ports function to use the COM No. you select as the first COM No.

COM Port Settings X ‘

Port Number: 4 Port{s) Selected. 13t port is Port 1

Basic Settings | Advanced Settings | Serial Parameters | COM Grouping |

COM Number  [COMZ (current) (assigned) ]

COM2 jcurrent] [assigne

[ Auto enumer =49 {assigned] ts.

Advanced Settings

COM Port Settings
Port Number: 4 Portfs) Selected. 13t port is Port 1

Basic Seftings  Advanced Seftings |SmdParwels| COM Grouping |

Tx Mode
FIFD Enable -
Mebwaork Timeowt  [5000 [500-20000 ms)

[ Fast flush [only flush local buffer]
[~ Abway Accept Open Requests
[~ Ignote T Puige

¥ Apply all selected ports

o 0K X Cancel
| | |
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Tx Mode: Hi-performance mode is the default for Tx mode. In Hi-Performance mode, the driver
immediately issues a “Tx Empty” response to the program after sending data to the NPort. Under
Classical Mode, the driver sends the “Tx Empty” response until all Tx data has been sent out from the
NPort and a confirmation is received from the NPort. Classical mode is recommended if you want to
ensure that all data is sent out before further processing, however, this mode will cause lower
throughput.

FIFO: Enable/Disable Tx/Rx. If disabled, the NPort will send one byte each time the Tx FIFO
becomes empty; and an Rx interrupt will be generated for each incoming byte. This will cause a faster
response and lower throughput. If you want to use XON/XOFF flow control, we recommend setting FIFO
to Disable.

Network Timeout: Specifies when an open, close, or serial parameter change operation will time out.
Fast Flush (only flush local buffer)

» We have added one optional Fast Flush function to Moxa’s new NPort Real COM driver. NPort
Administrator Suite for NPort adds it after version 1.2.

» For some applications, the user’s program will use the Win32 “PurgeComm()” function before it
reads or writes data. With our design, after the program uses this Purge Comm() function, the NPort
driver will keep querying the NPort’s firmware several times to make sure there is really no data
queued in the NPort firmware buffer, rather than just flushing the local buffer. This kind of design is
used because of some special considerations. However, it might take more time (on the order of
several hundred milliseconds) than a native COM1, because it needs to work via Ethernet. That's
why the native COM ports on the motherboard can work fast with this function call, but the NPort
requires much more time. To accommodate other applications that require a faster response time,
the new NPort driver implements a new “Fast Flush” option. Note that, by default, this function is
disabled.

» To begin with, make sure there are some “PurgeComm()” functions being used in your application
program. In this kind of situation, you might find that your NPort exhibits a much poorer operation
performance than when using the native COM1 port. Once you have enabled the “Fast Flush”
function, you can check to see if there has been an improvement in performance.

» By default, the optional “Fast Flush” function is disabled. If you would like to enable this function,
from the “NPort Administrator,” double click the COM ports that are mapped to the NPort, and then
select the “Fast Flush” checkbox. You should find that when “Fast Flush” is enabled, the NPort driver
will work faster with “PurgeComm().”

Always Accept Open Requests: Even the driver cannot establish the connection to NPort, user's
software still can open the mapped COM port just like an onboard COM port.

4. Try Establish Connection
< Host

~1. Crash or networ
_ is broken

&
Real COM Mode m

| 3. Open COM Port OK -

Ignore TX Purge: The application can use Win32 API PurgeComm to clear the output buffer and end
outstanding overlapped write operations. Select Ignore TX Purge if you do not want the output buffer
to be purged.
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5. The Serial Parameter settings shown here are the default settings when the NPort is powered on.
However, the program can redefine the serial parameters to different values after the program opens

the port via Win 32 API.

COM Port Settings X ‘
Part Number. 4 Pout{s] Selected. 1st port is Port 1

Basic Seltings | Advanced Settings  Serial Parameters | COM Grouping |

Baud Rate -
Paity Naone hd
Data Bits [ =]
Stop Bits [ =]

Flow Contral Nane -

¥ Apply all selected ports

| & OK | xcm‘

6. After setting the COM Mapping, remember to select Apply Change to save the information in the host
system registry. The host computer cannot use the COM port until after Apply Change is selected.

| 4 NPort Administrator-COM Mapping

File Function COM Mapping Yiew Help

A £ = @ &

Esit Add  Femove Apply Canligure

Function COM Mapping - 4 COM
B HPot
Conbguration
Mordor
Post Monitor g
COM Mapping & Remove Target
1P Addeess R
& wr: Report Enable
Digabile

Digcard Change

& Export COM Mapping

[ COM Settings I

|
: sa |
a= Import COM Mapping |

<

Message Log- 0 | Manitr Log -0
|Nn | Time | Descrption ]

Or, select Discard Change to if you wish NOT to save the COM Mapping information to the host.

7. To save the configuration to a text file, select Export COM Mapping. You will then be able to import
this configuration file to another host and use the same COM Mapping settings in the other host.

| s MPort Administrator-COM Mapping

Eix Function COM Mappng Yiew Help

i 2 = H &
Ext Add  Femove Apply  Coriguie

Function COM Mapping - 4 COM

a8 E HPoet
Corfigustion
Monitor
Pout Monitcs
COM Mapperg
& |P Addbess Fleport

£ Add Terger

& Pemove Target

Enable
Disable

EfP COM Settings

& Appty Change
Discard Change

€
Message Log -0 | Morstar Log - 0]
[(Ha [ Time [D:_wﬂ |
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Offline COM Mapping

1. Add a target by inputting the IP address and selecting the Model Name without physically connecting

the NPort to the network.

Ackd NPort X |

€ SelectFromLit n | 4 | |

No | Model | MAC Address [ 1P Addres: |

< »
& Input Manuslly IP Addhess I‘IS?.‘IBEQ??S«I
Model NPoit 5!_I|]

HPoit 5210
MPort 5230
HPoit 5232
NPoit 52321
MNPt 52104
NPort 52304
HPot 52504
WPt G410 -

Ports

2. Change the port settings as needed.

o NPort Administrator-COM Mapping

File Function COM Mapping View Help

fo2 2= @ o
Eat  Add  Femove Appl  Conligune

& Remove Target
Enable
Disable
fcoM settings ____|

& Apply Change
Discard Change

< & Export COM Mapping
-
Message Log - 0 | Moritor Log -0 | o Impost COM Mepping

Function COM Mapping - 6 COM
5 NFort No_ /| Model | IP Adkdress | IP Address2 | Pt | COMPot | Mode
Configusation 1 NPost S430V3 192168127 254 1
Montor 2 NPl S430V3 192168127254 2
Post Moritce 3 NPt 5430%3  192168127.254 3
3[:3"““-"’ 4 MNPoet 5430 V3 192168.127.254 L)
G 1P Adchess Report |2 £ Add Target

I Mo | Time | Descrption |

3. Right-click in the NPort list section and select Apply Change.

& NPort Administrator-COM Mapping

Fie Funcion COM Mappng Yeew Help

i £ z @ &
Edt  Add  Remove Apgh Conligwe

Message Log -0 | Moritor Log- 0|

Function COM Mapping - 6 COM
= [38 NPart No | Model | 1P Address | IP Addiess2 | Pot__ | COM Pent Mods.
Conliguration 1 HPort 543013 192168 127.254 1 CoM2 HiPedumance, FIFD |
Mordot 2 MPost 54303 192168.127.254 2 COM3 Hi-Peroimance. FIFD |
Port Monitce 3 NPoet 54303 192168127254 3 COM4 HiPerdoimancs, FIFD |
COM Mapping 4 NPt 5430 V3 192 168127 254 4 COM7? HiPerdomance. FIFO |
R 1P Address Repot £ Add Target

& Remove Target
Enable
Disable

5 COM Settings
Discard Change

| & Export COM Mapping >

| =& Import COM Mapping
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COM Grouping

The COM Grouping function simulates the multidrop behavior of serial communication over an Ethernet
network. COM Grouping allows you to create a COM Group and redirect data from it to several physical COM
ports on NPort device servers. With COM Grouping, you can control multiple physical serial ports
simultaneously by operating only one COM port.

Creating a COM Group
Follow the steps below to add multiple COM ports into one group:

1. Select serial port(s) for the group that you are going to create, and right-click to select COM Settings.

5 NPort Administrator-COM Mapping - O ¥
File Function COM Mapping View Help

fi 2 a2 @ &

Eat Add  Remove Appk  Conligure

Function COM Mapping - 6 COM
[= [ NFon No [ Model [ 1P Addess [ 1P Address2 | Pot [ COMPot [ Mode
Configueation 1 NPost S430V3 192168127 254 1 com2 HiPerformance. FIFD E
Montor 2 NPl 5430V 192168127254 2 COM3 HiPedomance, FIFD E
& Por Monitoe 3 NPt 5430V3  192168127.254 3 COM4 HiPerfomance, FIFD E
@, COMMagpng |4 NPl S430V3 132168127254 4 o 0E
{ & - LE=AL-SRE 1A i -

& Remove Target

Enable |
Disable |

|
[£74 COM Settings |

u Apply Change
Discard Change

£ & Export COM Mapping >
b
Message Log - 0 | Morior Log - 0| o= Impart COM Mapping

Mo I Time | Descrotion |

2. Select a COM number for this COM group. You may select one port already assigned to a member of the
COM Group. However, once the COM Group is configured, all the original COM number(s) within the
group will be released simultaneously.

COM Port Settings X |

Port Humber: 2 Poat{s] Selected. 13t port iz Port 5

Basic Setlings | Advanced Settings | Serial Parameters | COM Grouping |

COM Number  [COM11 ﬂ
I~ Auto enmiggm?n[cggm”;ss'gmd] A hs.
[ Grouping sek COM12

|COM13

|COM14

COM15
|COM1B 1

0K | X concel |

/\ ATTENTION

The COM Grouping function only supports Windows NT, 2000, and later. The maximum number of ports for
each group is 32.
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3. Select the Grouping selected port(s) together checkbox.

COM Port Settings X |
Port Humber: 2 Poat{s] Selected. 13t port iz Port 5

Basic Settings | Advanced Setlings | Serial Parameters | COM Grouping|

COM Number  |COM11 -
-

¥ Grouping selected port(s] together

o 0K X Cancel
| |

4. On the COM Grouping page, you can set "Read” and “Write” permissions for every serial port. It is
necessary to set Signal Status to control the data transmission with specified control signals (e.g.,
DTR/RTS). You can assign one serial port whose signals will be considered by the COM Group.

COM Port Settings X
Port Humber: 2 Poat{s] Selected. 1st port iz Port 5

Basic Settings | Advanced Settings | Serial Parameters COM Grouping

Serial ports:
IP Addiess | Port | Read | wiite | Signal Status |
192.168.127.253 1 v = v
192.168.127.263 2 v =3 r

o 0K | xtm‘

5. Click OK, and confirm the serial ports that were assigned. The COM Port column confirms that your
selected ports are labeled as part of a "Group.” You will be able to view the serial ports that were
assigned to and removed from the Group. Click Apply to apply the settings.

| ¥ NPort Administrator-COM Mapping — o x

Fie Function COM Mapping View Help

£A £ = @ f
Esit Add Apply
Function COM Mapping - 6 COM
B I No | Modei | IP Addess | IP Addrazs2 | Pat__ | COM Pot | Mode

Configuation 1 NPl 5430V 192168127254 1 COM2 HePetomance. FIFD E
Maites 2 NPatS430V3  192168127.254 2 COM3 HiPailomance, FIFD E
B Port Moneor 3 NPoet S430V3 192168127254 3 COM4 HiPaifomance, FIFO E
O COMMapping | # NPot S430%3  132168127.254 4 COM7 HiPaiiomance, FIFD E
G 1P Addess Feport |3 NPoet 5230 192 168127 253 1 COM11 [Gioup? . HiPeiformance, FIFD E
N 6 NPost 5230 192166.127.253 2 COM10 [Gioup] .~ HiPedfomance, FIFD E

6. Finally, click Yes to confirm.

Information X |

ﬂ Do you want to apply the changes?
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Deleting a COM Group

Follow the steps below to delete a COM Group and then auto-assign COM numbers for each port in the
Group:

1. Select all serial ports in the Group you are deleting and then right-click to select COM Settings.

A £ z2 & &
Emt  Add FAemove Apply  Configue

Function COM M ing - 6 COM |
= [ NFor Ho [ Modet | 1P Address | IPAddess2 [ Fot | COMPot | Mode | Pasameter
Canliguration 1 NPt S430V3  192168127,258 1 CoM2 HiPeromance, FIFD Ena. 9600, Nane, §
Morsior 2 NPort S430V3 192168127 254 2 CoM3 HirPerdomance, FIFOD Ena 9600, Nane, E
Pt Moo 3 WPt 5430V 192168127254 3 oM HiPerdoimance. FIFD Ena_ 96000, Hone, £
COM Mapoing -] T

152166127 254

HiParformance. FIFD Ena 3600, None. £
Th

G 1P Addess Repot |

* = Export COM Mapping >

Messags Log - 4 |"wuLon-ﬂ| = Import COM Mapping

Mo [ Time I I

12/29/2022 110519 PM
12/29/2022 110519 PM
12282022 10519 PM
1252022 110515 PM

s —

COM Port Added 192 168 127 254 Port] COM3
COM Port Added 192 168127 254 Pot2 COM4
COM Port Addedt 152 166127 254 Port3.COMT
COM Post Added 152168127 2654 Pord COMS

2. Uncheck Grouping selected port(s) together first then select a COM number for this COM group and
check the Auto enumerating COM number for selected ports to use the COM number you select as
the first starting COM number, and then click OK.

COM Port Settings X
Port Mumber: 2 Portfs] Selected. 15t post iz Port §

Basic Setings | Advanced Settings | Serial Parameters | COM Grouping |

COM Number  [COM13 =

& Adosmel L ~la

COM18
= COM13

‘ COM21

coMz2
COM23 fu

| 0K I xwl

3. You can view the serial ports that were assigned to and removed from the Group. Click Apply to apply
the settings.

| ¥ NPort Administrator-COM Mapping - o b 4

File Function COM Mapping \iew Help

L £ = B =

Exit Add Apply
Function COM Mapping - 6 COM
= A NPon Mo | Modsl | 1P Adidress | IP Address2 | Pot | COM Port | Mode

Configueation 1 WPl 5430V 192168.127.254 1 COM2 HiPerfomance, FIFD E

Monioe 2 WPo 5430V 192168127.254 H] COM3 HiPaiformance, FIFD E
1B Pot Mornics 3 WPt 5430V 192168127254 3 COM4 HiParomance, FIFD E
O, COM Maoping | 4 NPotBA30VE 192168127 254 I COM? HiPesformance. FIFD E
' 1P Addess Report | 5 MWPeet 5230 192166127 253 1 COM20 HiPerformance. FIFD E
it B NPcat 5230 152166127 263 2 coM HiPeilomance, FIFD E

4. Finally, click Yes to confirm.

Information X |

0 Do you want to apply the changes?
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Adding an Additional Port to a COM Group
Follow the steps below to add a serial port into an existing COM Group:

1. Select the serial port and the COM Group that you wish to bind and right-click to select COM Settings.

5 NPort Administrator-COM Mapping = O x
File Function COM Mapping View Help
i it € z § &
Est Add  Femove  Apph  Conhigure
Function COM Mapping - 6 COM

& [ NPort Ho | Modei | iP Address | 1P Address2 | Pot | COM Port | Hode |
Configuation 1 NPoet5430%3  192168127.254 1 cOM2 HiPetiomance, FIFD E|
Moritce 2 NPoet5430%3  192168127.254 2 COM3 HiPetomance, FIFD E|
Port Monitor 3 NPort S430V3  192.168127.254 3 COM4 [Group1 | +Paiformance, FIFD E|
COM Mapping LE P . = | 4 C |
B 1P Address Report |2 f Acd et - < . |
3 NP| = Remove Target 2 COM21 [Groupl]  HiPesformance, FIFOE|

Enable

Disable

& Apply Change
Descard Change
& Export COM Mapping
g = Import COM Mapping 2
Meszage Log- 2 | Maritor Log -0 |

L}

2. Make sure Grouping selected port(s) together is checked and then click OK.

COM Port Settings X ‘
Part Number. 2 Pout{s] Selected. 1st port is Port 4

Advanced Settings | Serial Parameters | COM Grouping |

ettings |

COM Number ICDM? [curent] (Group) LI
-
¥ Grouping selected port(s) together.

' OK X Cancel
| | |

3. Confirmation for the changes, click Yes to apply the settings.

EWammg x|

A
‘ [be | M |

4. You can view the serial ports that were assigned to and removed from the Group. Click Apply to apply
the settings.

Configuration of the port(s) had been applied before: still want to go ahead?

| ¥ NPort Administrator-C0M Mapping - | b 4
Fie Function COM Mapping View Help
n £ = @ i
Est Add Apply
Function COM Mapping - 6 COM [
& (9 NPort Ho | Modsi | IP Address | 1P Address2 | Pott | COM Port | Mode

Configueation 1 NPoet5430%3  192168127.254 1 cOM2 HiPetiomance, FIFD E

Moritcr 2 NPl S430V3 192168127254 2 COM3 HiPedfomance, FIFD E

B Port Monicr 3 NPoet S430%3 192188127 254 3 COM4 [Gioup1]  Hi-Performance, FIFD E

@& COMMagprg | * NPt 5430V3 192168127 254 4 COM? (Groupl)  HiPeiformance, FIFO E

§ 1P Addeess Report |5 NPoet 5230 152166127 253 1 COM20 [Groupl]  Hi-Pestormance. FIFD E

K B NPoat 5230 152168127 253 2 COM21 [Groupl]  HiPedormance, FIFD E

5. Finally, click Yes to confirm.
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Information

X!

ﬂ Do you want to apply the changes?

Removing a Port from a COM Group

Follow the steps below to remove a serial port from a COM Group:

1.

Select a serial port in the Group and right-click to select COM Settings.

| i NPort Administrator-COM Mapping

€

& Export COM Mapping

Meszage Log -2 | Moritor Log -0 |

| o Import COM Mapping

- O x|
Fle Euncion CDM Mapping View Help [
n £ z2= @ =
Ewt Add  Femove Apph  Conligue
Function COM Mapping - 6 COM |
= [ NPor Ho | Modei | IP Address | 1P Address2 | Pott | COM Port | Mode
Configuation 1 NPl5430W3 132168127254 1 COM2 HiPetiommance, FIFD E|
Monior 2 NPoi5430%3  192168127.254 2 COM3 HiPadomance, FIFDE|
Pt Moro 3 NPt S430W3 192168127 254 3 COMA [Growpl]  HiPertomance, FIFOE|
COM Mapping mva 32.12?254 4 7 (Goug) ..g
5P [ ] AL L | | HiPeitomance. FIFD
W Padton Repat, JE NPeet 5230 122166 22 Add Target COM21 (Geoupl)  HrPedomance, FIFO E|
& Remove Target |
Enable |
Disabile |
|
et com setting= |}
& 4pply Change |
Descard Change

Select a COM number that is not in

COM Port Settings X
Part Number. 1 Pout{s] Selected. 1st port is Port 5

Basic Settings | Advanced Setlings | Serial Parameters | COM Grouping|

COM Number  |COM20 [curent) [assigned) _~ |

-

[™ Grouping selected port(s) together;

| VK | % concel |

use or assigned to a group and click OK.

You can view the serial ports that were assigned to and removed from the group. Click Apply to apply

the settings.

| ﬁ MPaort Administrator-COM Mapping

Finally, click Yes to confirm.

- u] x|
Fie Function COM Mappng View Help I
i £ = @ 7
Enit Add T Apply i [
|
Function COM Mapping - 6 COM |
5 (39 NPot No | Model | 1P Address | PAddess2 [ Poa | COMPot | Mode |
Configuration 1 NPort 5430 V3 192168127 254 1 coM2 HiPerfomance, FIFD
Moo 2 NPod 5430V3  192168127.254 2 COM3 HiPaiformance, FIFO
B Port Monitar 3 HPot 5430V3  132168.127.254 3 COM& (Groupl]  HiPerformance, FIFO E
(&, COM Mapping 4 NPort 5430V3 192.168.127.254 4 COMT [Groupl]  HiPerformance, FIFD
% |P Adchess Repor 5 MNPort 5230 192168127 253 1 COM20 HiParformance, FIFOD
T B MPort 5230 192168.127.253 2 COM21 [Group1]  HiPerfomance, FIFD |
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- .
| Information x|

ﬂ Do you want to apply the changes?

Modify Ports in a COM Group

For version v4.0 and after, to change COM number of a specific serial port in a COM group, you need to
ungroup the COM group and then proceed with COM port re-assignment as explained in On-line COM
Mapping and Off-line COM Mapping section.

For version before v4.0, the following subsections we examine three ways in which the serial ports in a COM
group can be changed:

Changing the COM Number of a COM Group
1. Select all serial ports in the group and right-click to select COM Settings.

& NPort Administrator-COM Mapging - ] b

Fie Function COM Mapping View Help

€ =z @ o

Ext Add  Remove  Apply  Configure

Function COM Mapping - 4 COM
= [g8 NPaort m | Model | 1P Adchess | 1P Address2 | Pat | COMPot | Made | Parameter
Conliguration 1 WPort 54303 192168127254 1 COM2 HiPeriomance. FIFD Ens_ 9600, None. £
Moritor 2
B Port Monkor
K COM Mapping 2
1P Addvess Repod & Remove Target |
|
Enabie |
Disabsle
|
7 COM Settings |
B Appty Change
Discard Change |
= Expart COM Mapping |
< Z Import COM Mapping I >

| Srryss—r—" =

2. Select a COM number that is not in use or assigned to a group.

COM Port Settings ® \
Port Number: APort[s] Selectad 13t port iz Port 2

Basic Seftings | Advanced Settings | Sesial Parameters | COM Grouping |

COM Nurber  [COM15 |
COM15 -

™ Auto enumen

[~ Giouping :ei COM18

o OK | 3 Cancel
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3. Select the Grouping selected port(s) together checkbox and then click OK.

COM Port Settings X ‘
Port Numbser: 3 Portis) Selected. 1t port is Port 2

Basic Settings | Advanced Settings | Serial Parameters | COM Grouping|

COM Number  [COM17 ~
-

W Grouping selected port(s] together

o 0K X Cancel
| | |

4. Confirmation dialogue would appear, click Yes.

EWammg X

NN

Configuration of the port(s) had been applied before; still want to go ahead?

You can view the serial ports that were assigned to and removed from the group.
Click Apply to apply the settings.

& Nfort Administrator-COM Magping o o

Ede Funchion COM Mapping Yew Help

A £ == & ?
Ed A hocky

Function COM Mapping - 4 COM

o [ Mol [ 1P Addeess [Paddessz  [Pon | COMPon | Mode | Pavameies

WPct 5430V 192168127254 oMz HiPetomance. FIFD Ena. 9600, Nona,
NPort 5430 V3 192168127254 COM17 [Gro..  HiPerdosmance. FIFD Ena 3600, None, E|
NPort 5430V3 152 168127.254 COM17 [Gro..  HrPerdormance, FIFD Ena 3600, Nane, £|
WPorS4H0V3 152168127254 COM17 (Gro  HiPertomance, FIFD Ena. 3600, None, §

v
P

7. Finally, click Yes to confirm.

Information X |

G Do you want to apply the changes?
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Changing Advanced Settings and Serial Parameters of the COM Group

1. Click any COM port in COM Group and right-click COM Settings to check the port specified on the

COM Grouping page as the signal port.

COM Port Settings X |

Fort Number:

1 Port{s) Selected. 15t port is Port 2

Senal ports:
IP Address Port | Read | Wite | Signal Status
2 7] E L
[isesaizz254 3 R Bl
T

IR 127,058 7 ™ 104

X oo |

2. Select the "Signal Status” controlled port and then right-click and select COM Settings.

T 1P Acdress Aeport

Discard Change
& Export COM Mapping
= Import COM Mapping

<

& NPort Administrator-COM Mapping [} b
|
Fle Function COM Mapping Yiew Help
£ £ = ©d [
Exkt Add  Remove Apply  Conligue
Function COM Mapping - 4 COM
= {38 NPot | Mo | Modsl | IP Address | IPAddiess2 | Port | COMPoit | Made | Parametss
Configurshon 1 NPoit 54303 192168127254 1 COM2 HiPaomancs, FIFD Ena. 9600, None, £
Morion 2 NPort 5470 3 192 168127254 2 COM17 (G HiPedomance. FIFD Ena 3600, None, £
Port Manikor HPor 54 S —— ; COM17 [Gio. | HrPeomance, FIFD Ena. | 5600, Hane,
COMMsgorg |4 NPt 54 22 Add Target 4 COM17 [Gro. HiPedomance, FIFD Ena 9600, Hone, £
& Remove Target

i

Message Log- 4 | Morior Log 0 |
| T

3. The Advanced Settings and Serial Parameters pages will be available for modification.

COM Port Settings X COM Port Settings X
Port Numbser: 1 Portiz) Selected. 13t port is Port 3 Port Number: 1 Portis) Selected. 13t port is Port 3
Basic Settings | Advanced Seltings || Serial P | COM Grouping| Basic Settings | Advanced Settings | Seiel Parameiers | COM Grouping |
F Ao Hi-Performance - Baud Rate
Pauit
FIFD Enable - ;
Data Biks
Network Timeout ,w (500-20000 ms) Stop Bits
[~ Fast fiush [ony flush local buffer) Flow Cantrol
[~ Abway Accept Open Requests
[ lgnote Tx Puige &
r | 58

| S OK | xcm‘

| & 0K | xcm‘
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Changing the Serial Port Specified as Signal Port for the COM Group
1. Select a serial port in the group and then right-click and select COM Settings.

& NPort Administrator-COM Mapping [} b
Ede Function COM Mapping Yiew Help
£ 2 2 ©d

=
Exkt Add  Remcve  Appl  Conligue

Function COM Mapping - 4 COM
= 8 NPt | Mo | Mol | 1P Addeass [ IPAddiess2 | Pon | COMPot | Mode
Configurshon 1 NPoit 54303 192168127254 1 COM2 HiiPaifoimancs, FIFO Ena
Morion 2 NPort 5470 3 192 168127 254 2 COM1T [Gro_ HiPerfomance. FIFD Ena
Foil Maritor 3 HPor 54 ————— ; 1 T F Pt O Ena
COMMagping | * NPt 54 22 Add Target COM17 [Gro. HrPedomance, FIFD Ena
§ IF Address Fepor & Remove Target
Enable
Disabie
-] tings
I 2ppty Change
Discard Change
& Expor COM Mapping
- Import COM Mapping -

<

Message Log- 4 | Morior Log 0 |
| T-

T=

2. Check the Grouping selected port(s) together checkbox.

COM Port Settings X ‘
Port Numbser: 1 Portiz) Selected. 13t port is Port 3

Basic Settings | Advanced Settings | Serial Parameters | COM Grouping |

COM Number  [COM17 [curen] (assigned) v
-

¥ Grouping selected port(s) together |

o 0K X Cancel
| | |

3. On COM Grouping page, you can specify one serial port whose signals will be considered by the COM
group and change the Read/Write status for each serial port.

COM Port Settings X |
Port Number: 1 Port(s) Selected. 1st poit is Port 3

Basic Settings | Advanced Settings | Serial Parameters COM Grouping

Senal ports:

IPAddress | Port | Read | Wiite | Signal Status |
192168127.254 2 v W "
182168127.254 3 VW I
132.168.127.254 4 VW r

0k | % cancel |
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IP Address Report

When the NPort is used in a dynamic IP environment, users must spend more time on IP management
tasks. NPort serial device servers help by periodically reporting their IP address to the IP location server, in

case, the dynamic IP has changed.
1. Configure the NPort with Dynamic IP settings (DHCP, BOOTP, or DHCP/BOOTP). Assign the remote Auto
IP report server’s IP address and UDP port.

Configuration X |
'“:'D’;:‘:‘“ Account Management | Configuration Pre-shared Key | System Log Settings | AutoWaming |
o e
S [(Basic || Newok | IPAddessRepot | Seisl | OperatingMode | AccessblelPs |
™ Modiy
MAC Address NPS430_4570
00:90E8 94DF 7F
Sedial Mumber B
4570 [(GMT) Greermich Mean Time: Dubln, Edinbagh, Lisbon, London |
[1212972022 -]
Firmweare Vesson | 256:26PM T
Wer 314 I
System Uptime I~ Modiy
0 days, 00h: 34m:08s F 7
i e
= =
r
[MD5/AES 128 =]
™ Modiy
G
[
ick the "Modiy" check bexto modily corliguralion [ ok | X comcel|

2. In Administrator function groups pane, select the IP Address Report, and click the Settings on
the toolbar or right-click to select Settings.

* MNPort Administrator-1IP Address Report

File Function [P Address Fepost View Help

i w b -
Exit Seltings Go

Function
=] E HPort Mo
Canfigueation

Monitor
B8 Port Monito
i, COM Mappng
4 IP dckers Report

IP Address Report - Stopped - Port:4002 - 0
| MAC Address | IF Addess | Count | Previous Time

| Model | Last Time

3. Configure the Local Listen Port to be the same as the NPort’s “Auto report to UDP port” setting.

X

IP Location Settings

4002

Local UDP Listen Port
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4. Click Go on the toolbar or right-click to receive the Auto IP address report from the NPort.

5 NPort Administrator- 1P Address Report |

File Funchion [P Address Flepot View Help

&

Ed  Sefings  Go
Al IP Address Report - Stopped - Port:4002 - 0
[ = (5 mPon [ No | Model | MACAddiess | IPAddess | Count | Previous Time | Last Time

Monitor
| B Port Monie
| (i, COM Mapping
5§ IP Adcvess Report

/  NOTE

You can simultaneously change the configurations of multiple NPort units that are of the same model. To
select multiple NPort units, hold down the Ctrl key when selecting additional NPort units, or hold down the
Shift key to select a group of NPort units.

Configuring by NPort Windows Driver Manager

NPort Windows Driver Manager is intended for use with NPort 5000 serial ports that are set to Real COM
mode. The software manages the installation of drivers that allow you to map unused COM ports on your PC
to serial ports on the NPort 5000. When the drivers are installed and configured, devices that are attached
to serial ports on the NPort 5000 will be treated as if they were attached to your PC’s own COM ports.

Please double-click on the NPort Windows Driver Manager icon when you download it from the Moxa
website to follow the installation steps to complete setup.

On Windows XP, the installer will display a message that the software has not passed Windows Logo testing.
This is shown:

InstgM——

2
{ | E The software you are instaling has not passed Windows Logo
L) testing to verify its compatibility with Windows XP. (Tell me why
this testing is importart.
|i Continuing your installation of thiz software may impair i

or d bilize the p of your sy

either immediately or in the future . Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

Continue Anyway | STOP Installation I
Cancel I

Click Continue Anyway to finish the installation.
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Using NPort Windows Driver Manager

Real COM Mode

After you install NPort Windows Driver Manager, you can set up the NPort 5000’s serial ports as remote

COM ports for your PC host. Make sure that the serial port(s) on your NPort 5000 are set to Real COM mode

when mapping COM ports with the NPort Windows Driver Manager.

Launch the NPort Windows Driver Manager
2. Click the Add icon

& NPort Windows Driver Manager

Fie COM Mapping Configuration View Help

i i
Est Add
Mo | COM Port | Address 1 | Addess 2

3. Click Rescan to search for NPort device servers. From the list that is generated, select the server to
which you will map COM ports, and then click OK. The default IPv4 address will be changed to the IPv6

address when Mapping IPv6 COM Port is checked.

T
Add MPort

* Select From List -
I Mapping IPvE COM Port Sexch Seecthl |  Cesst |
Ho | Madsl [ Maci [hddes: 1 — macz [Addess2
1 NPod 54303 DX0ESSADFIF 152168127254
|« >
T Input Manually

Fieal COM | Redundant COM | Reverss Real COM |

7 Hep | SOk | X cancel |

.
/  NOTE
Only the NPort 6000 models support IPV6.
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Alternatively, you can select Input Manually and then manually enter the NPort IP Address, 1st Data
Port, 1st Command Port, and Total Ports to which COM ports will be mapped. Click OK to proceed to the
next step. Note that the Add NPort page supports FQDN (Fully Qualified Domain Name), in which case
the IP address will be filled in automatically.

Add Mean x |
7 Select From List
r | !
| Mo_| Modsl [ mac [ Addeess 1 [ macz [ Address 2
| Fl1 NPt 54303 0OS0ESSADFTF 192168127254
<I »
 Input Manually
Fieal COM | Fledundant COM | Reverss Rieal COM |
First Mappeng Port
NPost IP Address [192169.127 269 Diafa Post |0

_—
I™ Enable Auic IF Fleport Command Port |56

TR TotelPots |1

_ 2w | oo ] _ocums |

COM ports and their mappings will appear in blue until they are activated. Activating the COM ports
saves the information in the host system registry and makes the COM port available for use. The host
computer will not use the COM port until the COM ports are activated. Click Yes to activate the COM
ports at this time or click No to activate the COM ports later.

& NPort Windows Driver Manager — O x

File COM Mapping Conhguiation Yiew Help

L | & & |B& B |

Evit Add Apply  Undo
No | COM Part | Address 1 [ Address 2
1 +COM1 192168127.254 9501966 [Portl)
2 +COMS 192168127.254  951:967 [Poet2)
3 +LOME 192168127254 952968 (Poetd)
4 +COMB 192168127.254 953969 ([Poetd)

| Information > |

0 Do you want to activate the COM Port now?

Total COM Port - 0

In Windows XP, a message is displayed during activation of each port, showing that the software has
not passed Windows Logo certification. Click Continue Anyway to proceed.

Hardware Installation

1 E The software you are instaling for this hardware:
.

NFart Communication Fort 1

has not passed Windows Logo testing to verify itz compatibility
with Windowes %P, (Ted me why this testing i important. |

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[ Confinue Anmsay ] [ STOR | nstall atian I
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A confirmation dialogue would show upon activation is success, and all ports that have been activated
will change to black.

| Information x

ICOM Port Configuration is applied successfully.
Remember to change NPort operation mode to Driver/Real COM Mode.

& NPort Windows Driver Manager

File COM Mapping Configuration View Help
i il @ [ A B i

Exit Add
No | COMPart | Address 1 | Address 2 |
1 COM1 192168.127 254 950:966 [Pasetl)
2 CoMs 192168127.254  951:967 [Port2)
3 COME 192168.127.254 952968 [Portd)
4 Comse 192168.127.254 953969 [Portd)

Total COM Port - 4

/  NOTE

The Redundant COM Mode and Reverse Real COM Mode are available for the NPort 6000 models only.

Configure the mapped COM ports

For Real COM Mode, to reconfigure the settings for a particular serial port on the NPort 5000, select the row
corresponding to the desired port and then click the Setting icon.

| & NPort Windows Driver Manager

- 0O x|
File COM Mapping Configuation Yiew Help
i il @& & 8 B | &
Exit Add  Remove Selling
NG_ECGMPD"—I_ COM Setting (Ctrl+C) Addess 2
192 1BH 127,258 ol U966 -
2 EOMS 132168127 254 1567 [Por2)
3 COME 192.168.127.254 F52968 (Port3)
4 COmM8 192168127 254 F53363 [Portd)
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On the Basic Setting window, use the COM Number drop-down list to select a COM number to be
assigned to the NPort 5000’s serial port that is being configured. When you have selected multiple ports,
you may select the Auto Enumerating COM Number for Selected Ports option to automatically assign
available COM numbers in sequence to selected serial ports. Note that ports that are “in use” will be labeled
accordingly.

COM Port Setting X

Post Numbes 1 Port{s) are Sebected
Basic Settings | Advanced Seltings | Senal Parameters | Security | IPvE Settings |

r

| COM Mumber |COM12 -
|
COM13
COM14
[ Enable CO| nu41s5
COM16
Index CoM17
CoMm18
COM19 v I

_ Pl

W oK ] XEm|

COM Splitting

The “COM Splitting” allows you to redirect data from the same serial port to several virtual COM ports on
your computer. Remember, you need to adjust Max Connection in your NPort. For example, if you split to
two COM ports, Max Connection needs to be adjusted to 2. Please refer to the Max Connection
introduction in the User Manual regarding configuration and number limitation.

1. Enabled COM Splitting

| COM Port Setting X

Port Numbes 1 Portfs) are Sebected

| Basic Settings | Advanced Seftings | Senal Parameters | Security | IPvE Settings |

|
| L

COM Number [COMS currert] (i use]

[ Enable COM Splitting

Indiex | COM Number

ok | X cancel |
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2. Add COM to select target COM ports for splitting; the COM port must be available.

Add Split COM X ‘
COM Number |COM30 ]
COMZ6 [in use ~

COM Port Setting X |

Post Mumber: 1 Portis] are Selected.

Basic Setings | Advanced Settings | Serial Parameters | Security | IPYE Setings |

r

COM Number | COM14 [cunent] [ uss]

¥ Enable COM Spitting

Index [ COM Number |
1 COM14
2 CoM27
3 COM28

Add COM

ztlehl

SOk | X cuneel |

3. After pressing OK, check if the COM ports you just selected are grouped together. Click Apply to save
the change.

& NPort Windows Driver Manager - m] X

| Fle COMMopping Conguation View Help
[ 1 ¢ @& A T w
Add

Exit Remove | “ooh i Sefting
No [ COMPot / | Address 1 | Address 2 |
1 COM1 192.168.127. 254 950:966 [Port1)
2 COMS 192168.127.254  951:967 (Port2)
3 COME 192168127.25¢ 952968 (Poet3)
4 COM8 192.168.127.254 953963 [Portd)
5 COM3 192168127101 950:966 (Poetl)
& comi2 192168127101 951.967 (Port2)
7 COM13 152168127101 952968 [Portd)
[ 511 ] | 1592 112710
] COM1S 192168127101 954970 (PoetS)
10 COM16 192168127101 955:971 [Portf)
n coM17 192168127101 956:972 (Post7)
12 COM1B 192168127101 957:973 [PoetB)
13 Com19 192188127102 950966 (Poet1)
14 COM20 192168127102 951:967 (Port2)
15 COM21 192168127102 952968 [Paetd)
16 CoM22 192168127102 953969 (Portd)
17 COM23 192188127102  954:970 (Port5)
18 CoM24 192168127102 955:971 [Poxt6)
19 COM25 192168127102  956:972 (Port?)
0 COM2E 1921688127102 957:973 (Portd)
Total COM Port - 20 A

NPort 5000 Series User Manual 152



4. Adjust Max Connection number in the NPort’s Operating Settings to match the unit’s number in the COM
Split Group

M OXA Total Solution for Industrial Device Networking

NPoit 5430 P 192 168 127 254
- NP5430_4570 = Serial NO. - 4570
Overview 2
Port1
Quick Setup
Basic Seltings Operation mode RealCOM o
Network Settings . " "
TCP alive check time i {0 - 99 min)
- Serial Settings E—
Max connection [1
- Operating Settings 1 1 i
Part 1 lgnore jammed IP 2 o Yes
Part 2 Allow driver control _4“|0 Yes
Part 3

Part 4

Data Packing

Accessible IP Seftings

Click the Advanced Setting tab to change Tx Mode, FIFO, and Flash Flush.

| COM Port Setting X |
|

|
Poet Murribes 1 Portfs) are Sebected

Basic Selfings  Advanced Settings | Serial Parameters | Securiy | IPVE Setings |

-
The FIFD settings wil overwite: the frmware

|
et
‘ e e——
|
|

FIFD Enable =]
Network Timeout |5000 ms (500 - 20000)

¥ Fast Flush [Flush Local Budfer Only)
W Auto Network Re-Connecton
| I~ Abvays Accept Open Requests
| r
| [~ Retum Enor If Network | Unavailable
| [~ lgnare TX Puige
| W Enable Auto IP Report

| MAC Address |0T90EBSADF7F
|
| 7 Hep
|
o OK ] xc.n,d|
Tx Mode

Hi-Performance is the default for Tx mode. After the driver sends data to the NPort 5000, the driver
immediately issues a “Tx Empty” response to the program. Under Classical mode, the driver will not send
the “Tx Empty” response until after confirmation is received from the NPort 5000’s serial port. This causes
lower throughput. Classical mode is recommended if you want to ensure that all data is sent out before
further processing.

FIFO

If FIFO is Disabled, the NPort 5000 will transmit one byte each time the Tx FIFO becomes empty, and an
Rx interrupt will be generated for each incoming byte. This will cause a faster response and lower
throughput.

Network Timeout

You can use this option to prevent blocking if the target NPort is unavailable.
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Fast Flush (only flushes the local buffer)

For some applications, the user’s program will use the Win32 “PurgeComm()” function before it reads or
writes data. After a program uses this PurgeComm() function, the NPort driver continues to query the
NPort’s firmware several times to make sure no data is queued in the NPort’s firmware buffer, rather than
just flushing the local buffer. This design is used to satisfy some special considerations. However, it may
take more time (about several hundred milliseconds) than a native COM1 because of the additional time
spent communicating across the Ethernet. Therefore, PurgeComm() works significantly faster with native
COM ports on the PC than with mapped COM ports on the NPort 5000. In order to accommodate other
applications that require a faster response time, the new NPort driver implements a new Fast Flush option.
By default, this function is enabled.

If you have disabled Fast Flush and find that COM ports mapped to the NPort 5000 perform markedly slower
than when using a native COM port, try to verify if “PurgeComm()” functions are used in your application. If
so, try enabling the Fast Flush function and see if there is a significant improvement in performance Auto.

Network Re-Connection

With this option enabled, the driver will repeatedly attempt to re-establish the TCP connection if the NPort
5000 does not respond to background “check-alive” packets.

Always Accept Open Requests

When the driver cannot establish a connection with the NPort, the user’s software can still open the mapped
COM port, just like an onboard COM port.

4. Try Establish Connection

4 Host

~1. Crash or networ
_ is broken

&
Real COM Mode m

| 3. Open COM Port OK -

Return error if network is unavailable

If this option is disabled, the driver will not return any errors even when a connection cannot be established
to the NPort 5000. With this option enabled, calling the Win32 Comm function will cause the error return
code "STATUS_NETWORK_UNREACHABLE"” when a connection cannot be established to the NPort 5000. This
usually means that your host’s network connection is down, perhaps because of a cable being disconnected.
However, if you can reach other network devices, maybe the NPort 5000 is not powered on or is
disconnected. Note that Auto Network Re-Connection must be enabled to use this function.

Drop Writing Data If Network Connection Lost

When enabled, the NPort driver will drop the writing data if the network connection between Windows and
NPort device is lost. In other words, the writing data will not be sent out after the network reconnects.

Ignore TX Purge

Applications can use the Win32 API PurgeComm to clear the output buffer. Outstanding overlapping write
operations will be terminated. Select the Ignore TX Purge checkbox to ignore the effect on output data.

/  NOTE

Starting Windows Driver Manager v1.19 supports MOXA OnCell series; the Enable Auto IP Report
function in the Advance setting only supports OnCell products.
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The Serial Parameters window in the following figure shows the default settings when the NPort 5000 is
powered on. However, the program can redefine the serial parameters to different values after the program
opens the port via Win 32 API.

COM Port Setting >

Poet Murbes 1 Porlfs) are Sebected

Basic Sellings | Advanced Seftings  Senal Patameters | Security | IPVE Settings |

-

These options will be saved on registry and used on hew apphcabions
such as senal panter divver. In general cases you can ignore these
settngs. T .. e
BawdRae (TN <]
Party |Mone -
Data Bits 8 -
Stop Bits |1 v
Flow Conitrol [Mane -
7 Hep

Ok | X cancel |

Security (NPort 6000 models)

Enable Data Encryption
Enable the SSL encryption for data transmission of the COM port. In Redundant COM mode, the security
function is not supported.

¢ Enable Certification Authentication:
"Enable Certification Authentication" is a security enhancement that provides you a mechanism to check
if the Certificate Authority (CA) has certified an imported certificate.
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Keep Connection

If your COM port, with data encryption enabled, will be opened/closed frequently and the NPort is used by
only one host, it is recommended to enable this option for quicker operations. A COM port with encryption
enabled will take a short time(300~500ms) while opening because of SSL protocol. By enabling these
options, the COM port connection (SSL) will always be kept connected. Here, opening/closing the COM port
will be quicker. In Reverse RealCOM mode, the "Keep Connection" is not supported.

| COM Port Setting

Post Humber 1 Portis] are Sebected
Basic Seftings | Advanced Settings | Senal Parameters Security IPvE Settings

Certificate |nformaton

MNa | File Name Istss by Expired date

I peat Delete

[¥ Enable Data Encrypbon
v [Enable Certficate Authentication
Keep Connechion
In Redundant COM mode, the secusily function is not supported

In Rieverse Real COM mode, "¥eep Connection” i not supported

? Heo |

W 0K x Cancel

IPv6 Settings (NPort 6000 models)
Interface Index

The Interface Index is for Link-Local address mapping only. Ignore the setting if the mapping address is not
a Link-Local(e.g., fe80: 0/64) one. If the COM port is mapped with a link local address, the interface index
must be assigned for routing issues. This setting is used to tell the windows system which interface the data
should be routed to.

/  NOTE

Security and IPv6 Settings are supporting NPort 6000 models only.

Command Line Installation/Removal

For NPort Windows Driver Manager v1.19 and above, it comes with command line script tool — npcli.exe for
installation, removal of the driver and capability of configuring NPort driver functions.

After successfully installing NPort Windows Driver Manager v1.19 (or above), the default file path is
C:\Program Files\NPortDrvManager as shown below. The main files that support the NPort command
line tool are npcli.exe and GIdMap.dat. You may move these two files to your preferred location.

Once NPort Windows Driver Manager v1.19 (or later) is installed, call out cmd screen on your computer.
Change the directory to the location where these two files are installed.

BN C\Windowshsystem32iomd.exe - = | B S

Microsoft '.-!inclus [Version 6h.1.76811
Copyright <c?» 200? Microsoft Corporation. All rights reserved.

C:sUsersstsred C:Program Filess\NFortDruManager
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Type npcli /? to get detailed information of what command lines are supported and the function
descriptions.

-

T ~
BER C\Windows\system32\cmd.exe - ﬂl&]

Microsoft Hindgus [Uersion 6.1.76811
Copyright {c?> 288? Microsoft Corporation. All rights reserved.

C:~Usersstsed C:wProgram FilessMPortDruManager

C:“Program Files“NPortDrvManagerinpcli ~7

The usage instructions will show up as below for user’s reference:

NPort Command Line Interface allows user to manage Real COM port in command
mode.
It offers these features.
- Install, remove, or upgrade NPort Driver Manager without entering user
interface.
- Assign or manage Real COM port with serial parameters.
- Search NPorts and change some network configurations.

1. NPort Driver Manager installation and management
User may copy npcli.exe to a repository to use following commands.

Usage: npcli /driver [[/install | /upgrade] PATH NAME] | [/uninstall]

Parameters are described below:

/driver This command is related to driver.
/install Install specified driver to host.
/uninstall Uninstall current installed driver from host.
/upgrade Upgrade specified driver without modify the mapped ports.
PATH NAME Specify the installer file of NPort Driver Manager to install

or upgrade.

Examples:
Install a specified NPort Driver Manager.
>npcli /driver /install
D:\Users\drvmgr_ setup Verl.19.0 Build 15122492.exe

Remove NPort Driver Manager from system.
>npcli /driver /uninstall

2. Real COM port management

These features require the NPort Driver Manager installed. User may change
the port
settings without using NPort Driver Manager utility.

Usage:
- npcli /driver /add IP_ADDR /port PORT NO /com COM NO [/txmode [hiperf |
classicall]] [/fifo [enable | disable]] [/flush [fast | normal]l]
- npcli /driver /remove /com [COM NO | alll
- npcli /driver /list
- npcli /driver /set /com [COM NO] /ip [IP_ADDR]
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Parameters are described below:

/driver This command is related to driver.
/add Add a RealCOM with a valid IP address (IP_ADDR).
/port Specify the the NPort port number (PORT NO) to add.
/com Specify the COM number to add/set or remove (COM_NO).
/txmode Set the TX mode as hi-performance (hiperf) or classical. The
default is hiperf.
/fifo Set the FIFO as enable or disable. The default is enable.
/flush Set to enable fast flush(fast) or disable fast flush (normal).
The default is fast.
/remove Remove specified COM number (COM NO) or all RealCOM ports.
/list Show the current Real COM ports
/set Change the parameter of specified (COM_NO)
/ip Specify the IP address (IP_ADDR) to change.
Examples:

Create a Real COM port COM3 for Portl of NPort(192.168.127.254).
>npcli /driver /add 192.168.127.254 /port 1 /com 3

Create a Real COM port COM4 on the same NPort with FIFO disable.
>npcli /driver /add 192.168.127.254 /port 2 /com 4 /fifo disable

List current Real COM ports

>npcli /driver /list

COoM3 192.168.127.254 950 966 Portl
COM4 192.168.127.254 951 967 Port2

Change IP address to 192.168.0.112 for Read COM port COM4
>npcli /driver /set /com 4 /ip 192.168.0.112

Remove COM3 from system
>npcli /driver /remove /com 3

Remove all COM ports from system
>npcli /driver /remove /com all

3. NPort device configuration
User may copy npcli.exe and GIdMap.dat together to a repository to use
following
commands .

Usage:
- npcli /devicd /search
- npcli /device /set ID /network [/ip IP ADDR] [/mask SUBNET]
[/gateway IP ADDR] [/username NAME] [/password CIPHER]
- npcli /device /apply ID [/username NAME] [/password CIPHER]

Parameters are described below:

/device This command is related to NPort.
/search Search the NPort and store the list to the memory.
/set Specify the ID to set. Users must specify one of the searched
NPorts for further operations. The default is 1.
/port Specify the the NPort port number (PORT NO) to set.
/username Specify the login username (NAME) if the NPort has one.
/password Specify the password (CIPHER) if the NPort has one.
/network Set to change the network settings.
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/ip Change the IP address (IP_ADDR) of NPort.

/mask Change the subnet mask (SUBNET) of NPort.

/gateway Change the IP address (IP _ADDR) of gateway.

/apply Specify the ID to save changes and restart the NPort.
Examples:

Search NPorts in LAN. Following example shows 2 NPorts are found. The
first
column is unique IDs which will be used for other commands.
>npcli /device /search
1 192.168.0.112 0090e84843e3 NPort 6650-32
2 192.168.0.162 0090e8f673el NPort 6610-16

Change the IP of NPort 6610-16 from 192.168.0.162 to 192.168.0.188. For
some

NPorts the username and password is required to access the configuration.
>npcli /device /set 2 /network /ip 192.168.0.188 /username admin
/password moxa

Apply above setting to that NPort.
>npcli /device /apply 2 /username admin /password moxa

Note:
Npcli.exe requires an administrator privilege to change device settings.
It support only IPv4 and it must be run under Windows XP and later versions.

Port Sniffer Wizard

A port sniffer is a utility that monitors and captures all serial ports activity on a system. It has advanced
filtering and search capabilities that make it a powerful tool for exploring the way Windows works, seeing
how applications use ports, or tracking down problems in system or application configurations.

How to Use a Port Sniffer

Click Port Sniffer Wizard in the drop-down menu under Help.

& NPort Windows Driver Manager e | *
File COM Mapping Configuration Yiew | Help
n ak T 9 Online Help
e |
No | COM Pt About | Address 2 |
1 coM11 TOZTEET27 258 9501966 (Potl)
2 cOoM12 192.168.127.254 951:967 [Port2)

[Total COM Port - 2
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Task Page
Select the task you need and click Next:

e Capture serial data logs
e  Monitor runtime serial data (for developers)
e Display existing settings
¢ Delete existing settings

Moxa Port Sniffer X

Select your task

@ Capture serial data logs
() Monitor runtime serial data (for developers)
O Display existing settings

O Delete existing settings

Click Next, select COM ports to capture serial logs.

< Back Cancel

Capture Serial Data Logs

If errors occur, you can capture serial data logs from specific ports and send them back to Moxa. We can
help you check the problems. Select this function to export log files.

/7 NOTE

Enable capture serial data logs function may cause slight latency.
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Step 1: COM port setting
> Select one or more COM ports to capture.
» Turn on the function you need.

O Display IRP direction
IRP will inform users whether the error occurs when issuing a command or returning a

response.

O Hide sensitive data
The system will hide the data, so that you don’t need to worry about data leakage. This is

specifically used for sensitive data.

Port Sniffer

Select COM ports to capture

COM Number
[1coms Display IRP direction
E Egm? Log to file
E COM8 Hide sensitive data
COM11
comM12
Refresh

Click Next, set the parameters of logging files.

Click Back, return to the task page.

< Back Cancel

Step 2: Set the parameters of logging files

> Enabled log service.

/  NOTE

Disable the log service will not capture the serial data.

» Choose the location of log files.
» Set the max. number of log files and max. file size (MB).

Port Sniffer X

Set the attribute of logging file

Log Service : ENABLED ~

Location of log files : |~ | C: \mxportsf

Max. number of log files :

Max. file size (MB) :

Click Finish, Sniffer will start/stop to log serial data in the background.

Click Back, return to check the COM port settings.

< Back Cancel

» Click finish and check log files at the locations you set.
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Monitor Runtime Serial Data (for developers)

In comparison with the “Capture serial data logs” function, the “Monitor runtime serial data” function

presents the status in real-time.

/7 NOTE

Usually used by developers or serial driver programmers to troubleshoot.

/7 NOTE

You need to download some debug tools like "DebugView" from a third party to view the real-time status.

Step 3: COM port setting

» Select one or more COM ports to monitor the serial log in runtime.

» Turn on the function you need.

O Display IRP direction

IRP will inform users whether an error occurs when issuing a command or returning a response.

O Log to file

Export log files at the same time.

/  NOTE

Export log files at the same time will cause latency.

O Hide sensitive data

The system will hide the data. This is specifically used for sensitive data.

Port Sniffer

Select COM ports to capture

COM Number
[ Jcoms
Jcome
[Jcomz

[ Jcoms
Ccomit
comM12

Click Back, return to the task page.

Display IRP direction

Log to file

Hide sensitive data

Refresh

Click Next, set the parameters of logging files.

< Back Cancel

X
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Step 4: Set the parameters for logging files

7

NOTE

Skip step 2 if you disable Log to file function.

> Enable log service.
» Choose the location of log files.
» Set the max. number of log files and makx. file size (MB).

X

Port Sniffer
Set the attribute of logging file
Log Service : ENABLED M

Location of log files : oG \mixportsf

Max. number of log files :
Max. file size (MB) :

Click Finish, Sniffer will start/stop to log serial data in the background.

Click Back, return to check the COM port settings.

< Back Cancel
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Step 5: Set the environment settings.

> Enable the Debug Print Filter to dump messages from the kernel. The setting will take effect after
the system restarts.

/  NOTE

Disable the Debug Print Filter will not output the serial data in the monitor.

/  NOTE

You can see the runtime serial data from the debug output monitor.

Port Sniffer X

Environment settings
Sniffer Service : EMABLED
Debug Print Filter ; | ENABLED v |

DISABLED
Nte ETCT—

In Windows Vista or later versions, you must enable the Debug Print
Filter to dump messages from kernel. This setting will take effect after
System restart.

Then, you can see the run-time serial data from the debug output
monitor, like DebugWView.

{DebugView Is an application distributed by Sysinternals @)

Click Finish, Sniffer will enable the service and apply the filter. Then, the sniffer
will output serial data to the debug monitor.

Click Back, return to check the COM port settings.

< Back Cancel

» Click Finish and open "DebugView" to Monitor runtime serial data.

v Cplicra Tormeul
R - B E I A Y

L.
L.
Li.
K Li.
o L. CNIRITTIOC Rel SN R
I L.
" L.
[ (B
1= (B
4 L. EXRE B BT oY
12 Li.
Ir, Li.
I L.
13 L.
I L.
N (B R R ATy
L.
Li.
Li.
Li.
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Display existing settings
Step 1: Click Display existing settings to view the current setting.

Maoxa Port Sniffer X

Select your task

tl Capture serial data logs

:; Monitor runtime serial data (for developers)

(") Delete existing settings

Click Next, view the current settings

< Hack Next > Cancel
Step 2: Check the COM port settings.
Port Sniffer X
Select COM ports to capture
COM Numb
CONI'IJ;HZ e Display IRP direction
[ JLogtofile
Hide sensitive data
Refresh

Click Next, check the parameters of logging files.

Click Back, return to the task page.

< Back Cancel
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Step 3: Check the parameters of logging files.

Port Sniffer
Set the attribute of logging file
LogService: (ENABLED | v

Location of log files : |~ C: \mxportsf

Mazx. number of log files :
Max. file size (MB) :

Click Next, check the environment settings.

Click Back, return to check the COM port settings.

< Back Cancel

Step 4: Check the environment settings.

Port Sniffer

Environment settings

Sniffer Service : ENABLED

v

Debug Print Filter ;: | ENABLED

Note:

In Windows Vista or later versions, you must enable the Debug Print
Filter to dump messages from kernel. This setting will take effect after

system restart.

Then, you can see the run-time serial data from the debug output
monitor, like DebugView.

(DebugView is an application distributed by Sysinternals ®)

Click Finish, finish Port Sniffer settings.

Click Back, return to check the COM port settings.

< Back Cancel

Step 5: Click Finish to finish the port sniffer settings.

NPort 5000 Series User Manual 166



Delete existing settings
Step 1: Select Delete existing settings.

Moxa Port Sniffer X

Select your task

() Capture serial data logs
(") Monitor runtime serial data (for developers)
O Display existing settings

@ Delete existing settings

Click Finish, delete all COM ports to capture or monitor.

< Back Cancel

Step 2: Click Finish to delete existing settings.
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8. Installing Linux Real TTY Driver

Basic Procedures

To map an NPort 5000 serial port to a Linux host’s tty port, follow these instructions:

1. Set up the NPort 5000. After verifying that the IP configuration works and you can access the NPort
5000 (by using ping, telnet, etc.), configure the desired serial port on the NPort 5000 to Real COM
mode.

Install the Linux Real tty driver files on the host
Map the NPort serial port to the host’s tty port

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware installation.
Note that the default IP address for the NPort 5000 is 192.168.127.254.

/  NOTE

After installing the hardware, you must configure the operating mode of the serial port on your NPort 5000
to Real COM mode.

Installing Linux Real TTY Driver Files

/7 NOTE

The newest information, please refer to readme.txt on Linux Real TTY Driver

1. Obtain the driver file from Moxa’s website, at http://www.moxa.com. You may find it in the Resource
section under your product page.

Log in to the console as a superuser (root).

Execute cd / to go to the root directory.

Copy the driver file npreal2xx.tgz to the / directory.

Execute tar xvfz npreal2xx.tgz to extract all files into the system.

o u ok wN

Execute /tmp/moxa/mxinst.

For RedHat AS/ES/WS and Fedora Corel, append an extra argument as follows:

# /tmp/moxa/mxinst SP1

The shell script will install the driver files automatically.

7. After installing the driver, you will be able to see several files in the /usr/lib/npreal2/driver folder:

mxaddsvr (Add Server, mapping tty port)
mxdelsvr (Delete Server, unmapping tty port)
mxloadsvr (Reload Server)

mxmknod (Create device node/tty port)
mxrmnod (Remove device node/tty port)
mxuninst (Remove tty port and driver files)

VVVYVVYV

At this point, you will be ready to map the NPort serial port to the system tty port.

NPort 5000 Series User Manual 168




Mapping TTY Ports

Make sure that you set the operation mode of the desired NPort 5000 serial port to Real COM mode. After
logging in as a super user, enter the directory /usr/lib/npreal2/driver and then execute mxaddsvr to map
the target NPort serial port to the host tty ports. The syntax of mxaddsvr is as follows:

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port])
The mxaddsvr command performs the following actions:

Modifies npreal2d.cf.
Creates tty ports in directory /dev with major & minor number configured in npreal2d.cf.
3. Restarts the driver.

Mapping tty ports automatically

To map tty ports automatically, you may execute mxaddsvr with just the IP address and the number of
ports, as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 950 to 965 and
command ports from 966 to 981.

Mapping tty ports manually

To map tty ports manually, you may execute mxaddsvr and manually specify the data and command ports,
as in the following example:

# cd /usr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 tty ports will be added, all with IP 192.168.3.4, with data ports from 4001 to 4016 and
command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory /usr/lib/npreal2/driver and then execute mxdelsvr to delete a
server. The syntax of mxdelsvr is:

mxdelsvr [IP Address]
Example:

# cd /usr/lib/npreal2/driver
# ./mxdelsvr 192.168.3.4

The following actions are performed when executing mxdelsvr:

1. Modify npreal2d.cf.
2. Remove the relevant tty ports in directory /dev.
3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers and total
ports on the screen. You will need to choose a server from the list for deletion.
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Removing Linux Driver Files

A utility is included that will remove all driver files, mapped tty ports, and unload the driver. To do this, you
only need to enter the directory /usr/lib/npreal2/driver, then execute mxuninst to uninstall the driver. This
program will perform the following actions:

1.

2
3.
4

Unload the driver.

Delete all files and directories in /usr/lib/npreal2
Delete directory /usr/lib/npreal2

Modify the system initializing script file.
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9. Installing Linux Arm Driver

Introduction

This section is intended for programmers who are porting the NPort Real TTY driver to a specified Arm-
based platform. The following knowledge is recommended before reading the instructions in this guide.

e Linux kernel programming

e Arm platform compiler

e The Yocto Project documentation
e Moxa UC-Series Manual

e Raspberry Pi Manual

Instructions in this section use examples of porting on the Moxa UC-Series Arm platform and Raspberry Pi.
You can apply the experience of porting Real TTY driver to other platforms.

The Real TTY driver fully supports all modern-day Linux distributions running on x86 environments, and the
driver core is also compatible with the Arm platform. This document will guide you on how to port the Real
TTY driver core.

However, some platform-dependent services, such as installer, are not available. You may refer to the
platform’s documentation to fulfill the requirements.

Porting to the Moxa UC-Series—Arm-based
Computer

Build binaries on a general Arm platform

If your platform is powerful and comprises the necessary development tools, the driver can be built on the
platform directly. You can refer to README.TXT of Real TTY Driver to understand the requirement.

The step of building this driver in an Arm environment is the same as in x86 and x64 environments.

# ./mxinst
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Cross-compiler and the Real TTY driver

7

NOTE

To cross-compile on a x86 or x64 Linux host, the target ARM environment's kernel source package and
cross compiler toolchain must be installed first.

After installing and configuring the kernel source package and toolchain, you need to compile all of the
source code with the kernel source package and toolchain.

In this example, we install the cross-compiler for the Moxa UC-Series ARM-based computer. You can refer to

the product's manual for further detail.

1. Download the cross-compiler toolchain and the kernel source package webpage under the product page.
$ git clone https://github.com/Moxa-Linux/am335x-1linux-4.4

2. Download the toolchain from the product's webpage. The toolchain, which is used by the UC Series, is
arm-linux-gnueabihf. It is a script that will install the related packages. Execute the script and follow
the steps to install the Linux cross-compiler tools. You will need the root privilege to install the toolchain
and the kernel source.

# sh arm-linux-gnueabihf 6.3 Build amdé4 <build date>.sh

If the script shows the notification message: "Please export these environment variables before using
toolchain", enter the following script command:

# export PATH=$PATH:/usr/local/arm-linux-gnueabihf-6.3/usr/bin

3. The kernel source, which is used by the UC Series, is am335x-linux-4.4. You need to configure these
files before cross-compiling.

Move the kernel source to /moxa/kernel and configure the kernel source.

# mv am335x-linuc-4.4 /moxa/kernel

# cd /moxa/kernel

# make uc3100 defconfig < Replace the UC 3100 with the UC Series that is being used.
# make modules prepare

After the abovementioned steps, please follow the processes as set out in Section “Moxa cross-compiling
interactive script,” and Section “Manually build the Real TTY driver with a cross-compiler,” to cross-compile
Moxa's driver for the UC-Series platforms.

The NPort Real TTY driver, which includes the driver module, service daemons, and tools, needs to be
compiled. The files are listed as follows:

e npreal2.ko: Real TTY kernel extension

e npreal2d: Daemon of Real COM communication

e npreal2d_redund: Daemon of Redundant COM mode only for the NPort CN2500/CN2600 Series.
¢ mxloadsvr: Daemons reloading tool.

e mxaddsvr: Port-mapping tool.

e mxdelsvr: Port-unmapping tool.

e mxsetsec: Secure mode setting tool.

¢ mxcfmat: Internal-use only tool.

e mxmknod: Internal-use only tool.

e mxrmnod: Internal-use only tool.

e npreal2d.cf: Configuration template.

If it is preferred to build these binaries with automatic script, please refer to the section “Moxa cross-

compiling interactive script.” If you find the build script troublesome, or you prefer to build these binaries
manually, please refer to the section “Manually build the Real TTY driver with a cross-compiler.”

If you have generated the necessary binaries, please refer to Section “Deploy cross-compiled binary to
target” to deploy to the target platform.
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Moxa cross-compiling interactive script

To simplify the processes above, Moxa has provided an interactive script, "mxcc", to cross-compile these
drivers. You may execute ./mxcc in the Real TTY driver source directory to cross-compile the MOXA driver.

The steps are as follows:

# ./mxcc

Enter target device architecture (ARCH) [arm]:

Enter cross-compiler (CROSS COMPILE) [arm-linux-gnueabihf-]:

Enter target device kernel source directory [/moxa/kernel/]:

If you wish to use secure communication with the NPort 6000 Series device, choose
[Y] to enable the SSL function.

Note: This function supports Real COM with secure mode in the NPort 6000 Series
only.

Do you want to enable secure mode? [Y/N]: N

The polling mode allows you to open the tty port as nonblocking even if the NPort
is not connected.

Do you want to set the driver to polling mode? [Y/N]: N

AR AR A AR AR A AR A AR AR A A A A AR AR A A A A A A AR AR A AR A AR AR A AR A AR AR A ARk A A A A A Ak Ak Kk kK

MOXA NPort Server Real TTY Driver Series driver cross-compiling finished.

When cross compiling is successful, the driver is outputted to output folder.
hhkkhkkhkhkhkhkhhkhhkhhkhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkkhkhkhk K k%

The binaries will now be generated and placed in the output directory under the source code folder.

Manually build the Real TTY driver with a cross-compiler

To cross-compile npreal2 driver, users can find "Makefile" in the driver
source folder, then run it.

# make -C KDIR=<KERNEL SOURCE> M=<DRIVER SOURCE> ARCH=<ARCH>
CROSS COMPILE=<CROSS COMPILE> KVER MAJOR=<KERNEL MAJOR>
KVER MINOR=<KERNEL MINOR> modules

<KERNEL_SOURCE>: The directory of target kernel source.
<DRIVER_SOURCE>: The directory of the Real TTY driver source.
<ARCH>: The target Arm environment device's CPU architecture. For example, arm, arm64.

<CROSS_COMPILE>: The cross-compile toolchain path. If the toolchain is arm-linux-gnueabihf, and the
path of toolchain exists in your PATH environment variable, please enter "arm-linux-gnueabihf-" here.

<KERNEL_MAIJOR>: The target Arm system kernel source's kernel major version. You can use the command
"make kernelversion" to get the kernel source's major version.

For example:

# make kernelversion
4.4.0

|

+--- kernel major version

<KERNEL_MINOR>: The target Arm system kernel source's kernel minor version. You can use the command
"make kernelversion" to get the kernel source's minor version.

For example:
$ make kernelversion
4.4.0

+--- kernel minor version
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The “make” command would be similar to the following example:

# make -C KDIR=/moxa/kernel M=/home/user/moxa/source ARCH=arm CROSS COMPILE=arm-
linux-gnueabihf- KVER MAJOR=4 KVER MINOR=4 modules

After using the "make" command to cross-compile the drivers, the driver file "npreal2.ko" can be found in
the source code directory.

To cross-compile the daemons and tools, please find "Makefile" in the driver
source folder, then run it.

# make <TARGET> CROSS COMPILE=<CROSS COMPILE> CC=<C_COMPILE> CFLAGS=<C_ FLAGS>
<TARGET>: Set one of npreal2d, preal2d_redund, and tools.

<CROSS_COMPILE>: The cross-compile toolchain path. If the toolchain is “arm-linux-gnueabihf”, and the
path of toolchain exists in your PATH environment variable, please enter "arm-linux-gnueabihf-" here.

<C_COMPILE>: The C compiler offered by the cross-compiler toolchain. It is "gcc" if the toolchain is "arm-
linux-gnueabihf-".

<C_FLAGS>: Please specify the preprocessor definitions of Real TTY driver here.

/  NOTE

"-DNO_INIT" must be included or else the cross-compiler may return error messages.

Please see the definitions:

e "-DNO_INIT": Disable the startup service.
e "-DOFFLINE_POLLING": Allow tty not to be blocked if the NPort is offline.

e.g.: To build TARGET=npreal2d with a polling feature, please use the following command:

# make npreal2d CROSS COMPILE="arm-linux-gnueabihf-" CC=gcc CFLAGS="-DNO INIT -
DOFFLINE POLLING"

After using the "make" command to cross compile the daemons and tools, the binaries can be found in the
source code directory.

(Optional) Build a secure mode connection to the NPort 6000 Series

When it is required to use a secure mode connection to the NPort 6000 Series, the npreal2d daemon should
be built manually because it needs an extra OpenSSL library. This section introduces the secure mode
npreal2d building besides the OpenSSL library demonstration. OpenSSL is maintained by www.openssl.org.

Most of the Linux distributions have package management tools, such as apt-get or yum, which help you
install OpenSSL library and development tools. In an Arm platform, it has to be built from the source code.
You may refer to OpenSSL's user guide to generate the library first. The instructions may vary amongst
different OpenSSL versions, cross-compilers, or building hosts.

The demonstration here illustrates the process that Moxa has built for the library for Real TTY driver and for
the Moxa's lab testing.

1. Create the folders below for OpenSSL products:
cd ~

mkdir openssl-lib

cd openssl-1ib

mkdir openssl-arm

mkdir ssl-arm

2. Check out the OpenSSL source code. We used a stable branch named OpenSSL-fips-2_0_9. The
command below will download the OpenSSL-fips-2_0_9 source code in the openssl folder.

Uy 0 Uy Uy

$ git clone https://github.com/openssl/openssl.git -b OpenSSL-fips-2_0_9
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3. The OpenSSL needs to be configured before executing the “make” command.

/7 NOTE

The <openssl-arm> and <ssl-arm> are the folders that were created in the previous instruction. The
cross-compiler toolchain "arm-linux-gnueabihf-" is used for the Moxa UC-serial computer.

$ cd openssl
$ setarch 1386 ./config no-asm no-shared enable-ssl3 enable-ssl3-method
enable-tlsl 3 --prefix=<openssl-arm> --openssldir=<ssl-arm> --cross-compile-
prefix=arm-linux-gnueabihf-

4. Next, make and install the OpenSSL.:
$ make
$ make install sw

Finally, the headers and libraries will be constructed in the following hierarchy:

openssl-arm
F—— bin
F——include
—1lib
—— engines
f—— libcrypto.a
—— libssl.a

—— pkgconfig
The following command is to build npreal2d with secure mode:

$ arm-linux-gnueabihf-gcc -c ${CFLAGS} -DNO_INIT -DSSL ON -DOPENSSL NO KRB5
npreal2d.c -I/home/user/openssl-lib/openssl-arm/include

If polling mode is preferred, change “${CFLAGS}"” to “-DOFFLINE_POLLING".

$ arm-linux-gnueabihf-gcc npreal2d.o -o npreal2d -1ssl -lcrypto -1dl -lpthread -
L/home/user/openssl-lib/openssl-arm/1lib/ -I/home/user/openssl-lib/openssl-
arm/include

The npreal2d binary will be generated.

/  NOTE

Only the npreal2d requires OpenSSL library; other binaries should follow the section “"Manually build the
Real TTY driver with a cross-compiler”.

/  NOTE

The secure mode is supported only if the NPort 6000 enables it. Please refer to the NPort 6000 Series User
Manual to configure secure mode in the NPort 6000.
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Deploy cross-compiled binary to target

You should find the following binaries under the output or source code directory:

npreal2.ko
npreal2d
npreal2d_redund
mxloadsvr
mxaddsvr
mxdelsvr

mxsetsec
A few necessary tools are available in the source code directory:

mxcfmat
mxmknod
mxrmnod

npreal2d.cf
Follow the steps below to deploy to the target Arm platform.

1. Copy the npreal2.ko to the path /lib/modules/’ uname -r' /kernel/drivers/char on the Arm platform.
Create a folder /usr/lib/npreal2/driver. Copy all the above files to that folder, except npreal2.ko.
Boot into the Arm platform and load the driver.

# modprobe npreal?

4. Change the directory to “/usr/lib/npreal2/driver” and run “mxaddsvr, mxdelsvr, or mxsetsec”, the same
as running them on x86 Linux.

5. The module can be unloaded by the following command:

# modprobe -r npreal?2

Porting to Raspberry Pi OS

Raspberry Pi OS images are prebuilt by www.raspberrypi.org. You can install the image and start up the
system. The process to build the Real TTY driver is the same as with x86 Linux. Please refer to README.txt
to check the system requirements.

You may use the rpi-source to install the kernel source packages for a more convenient option. Please refer
to the official website https://github.com/notro/rpi-source/wiki for more information.

rpi-source is a third-party package offering an integrated kernel resource for building a driver. The Real TTY
is tested with this package to see if it works well. However, the requirements may vary for different
Raspberry Pi OS versions. Please read the manual of the rpi-source to understand the know-how and the
limitations.
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Porting to the Yocto Project on Raspberry Pi

Prerequisite

You are expected to be familiar with the Yocto Project. Please refer to https://docs.yoctoproject.org for the
Yocto Project documentation for further understanding. Also, it is encouraged to follow the procedures in
this guide unless you have sufficient knowledge about the Real TTY driver, the Yocto Project, and Raspberry
Pi.

The dunfell branch (3.1.9) is referred to throughout in this section. Please base it on this version before
reading the instructions in the Yocto Project documentation. You are required to build the Yocto image
successfully with the "Yocto Project Quick Build" document.

In the Yocto Project, you can select the platform you want to build. This guide installs Raspberry Pi BSP
Layer as a demonstration in the following steps:

1. Suppose the YoctoProject is installed in the /home/user/poky folder. Checkout the source code of the
Raspberry Pi BSP Layer.
$ cd /home/user/poky

$ git clone https://git.yoctoproject.org/cgit/cgit.cgi/meta-raspberrypi -b
dunfell

2. A meta-raspberrypi folder will be checked out now. Use the following instructions to set up Raspberry Pi
BSP:

$ source oe-init-build-env
3. Use a text editor to add the following content to the configuration file './conf/local.conf".
Add the type 'rpi-sdimg' optionally if SD card is preferred
IMAGE_FSTYPES="tar.bz2 ext3 rpi-sdimg"
5. Change the machine name of your target
# Use raspberrypi2 for Pi 2 board
# Use raspberrypi3 for Pi 3 board
Use raspberrypi3-64 for 64-bit Pi 3 board
MACHINE ?= "raspberrypi3"
Use the text editor to add the following content to the configuration file './conf/bblayers.conf'
Add this line '/home/user/poky/meta-raspberrypi' to BBLAYERS
BBLAYERS ?= "\
/home/user/poky/meta \
/home/user/poky/meta-poky \
/home/user/poky/meta-yocto-bsp \
/home/user/poky/meta-raspberrypi \
8. Build the target core-image-base by following this command and the Raspberry Pi image will be
generated:

$ bitbake core-image-base

Once the above image runs on Raspberry Pi, go to the next section.

NPort 5000 Series User Manual 177



Create a Moxa Layer for the Yocto Project

Introduction

Moxa RealTTY driver is packaged as a layer for Yocto. You can add or remove the driver by modifying the
BBLAYERS attribute in the bblayers.conf file.

The following sections describe how to create the meta-moxa layer for the dunfell branch (3.1.9). Note that
the process may vary if your target uses a different branch. Please refer to Yocto's manual for complete
information.

An example is also available in the examples folder in the RealTTY driver.

You may follow the subsequent procedures to create the same meta-moxa layer.

Create an empty Moxa Layer
Use the following commands to create an empty layer, named meta-moxa.

1. Start the environment first. Suppose the project is installed in /home/user/poky.
$ cd /home/user/poky
$ source oe-init-build-env

2. The above commands changed the directory to the built directory. Now, we change the directory back
to the Yocto root directory.
$ cd /home/user/poky
3. Create meta-moxa:
A message appears reminding you to add the layer later.
$ bitbake-layers create-layer meta-moxa
Note: Starting bitbake server.

”

Add your new layer with “bitbake-layers add-layer meta-moxa.
The meta-moxa directory will be created in /home/user/poky:
$ tree meta-moxa

meta-moxa
—— conf
\ —— layer.conf
—— COPYING.MIT
—— README
L—— recipes-example

L—— example

L—— example_0.1.bb

The “recipes-example” folder is not necessary; it may be deleted at anytime.
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Create a recipe for the Real TTY kernel
Use the following commands to create a recipe for installing Real TTY kernel to the target platform.

1. Create a directory recipes-kernel in meta-moxa:
$ cd /home/user/poky
$ mkdir meta-moxa/recipes-kernel
2. The simplest way is to copy and modify from a hello example, which is available in the Yocto source
code:
$ cp -r ./meta-skeleton/recipes-kernel/hello-mod ./meta-
moxa/recipes-kernel
The content of meta-moxa now is listed below:
$ tree meta-moxa

meta-moxa/

—— conf

| —— layer.conf
f—— COPYING.MIT

| README

L—— recipes-kernel
—— hello-mod

—— files
\ —— COPYING

| —— hello.c

| L—— Makefile
L—— hello-mod_0.1.bb

3. Delete the unnecessary files in hello-mod. Rename the hello-mod.
$ cd ./meta-moxa/recipes-kernel
$ rm ./hello-mod/files/COPYING
S rm ./hello-mod/files/hello.c
$ mv ./hello-mod/hello-mod 0.1.bb ./hello-mod/realtty-kernel 0.1.bb
$ mv ./hello-mod realtty-kernel
4. Extract the Real TTY source code in /moxa. Copy the following files into hello-mod:
$ cp /moxa/COPYING-GPL.TXT ./realtty-kernel/files/
$ cp /moxa/npreal2.c ./realtty-kernel/files/
$ cp /moxa/npreal2.h ./realtty-kernel/files/
$ cp /moxa/np ver.h ./realtty-kernel/files/
5. The content of the recipes-kernel now is listed below:

S tree ./
./

L—— realtty-kernel

—— COPYING-GPL.TXT
—— Makefile
—— npreal2.c
—— npreal2.h
—— np ver.h
L—— realtty-kernel 0.1.bb
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6. Modify the content of the file “./realtty-kernel/files/Makefile” as follows:
obj-m := npreal2.0
SRC := $(shell pwd)
all:
$(MAKE) -C $(KERNEL_SRC) M=$(SRC)
modules_install:
$(MAKE) -C $(KERNEL_SRC) M=$(SRC) modules_install

clean:
rm -f *.0 *~ core .depend .*.cmd *.ko *.mod.c
rm -f Module.markers Module.symvers modules.order
rm -rf .tmp_versions Modules.symvers
7. Modify the content of the file './realtty-kernel/realtty-kernel_0.1.bb' as follows:

DESCRIPTION = "Linux kernel module for NPort"

LICENSE = "GPLv3"

LIC_FILES_CHKSUM = "file://COPYING-GPL.TXT;md5=3c34afdc3adf82d2448f12715a255122"
inherit module

SRC_URI ="\

file://Makefile \

file://npreal2.h \

file://np_ver.h \

file://npreal2.c \

file://COPYING-GPL.TXT \

S = "${WORKDIR}"

# The inherit of module.bbclass will automatically name module packages with the prefix"kernel-
module-" as required by the OpenEmbedded Core-build environment.

RPROVIDES_${PN} += "kernel-module-npreal2"

Create a recipe for the Real TTY utilities
Similar to creating a realtty-kernel recipe, create a recipe for facilitating the NPort management.

1. Create directory below in meta-moxa:
$ cd /home/user/poky
$ mkdir -p ./meta-moxa/recipes-utility/realtty-tools/files

2. Copy the Moxa driver which can be downloaded from the Moxa product web page directly. The driver’s
name format is npreal2_vM.N_BUILD-DATE.tgz.
$ cp /home/user/download/npreal2 vM.N BUILD DATE.tgz ./meta-moxa/recipes-—
utility/realtty-tools/files/

3. Create a bb file ./meta-moxa/recipes-utility/realtty-tools/realtty-tools.bb, which has the following
content:

DESCRIPTION = "Service utilities for NPort"
LICENSE = "GPLv3"
LIC_FILES_CHKSUM = "file://moxa//COPYING-GPL.TXT; md5=3c34afdc3adf82d2448f12715a255122"

# OpenSSL is required for secured mode

DEPENDS = "openssl"

# Specify the compressed driver file for SRC_URI

SRC_URI = "file://npreal2_vM.N_BUILD-DATE.tgz"

S = "${WORKDIR}"

# Specify the destination of RealTTY driver

DEST_DIR = "${D}${libdir}/npreal2/driver"

FILES_${PN} += "${libdir}/npreal2/driver/*"

# If it is required to connect the NPort with the SSL secure mode (secure mode is available in the NPort
6000 Series only), unremark the following line:

#SSL_MODE = "yes"

do_compile () {

${CC} -o mxaddsvr ${S}/moxa/mxaddsvr.c ${S}/moxa/misc.c
${CC} -0 mxdelsvr ${S}/moxa/mxdelsvr.c ${S}/moxa/misc.c

NPort 5000 Series User Manual 180



${CC} -0 mxcfmat ${S}/moxa/mxcfmat.c
${CC} -0 mxloadsvr -DNO_INIT ${S}/moxa/mxloadsvr.c ${S}/moxa/misc.c
${CC} -0 mxsetsec -DNO_INIT ${S}/moxa/mxsetsec.c ${S}/moxa/misc.c

if [ ${SSL_MODE} = "yes" ], then

${CC} -o npreal2d_redund -lIssl -Ipthread -DSSL_ON -DOPENSSL_NO_KRB5 ${S}/moxa/redund_main.c
${S}/moxa/redund.c

${CC} -o npreal2d -Issl -DSSL_ON -DOPENSSL_NO_KRB5 ${S}/moxa/npreal2d.c
or else

${CC} -o npreal2d_redund -Ipthread ${S}/moxa/redund_main.c ${S}/moxa/redund.c
${CC} -o npreal2d ${S}/moxa/npreal2d.c

fi

b

do_install () {

install -m 0755 -d ${DEST_DIR}

install -m 0755 ${S}/mxaddsvr ${DEST_DIR}

install -m 0755 ${S}/mxdelsvr ${DEST_DIR}

install -m 0755 ${S}/mxcfmat ${DEST_DIR}

install -m 0755 ${S}/mxloadsvr ${DEST_DIR}

install -m 0755 ${S}/mxsetsec ${DEST_DIR}

install -m 0755 ${S}/moxa/mxmknod ${DEST_DIR}

install -m 0755 ${S}/moxa/mxrmnod ${DEST_DIR}

install -m 0755 ${S}/npreal2d ${DEST_DIR}

install -m 0755 ${S}/npreal2d_redund ${DEST_DIR}

install -m 0755 ${S}/moxa/npreal2d.cf ${DEST_DIR}

b

# Ignore GNU_HASH (did not pass LDFLAGS)
INSANE_SKIP_${PN} = "ldflags"

/  NOTE

The file name of SRC_URI must be the same as it was copied in the last step.

4. The content of meta-moxa is listed as below:
$ tree meta-moxa

meta-moxa

—— conf

\ —— layer.conf
f—— COPYING.MIT

I README

—— recipes-kernel

| L—— realtty-kernel

| —— files

| \ —— COPYING-GPL.TXT
| | —— Makefile

| | ——— npreal2.c

| | —— npreal2.h

\
\

| L—— np_ver.h
L—— realtty-kernel_0.1.bb
L—— recipes-utility
L—— realtty-tools
—— files
| L—— npreal2_vM.N_BUILD-DATE.tgz
L—— realtty-tools.bb
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Install a Moxa layer into the Yocto Project

1. Install the Moxa layer and Real TTY recipes into the Yocto Project.
$ cd /home/user/poky
$ source oe-init-build-env

2. Use a text editor to add the following content to the configuration file:
'./conf/bblayers.conf':

3. Add this line "/home/user/poky/meta-moxa' to BBLAYERS
BBLAYERS ?= "\
/home/user/poky/meta \
/home/user/poky/meta-poky \
/home/user/poky/meta-yocto-bsp \
/home/user/poky/meta-raspberrypi \
/home/user/poky/meta-moxa \

4. Use a text editor to add the following content to the configuration file:
'./conf/local.conf":
IMAGE_INSTALL_append += " realtty-tools realtty-kernel"

Deploy the Yocto image in Raspberry Pi

Build the image with the Real TTY driver:

$ cd /home/user/poky
$ source oe-init-build-env
$ bitbake core-image-base

An SD-card format image (.rpi-sdimg) is generated under
/home/user/poky/build/tmp/deploy/images/raspberrypi3. It is suggested to use the Raspberry Pi official tool
‘rpi-imager’ to burn the image into the SD-card and then boot it into the Linux kernel in Raspberry Pi.

Start the Real TTY driver in Raspberry Pi

After logging into the system, start the Real TTY driver

root@raspberrypi3:~# modprobe npreal2

[ 39.906812] npreal2: loading out-of-tree module taints kernel.

[ 39.913379] MOXA Async/NPort server family Real TTY driver ttymajor 33 calloutmajor 38 verbose 1
(Ver5.1)

For example, we illustrate how to add a 4-port NPort with the IP address: 192.168.127.254

root@raspberrypi3:~# cd /usr/lib/npreal2/driver
root@raspberrypi3:/usr/lib/npreal2/driver# ./mxaddsvr 192.168.127.254 4
Adding Server...

ttyr00, cur00
ttyr01, cur0O1
ttyr02, cur02
ttyr03, cur03
Added Real Com IP : 192.168.127.254

Now the device node /dev/ttyr00 ~ /dev/ttyr03 is created for tty port use.
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Set the default tty mapping to the Real TTY configuration

You may use the Real TTY configuration file, npreal2d.cf that we set up in 4.5, as the default settings when
deploying to a new Raspberry Pi image.
1. Copy and replace npreal2d.cf in the NPort Real TTY driver folder

'/moxa' extracted in the build system.

tar -zxvf new_npreal2_driver.tgz /moxa

Go back to “"Create a recipe for the Real TTY utilities”, change the name of
npreal2_vM.N_BUILD_DATE.tgz with the file name in step 2.)

4. Rebuild the image.

Troubleshooting

If the following error is encountered during the building of the image,

ERROR: Task (/home/user/poky/meta/recipes-devtools/binutils/binutils_2.34.bb:do_compile) failed with
exit code '1'

It is suggested to compile binutils first, then compile the entire image:

$ bitbake binutils -c do compile
$ bitbake core-image-base
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10. Installing macOS Driver

Basic Procedures

To map an NPort 5000 serial port to a Mac host’s tty port, follow these instructions:

1. Set up the NPort 5000. Verify the IP configuration works by using ping, telnet, etc.
2. Install the Mac driver files on the host.
3. Search or manually input the IP address of the NPort to set up virtual COM port.

Hardware Setup

Before proceeding with the software installation, make sure you have completed the hardware installation.
Please note the default IP address for the NPort 5000 is 192.168.127.254.

Installing macOS TTY Driver Files

/  NOTE

For the newest information, please refer to readme.txt on Mac TTY Driver. Resources location of product
information, release note, and readme file: /usr/local/share/NPortConnect

1. Obtain the driver file from Moxa’s website, at http://www.moxa.com. You may find it in the Resource
section under your product page.

@ w Install NPortConnect "]

Welcome to the NPortConnect Installer

Introduction This will install
on your Mac. You will be guided through the steps necessary to install
this software.

“Continue”

MOXA

Continua
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2. Execute the installer package ‘moxa-macOS-tty-drivers-for-macOS-10.12-or-later-v1.0.pkg’.

-

Software License Agreement

) MOXA LICENSE

@ Introduction Version 1, 29 November 2007

o License Copyright (c) MOXA Inc. Al rights reserved.
Destination Select The SOFTWARE is copyrighted and is protected by all
Installation Type applicable national laws. Any duplication of the SOFTWARE

o other than for archival purposes is a violation of law, i.e.,

Installation redistribution of this SOFTWARE in source and binary form are
Summary prohibited. You agree to prevent any unauthorized copying of

the SOFTWARE.

LIMITED WARRANTY: MOXA Inc. or its distributors,
depending on which party sold the SOFTWARE, warrants that
the media on which the SOFTWARE is installed will be free
from defects in materials under normal use. MOXA or its
distributor warrants, for your benefit alone, that during the
Warranty Period the SOFTWARE. shall operate substantially in

MOXA accordance with the functional specifications in the User's
Manual. If, during the Warranty Period, a defect in the

Print... Save... Go Back Continue

3. Press Continue when the Introduction window opens to proceed with installation.

To continue installing the software you must agree to the terms of
the software license agreement.

e g Click Agree to continue or click Disagree to cancel the installation and

® Lie quit the Installer.

De
Ing = :
Read License Disagree Agree
i B . are
Summary prohibited. You agree to prevent any unauthorized copying of
the SOFTWARE.

LIMITED WARRANTY: MOXA Inc. or its distributors,
depending on which party sold the SOFTWARE, warrants that
the media on which the SOFTWARE is installed will be free
from defects in materials under normal use. MOXA or its
distributor warrants, for your benefit alone, that during the
‘Warranty Period the SOFTWARE, shall operate substantially in

MOX/\ accordance with the functional specifications in the User's
Manual. if, during the Warranty Period, a defect in the

Print... Save.. Go Back Continue

4. Press Continue in the Destination Select window.

® @ Install NPortConnect I
Select a Destination
® Introduction How do you want to install this software?
© License
© Destination Select ” -
. Install for all users of this computer
Installation Type
Installation
Summary

Installing this software reguires 3.4 ME of space.

You have chosen to install this software for all users of
this computer.

MOX/

Go Back Cont inue
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5. Click Install to start the installation in the default directory, or select an alternative location.

-

Standard Install on "FPCMBP"

. This will take 3.4 MB of space on your computer.
@ Intreduction H ! P

» License Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be

© Destination Select able to use this software.

@« Installation Type
installation

Summary

MOX/A Change Install Location...

Go Back Install

6. Key in your system login username and password to confirm the authentication.

®n « Install NPortConnect ")

Standard Install on “FPCMBP"

» Introducti
~ Installer is trying to install new software.
e License tware
| o will be

» Destinatig L‘ Enter your password 1o aliow this.
e Installath User Name: moxa

Installat r

i k{ Password: sssss

summatl S J

Cancel Install Software
MO/ | Change Install Location...

cosack (EEEI

7. The installation window reports the progress of the installation.

8 w Install NPortConnect a
Installing NPartConnect
» Introduction

@ License

« Destination Select

© Installation Type Optimizing system for installed software...
* Installation
L |
Summary
MOX/A\
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8. Click Close to complete the installation of the NPort macOS tty driver.

® w Install NPortConnect -

The installation was completed suecesstully.

NPortConnect pseudo-tty driver for NPort series
» Introduction

Thank you for instaliation. Now you can find and launch the NPartConnect
» License service on Apple Status Bar near the upper right corner.

+ Destination Select
Rosources

» |Installation Type

5 i if i i 3 file:
o Installation Location of product information. release note, and readme file:

lusrfiocalshare/NPortConnect
o Summary

Go through folliowing links for additional information.
Moxa Inc.
Uninstall NPonConnect pseudo-tty driver

Run the following command o uninstall driver.
MOXAN

Mapping macOS TTY port

1. In the menu bar, a NPortConnect icon should appear after the installation is completed.

Gy O 85% (%) = o)) E§us. Thu Sep10 10:08

2. Click the NPortConnect icon and select NPort Mapping for the port mapping function.
] 85% (%) = o)) BE us. Thu Sep10 10:08

NPort Mapping
Open at Login

Quit

3. Click + Add to enter the tty port setup.

@ MNPartConnect

+ - o
Add Remove Apply

Mo Mame Address Port
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4. Click Search to find the NPort that is already setup in the Hardware Setup procedure. The Search
function is broadcast search to locate all the NPort units that are connected to the same LAN as your
Mac. Since the Broadcast Search function searches by MAC address and not IP address, all NPort units
connected to the LAN will be located, regardless of whether they are part of the same subnet as the
host. Or, you can input the IP address manually to find the specific NPort.

Window
£ select From List m Select Al Clear Al
| No Model MAC Address
() Input Manually First Mapping Port
MPort IP Address ; Data Port
Total Ports
OK I Cancel _

5. Once search is completed, all the NPort found would appear on the list.

Window
) Select From List | Search _ Select All | . Clear All
Mo Model MAC Address
& | NPart 5110A 00:90:E8:51:72:90 192.168.127.254
pa NPort 5450 00:90:EB:48:F3:30 192.168.127.254
_ Input Manually First Mapping Port
MPort IP Address Data Port
Total Ports
Cancel
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6. Select the model types that are for the tty port mapping and click OK.

Window
© select From List Search | Select All Clear Al
No Model MAC Address
1 NPort 5110A 00:90:E8:61:72:90 192.168.127.254

NPort 5450 00:90:E8:48:F3:30 192.168.127.254

{ Input Manually First Mapping Port
NPort IP Address y Data Port
Total Ports

Cancel

7. NPortConnect would auto assign the tty name and corresponding port number to the IP address of the
selected NPort.

| ® 0 NPortConnect
o5 = v
Add Remove Apply

Mo Mame Address Port
1 ttys001 182,168.127.254 950
2 ttys002 192.168.127.254 951
3 ttys003 192.168.127.254 952
4 ttys004 192.168.127.254 953

8. The tty name and port number are editable. Please note that these changed values are only for
mapping configuration and would not change the values in the NPort settings.

888 NPortConnect
+ —
Add Remove Apply

Ne Name Address Paort
N :ty-001 Moxa

2 ttys002 192.168.127.25 951

3 ttys003 192.168.127.254 952

4 ttys004 192.168.127.264 953

—F
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9. When everything is set, click Apply to save the configuration.

[ Wl
e =
Add Remove
Mo Mame
1 ttys001
2 ttys002
3 ttys003
4 ttys004

Uninstalling the Driver

Run the following command to uninstall driver:

$ sudo bash /usr/local/share/NPortConnect/uninstall.sh

MPortConnect

Address

192.168.127.254
192.168.127.254
192.168.127.254
192.168.127.254

Port

950
951
952
953

Apply

NPort 5000 Series User Manual

190



11. Installing WinCE Driver

NPort CE Driver Manager for Windows CE applies to the NPort 5000 and NPort IA5000 Series only.

Overview

/\ ATTENTION

Before installing and configuring the NPort Administration suite, make sure your user privilege is set as
system administrator.

Installing NPort CE Driver Manager

1. Copy “"NPortCab.cab” to Windows CE and install driver by double clicking on it.
2. Click on “"OK” to complete the installation when the following screen appears.

Install Default Company Name HP... I_
3 \Program Files
ﬁCDmmand Prompt

Marne: [MWPortiCab Type: EI

3. Driver installation is now complete and the “NPortCab.cab” icon disappears from the screen. This is
normal when installing drivers in Windows CE.
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Using NPort CE Driver Manager

After you install NPort CE Driver Manager, you can set up the NPort’s serial ports as remote COM ports for

your Windows CE. Make sure that the serial port(s) on your NPort are set to Real COM mode when mapping
COM ports with NPort CE Driver Manager.

1. Go to Start > Programs > NPort CE Driver Manager.

NPort CE Driver Manager m

COM Setting | com Mapping | About |

com | 1P addr | Datajomd | | Delete Al |

Setkings

Ti Mu:u:lel EI Iﬂl
FIFC I : I

0 COM port(s) was Found.

2. Click on the COM Mapping page and then the “Search” button to scan for NPort servers

NPort CE Driver Manager m
COM Setting | COM Mapping | sbout

| Model I IP Addr I Parts I | search |
MPork 5110 192,168.127.25¢ 1

Search
Part Inde:x Completed.

Aidd

Select the port index
af MPort that wou
want to add.

3. All NPort servers that were located will appear in the NPort CE Driver Manager window. Click on the

server which COM ports you would like to map to and then select the port index. Note that multiple
selections are allowed.
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4. Select the port(s) at the Port Index and then click on the “Add” button to map to the COM port(s).

NPort CE Driver Manager m
COM Setting | COM Mapping | About

| Model | 1p addr | Parts | | search |

MPart 5110 192.165.127.254¢ 1

Search
Part Inde:x Completed.

Portl (950/966)

Select the port index
af MPort that wou
wantk ko add.

MNPork 5110 (192,168,127 254 is selected,

5. Return to the COM Setting page. You should be able to see the newly mapped COM port(s).

NPort CE Driver Manager m

COM Setting | oM Mapping | About |

lcom | 1P addr | patajcmd | | Delete sl |
COMZ | 192.168.127.254  950/966

Settings

Tx Mods | || save |
FIFO | ~]

1 COM portis) was Found.

6. To configure the settings for a particular COM port, select the row of the desired port, and then change
the setting in the “Settings” panel, as shown below.

NPort CE Driver Manager m

COM Setting | com Mapping | About |

lcom | 1P addr | patajcmd | | Delete al |

COMz 192.168.127.254 Q50,966

Setkings

i-performance

Sawve

Tx Mode
FIFD IEnaI:uIe :l

COMZ is selected.

Tx Mode

“Hi-Performance” is the default for Tx mode. After the driver sends data to the NPort server, the driver
immediately issues a “Tx Empty” response to the program. Under “Classical mode,” the driver will not
send the “Tx Empty” response until after confirmation is received from the NPort server’s serial port.

This causes lower throughput. Classical mode is recommended if you want to ensure that all data is sent
out before further processing.
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FIFO
If FIFO is disabled, the NPort server will transmit one byte each time the Tx FIFO becomes empty, and
an Rx interrupt will be generated for each incoming byte. This will cause a faster response and lower

throughput.
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12. IP Serial LIB

Overview

What is IP Serial Library?

IP Serial Library is a Windows library with frequently used serial command sets and subroutines. IP Serial
Library reduces the complexity and poor efficiency of serial communication over TCP/IP. For example, Telnet
can only transfer data, but it cannot monitor or configure the serial line’s parameters.

Why Use IP Serial Library?

For programmers familiar with serial communication, IP Serial Library provides well-designed function calls
that have the same style as Moxa’s PComm Library.

IP Serial Library is amazingly simple and easy to understand. By including it in your VB, C, or Delphi
programming environment, you can program your own TCP/IP application with the ability to control serial
communication parameters.

The NPort serial device server uses 2 TCP ports for communication between the NPort and host computer’s
Real COM driver. The NPort uses a data port and command port to provide pure data transfer without
decode and encode. Compared to using only one TCP port to control serial communication (such as RFC
2217), 1P Serial Library uses a command port to communicate with the NPort from the user’s program. IP
Serial Library not only runs with excellent efficiency but also runs with no decode or encode problems.

How to Install IP Serial Library

IP Serial Lib comes with the NPort Administration Suite. Refer to the IPSerial directory for more detail about
the function definitions.

Ex NPortAdminSuite

| File Ed% View Favorites Tools Help
| ¢Back ~ = - 3| Qisearch |E1-|Fdders PHistory | B2 T2 X = |ED-
| address |1 wportadminsuite

Falders x " j - MName | Siael Type ] Modified |
:__-fj E)ési;tmop Li___] L Lre ~ Fie Folder LR Pt 1]
=) Ff] My Documents S @nd Fie Folder 41282003 4:01 P
(3 My Pictures NPortAdminSuite '—JRealCom —r— TTeay2003 4:01 PM
= J& My Computer 51 readme 18 Text Document 4112003 11:26 AW
[+ = Local Disk (C:) VERSION 8] unins000 11KB DAT File 4/28/2003 4:01 PM
=& TEST (1) Text Document # unins0o0 85K8  Application 1/8/2003 1200 AM

| ] Documents and Settings
(-] OFfics20005R-1
@] Personal Data Size: 110 bytes
(=] Program Files
@ (0] Accessories
-{_] Common Files
] ComPlus Applications
1-{_ Internet Explorer
1-{1 microsaft frontpane
+-[_] Microsoft Office
#-{_] Microsaft Yisual Studio
#-_] MwSnap
[Z] NetMeeting
JgEm f [P or kA dmin Suike
] Outlook Express
(21 Windows Media Player
C E-C windows NT
[l WINNT

Modified: 3{17/2003 3:23 &M 5)| VERSION 1B Text Document 3f17/2003 3:23 aM

Attributes: (normal)

4

[+

+
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IP Serial LIB Function Groups

Port Status

Server Control Port Control Input/Output Data TR Miscellaneous
nsio_init nsio_open nsio_read nsio_lstatus nsio_break
nsio_end nsio_close nsio_SetReadTimeouts |nsio_data_status nsio_break_on
nsio_resetserver nsio_ioctl nsio_write nsio_break_off
nsio_checkalive nsio_flowctrl nsio_SetWriteTimeouts nsio_breakcount

nsio_DTR

nsio_RTS

nsio_lctrl

nsio_baud

nsio_resetport

Example Program

char NPort 5100A-Nip="192.168.1.10";

char buffer[255]; /*data buffer, 255 chars */

int port = 1; /*1st port */

int portid; /* port handle */

nsio init(); /*initial IP Serial Library */
portid = nsio open(NPort 5100Aip, port); /*1st port, NPort 5100A

nsio ioctl (portid, B9600, (BIT 8 | STOP 1 | IP=192.168.1.10 */

P NONE) ); /*set 9600, N81 */

sleep (1000); /* wait for 1000 ms for data */
nsio read(port, buffer, 200); /* read 200 bytes from port 1 */
nsio close(portid); /* close this serial port */
nsio_end(); /* close IP Serial Library */
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13. Android API Instructions

Overview

If you want to remote control your serial devices on an Android platform, then the MxNPortAPI is a simple
application programming tool you can use. The MxNPortAPI helps programmers develop an Android
application to access the device server by TCP/IP.

The MxNPortAPI provides frequently used serial command sets like port control, input/output, etc., and the
style of developed Android application is similar to MOXA Driver Manager. For more details of the provided
functions, please refer to the "MxNPortAPI Function Groups” section.

This MxNPortAPI is layered between the Android application and the Android network manager framework.
This Android library is compatible with Java 1.7, Android 3.1 (Honeycomb - API version 12), and later
versions.

Android Platform

Application
(Phone, Contacts, Camera...)

S | MxNPortAPl

Frameworks
{USB, Package, Location...

Dalvik

UbrUis Runtime

Linux Kernel
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How to Start MxNPortAPI

You can download the MxNPortAPI from Moxa’s website at http://www.moxa.com, and develop the
application program in popular Oss, such as Windows, Linux, or Mac. (You may find it in the Resource
section under your product page.)

(You can refer to the Android studio website to see the system requirements for the development
environment: https://developer.android.com/studio/index.htmI?hl=zh-tw#Requirements).

To start your application program, please unzip the MxNPortAPI file and refer to the index (.html) under the

Help directory.

) » endroid_muonport 10 build 17111716 » help » v | 4y W@ Search help

Organize = & Open = Share with = Print Mew folder

For more details about the installation, please refer to the Overview section.

S Favorites Hame Date modified Type
Bl Desitop L com File fabder
& Downleads L index-files File folder
£ Recent Places | resources File fobder
& | allclasses-frame cument
w4 Libraries 2| allcdlasses-noframe Document
5| Documents £ constant-values HTML Docurnent
o' Music £ deprecated-list 1 T530PM  HTML Decument
=] Pictures 2| help-doc 11,/872017 8:02 PM HTML Document
B videos £ index 1L/B/2007 8:02 PM  HTML Document
£ index-all 10/26/2017 5:34 PM HTML Document
8 Computer £ overview 11/B2017 358 PM  HTML Document
& | overview-summary | 217802 PM  HTML Document
G etwork £] overview-tree 1 02PM  HTML Document
|| package-list 11/8/217 302 PM  File
E script Jscript Script File
& senalized-form HTML Document
& | stylesheet Cascading Skyle 5.
index Date modified: 11/8/2017 802 PM Diste created: 11/22/2017 342 PM
_@ HTML Docunent Size: 271 KB

2¥B
2KB
19KB
4 KB
KB
3 KB
46 KB
16 KB
20 KB
6 KB
1KB
1KB
SKB
14 KB

A P A PR A A

o the gesde for the.

See Descriphon

“Pactanes |
Fachage Descrpmon

e mows et

1. Introduction to the XPort Android APT

b
L o)
[T=]

LiwenSicrict m dnastiod on your Erswaer

This documnent i the prog remssing pasde for Se MOPorARL You can gol aformation abest how 1 code with the MxNPortAR] guickly sad bow 1 lind the MOPartAR! Librasy into your progrem.
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MxNPortAPI Function Groups

The supported functions in this API are listed below:

Port Control
open

close
setloctiMode
setFlowCtrl
setBaud
setRTS
setDTR

flush

Input/Output
read
write

Port Status Inquiry
getBaud

getFlowCtrl
getloctiMode
getLineStatus
getModemStatus
getOQueue

Miscellaneous
setBreak

Example Program

To make sure this API is workable with the device server on an Android platform, see the example program

below:

Thread thread = new Thread()

{
@Override
public void run() {

/* Enumerate and initialize NPorts on system */
List<MxNPort> NPortList = MxNPortService.getNPortInfoList();

if(NPortList!=null){

MxNPort.IoctIMode mode = new MxNPort.IoctIMode();
mode.baudRate = 38400;

mode.dataBits = MxNPort.DATA_BITS_8;
mode.parity = MxNPort.PARITY_NONE;
mode.stopBits = MxNPort.STOP_BITS_1;

MxNPort mxNPort = NPortList.get(0); /* Get first NPort device */

try {

byte[] buf = {'H','e",'I","I",'0"," ','W",'0",'r"'I','d"} s

mxNPort.open(); /*open port*/

mxNPort.setloctiMode(mode); /*serial parameters setting*/
mxNPort.write(buf, buf.length); /*write data*/

mxNPort.close(); /*close port*/

} catch (MxException e){
/*Error handling*/

b
b
b
i
thread.start();
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14. Introduction to LCM Display

Typically, you will use either NPort Administrator or the web console to configure the NPort 5600-8-DT
Series (standard temperature models), the NPort 5600 Series (standard temperature models)
and the NPort 5410/5430 series (standard temperature models). These are not the only options for
configuration. For basic on-site configuration, you can use the LCM console built into the device server,
without requiring a connection to the network or a laptop.

In this chapter, we will introduce the basic operation and menu options of LCM display.

Basic Operation

If the NPort works properly, the LCM panel will display a green color. The red Ready LED will also light up,
showing that the NPort is receiving power. After the red Ready LED turns to green, you will see a display

similar to:

This is where

e NP5410 is the NPort's name
e 61405 is the NPort’s serial number
e 192.168.127.254 is the NPort’s IP address

There are four push buttons on the NPort’s nameplate. Going from left to right, the buttons are:

Button Name Action

menu menu activates the main menu, or returns to a lower level

A up cursor scrolls up through a list of items shown on the LCM panel’s second line

v down cursor scrolls down through a list of items shown on the LCM panel’s second line
sel select selects the option listed on the LCM panel’s second line

The buttons are manipulated in a manner similar to the way a modern cellular phone operates. As you move
through the various functions and setting options, note that the top line shows the current menu or
submenu name, and the bottom line shows the submenu name or menu item, which is activated by pressing
the SEL button.

Detailed Menu Options

The best way to explain all the NPort’s LCM functions is to refer to the tree graph shown on the next page.
There are three main levels—1, 2, and 3—with each level represented by a separate column. The first thing
to remember is that the menu button is used to move back and forth between the LCM panel’s default
screen and main menu screen:
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In addition, you only need to remember to:

e Use the SEL button to move up one level (i.e., left to right on the tree graph)

e Use the MENU button to move down one level (i.e., right to left on the tree graph)

e Use the cursor keys, r and s, to scroll between the various options within a level (i.e., up and down on
the tree graph).

As you use the buttons to operate the LCM display, you will notice that with very few exceptions, moving up

one level causes the bottom line of the display to move to the top line of the display. You will also notice

that the bottom three options in level 2, and all of the options in level 3 have either a C or D attached. The
meaning is as follows:

e C = configurable

I.e., you may change the setting of this option

e D = display only

I.e., the setting for this option is displayed, but it cannot be changed (This does NOT mean that the

number does not change; only that you cannot change it)

Main Menu

Server setting

Serial number
Server name
Firmware ver
Model name

Network setting

Ethernet status
MAC address
IP config

IP address
Netmask
Gateway

DNS server 1
DNS server 2

OO0 T o000 0000O00000000 35 0o0on0d

Serial set Select port
Baudrate
Data bit
Stop bit
Parity
Flow control
Tx/Rx fifo
Interface
Tx/Rx bytes
Line status
Op Mode set Select port
Select mode
[mode]
Real COM TCP server TCP client UDP svr/cli
Alive timeout Alive timeout Alive timeout Delimiter 1 (o)
Max connection Inact. time Inact. time Delimiter 2 (o)
Delimiter 1 Max connection Delimiter 1 Force Tx C
Delimiter 2 Delimiter 1 Delimiter 2 Dest IP start-1 C
Force Tx Delimiter 2 Force Tx Dest IP end-1 C
Force Tx Dest IP-1 Dest port-1 C
Local TCP port TCP port-1 Dest IP start-2 C
Command port Dest IP-2 Dest IP end-2 C
TCP port-2 Dest port-2 c
Dest IP-3 Dest IP start-3 C
TCP port-3 Dest IP end-3 C
Dest IP-4 Dest port-3 C
TCP port-4 Dest IP start-4 (o
C
C
C

TCP connect

Dest IP end-4
Dest port-4
Local port
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Console Web console C

Telnet console C
Ping C
Save/Restart C

The part of the LCM operation that still requires some explanation is how to edit the configurable options. In
fact, you will only encounter two types of configurable options.

The first type involves entering numbers, such as IP addresses, Netmasks, etc. Here, you change the
number one digit at a time. The up cursor (/) is used to decrease the highlighted digit, the down cursor
(V) is used to increase the highlighted digit, and the SEL button is used to move to the next digit. When the
last digit has been changed, pressing SEL simply enters the number into the NPort’s memory. The second
type of configurable option is when there are only a few options from which to choose (although only one
option will be visible at a time). Consider the PARITY attribute under PORT SETTING as an example. Follow
the tree graph to arrive at the following PARITY screen. The first option, NONE, is displayed, with a down
arrow all the way to the right. This is a sign that there are other options from which to choose.

Press the down cursor button once to see Odd as the second option.

Press the down cursor button again to see Even as the third option.

Press the down cursor button again to see Space as the fourth option.

Press the down cursor button yet again to see the last option, Space.

To choose the desired option, press the SEL button when the option is showing on the screen.
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A. Pinouts and Cable Wiring

Port Pinout Diagrams

Ethernet Port Pinouts

Ethernet RJ45
Pin Signal
T+

Tx-

Rx+
Rx-

D WN =

Ethernet M12:
PIN| TX

B | To+
B | RD+
E)l | TD-
B  RD-

Housing: shield

Power M12:

3 2

4 1
5

Ethernet M12 (For NPort 5000AI-M12 only)

2 3
o o
0
1 4

PIN Description
1

Input V+

|Not assigned
Input V-

Not assigned

uprwnN

Function ground

Serial Port Pinouts

Pin Assignment

Pin

RS-232

RxD

TxD
DTR

GND

DSR
RTS

CTS

O ONOUAR WN -

DB9 Male RS-232 Port Pinouts

Applicable Products
NPort 5110, NPort 5150,
NPort 5110A, NPort
5150A, NPort P5150A,
NPort_5000AI-M12,
NPort 5210A, NPort
5250A, NPort 5410,
NPort 5410/5450/54501,
NPort 5610-8-DT, 5650-
8-DT, 5650I-8-DT, 5610-
8-DTL/DTL-T, 5650-8-
DTL/DTL-T, and
5650I-8-DTL/DTL-T,
NPort IA5150/5250
NPort IA5150A/5250A
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DB9 Male RS-422/485 Port

Pinouts

Pin Assignment

RS-422 / 4-wire

Pin RS-485

2-wire RS-485

— o

1 TxD-(A)

2 TxD+(B)

3 RxD+(B) Data+(B)
4 RxD-(A) Data-(A)
5 GND GND

6

7

8

Note: The NPort IA5150A Series’s DB9 ports only support RS-232 signals.

Applicable Products

NPort 5130, NPort 5150,
NPort 5130A, NPort
5150A, NPort P5150A,
NPort_5000AI-M12,
NPort 5250A, NPort
5450/54501, 5650-8-DT,
5650I-8-DT, 5650-8-
DTL/DTL-T, and
5650I-8-DTL/DTL-T,
NPort IA5150/5250,
NPort IA5250A

~ 1 DSR . o
0 2 RTS
& 3 GND NPort 5210/5210I, NPort
:: a 4 TxD 5610-8-DT-J, NPort
< 3 5 RxD 5610, NPort 5650-8-DT-J
[ E 6 DCD
c
i 7 CTS
® & 8 DTR
. RS-422 2-wire RS-
n Pin h
%_0 4-wire RS-485 485 1 8
~ 1 - -
8 2
bl 3 TxD+
0 X -
ﬁ P a TxD- - NPort 5630
< o 5 RxD- Data-
2 £ 6 RxD+ Data+
£ ¢ 7 GND GND
58 | s : :
RS-422 2-wire RS-
3N 4-wire RS-485 485 3
a 1 DSR - -
) 2 RTS TxD+ -
(9]
N2 3 GND GND GND NPort 5650, NPort 5650-
0w o 4 TxD TxD- - 8-DT-J
ﬁ £ 5 RxD RxD+ Data+
f_l; + 6 DCD RxD- Data-
€ o 7 CTS - -
c
= 8 DTR - -
22
o <
Serial Device NPort 5230 Signals
Signals

1n i A
‘3 RxD —— [ Tx —l
N T*D 4 ()) rx =
(o] o
< cTs 4 ) |rs 3
(0] X
4 RTS 4 /) |cts &
~ GND — (/) | oo 4 NPort 5230
Y Rx+ — ) [ 7
1 X 2
2 Rx- AN T 3
~ . w
F Tx+ / Data+ 4 ._/: R+/D+ b

e &
o Tx- / Data- 4 (})) | rRD- S
e GND 1 (D) | ono 2
E :
5 2
&
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Terminal Block RS-422/ 485

Port Pinouts

Pin Assignment Applicable Products

00000

—

1 2345

Pin 2-wire RS-485 RS-422, 4-wire RS-485
1 - TxD+(B)
2 - TxD-(A)
3 Data+(B) RxD+(B)
4 Data-(A) RxD-(A)
5 GND GND

NPort 5230A, NPort
IA5150, NPort
IA5150A

")
-4
=
v
)
o0
©
£
£
™
[
=

422/485 Pinouts

Signals

Serial Device | NPort 5430/54301

. Terminal Block

T+

Rx+ —'—I

Rx= —-—I

Tx+/ Data+ ———1
Tx- / Data- ———— |
GND —— |

N
TS
I ™

N

N T=

T

e NG

—

—n.

| R=/

[

R3J45 Connector

| R+/ D+

O-

I GND

NPort 5430/54301

2 1 DSR
g 2 RTS
o 3 GND .
: i o A
o 5 RxD '
g 6 DCD
2 7 CTS
S 8 DTR
. £ 4 g Ny 2oz
c —
T
B 5 o 0 0o 0o 0o © O
a g NPort IA5150/5250
HOo . +H V2+ V2- S Vi+ Vi-
q;’ E é Shielded DC Power|DC Power| Relay Relay |DC Power|DC Power
g &’ & | Ground input 1 input 1 output output input 2 | input 2
- & z o
3 rg1 r g ré
=)
3
o
)
i [©@oooooooog
b -] 1 + 1
E i § & 9 é g Iz NPort IA5000A
s L4 ]
o
E, PWR1 PWR2 RELAY
D
3
q;’ g Shielded DC Power DC Power | Normal Open/Close, Relay
g 2 Ground Input Input output
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Cable Wiring Diagrams

Ethernet Cables

: Straight-Through Cable :
Switch Port | B D D == !NIC Port
i ~———RJ45 Plug Pin 1 .
RJ45 : p-io ' RJ45

Connector Cable Wiring Connector

i Rx+
‘Rx-
P Tx+
P Tx-

Txt+
Tx-
Rx+ |
Rx-

3
6
1
2
Switch Port Cross-Over Cable : Switch Port
(NIC Port) : I:I E :(NIC Port)
1
2
3
6

N = D W

: RJ45 Plug Pin 1 T
RJ45 | MEFIGF ' RJ45

Connector Cable Wiring Connector
(Rx+)  Tx+ ! Rx+  (Tx+)
(Rx) T PRx- (Tx-)

(Tx+) Rx#
(Tx-)  Rx-:

iTx+  (Rx+)
iTx-  (Rx-)

N = O W

Serial Cables

Moxa Serial Cable
Model Name

Serial Cable Wiring Diagrams

~ Male DBY : Female DB9 Male DB9 : Female DB9
2 NPort | [@, @ o
- : : Device
o z :
@ 5 i
a 9 pins : Cable Wiring : 9 pins
< CBL-F9M9-150 -y ¢ T
= CBL-FOM9-20 oo | - : =
- TXD | 3 > 3  RxD
a DTR: 4 » 4 DSR
Q GND: 5 5 {GND
o DSR: 6 = 6 (DTR
g RTS : 7 » 7 iCTS
o CTS: 8 = 8 |RTS
Male DB9 : Female DB9 Male DB25 | Female DB25
. RS-232
o NPort _ || Il ! Disvice
(3] i i
@ ; ;
‘3 9 pins : Cable Wiring 25 pins
s N/A DCD | 1 = 8 | DCD
S RxD : 2 = 3 TxD
- TxXD | 3 > 2 {RxD
a DTR : 4 » 20 :DSR
] GND @ 5 7 | GND
9 ¢ DSR i 6 = 6 : DTR
£ RTS | 7 > 4 (CTS
0 o CTS | 8 = 5 i RTS
b ~ £ i
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Moxa Serial Cable

Model Name NPort 5210, NPort 5610/5650 (RS-232)

RJ45 Port RJ45 Connector Female DB9 Male DB9
| RS-232
o NFort % @ i Device
[ : :
5 8 pins : Cable Wiring : 9 pins
- CBL-RJ455F9-150 DSR: 1 = 4 i DTR
Q CBL-RJ45F9-150 RTS : 2 » 8 ! CTS
o GND : 3 5 { GND
i TxD | 4 > 2 [ RxD
T ~ RxD : 5 = 3 TxD
m N H H
x m DCD : 6 == 1 : DCD
£ 0 CTS: 7 = 7 :RTS
o & DTR: 8 > 6 : DSR
RJ45 Port RJ45 Connector Male DB9 Female DB9
: RS-232
NFort g} {‘@ ! Device
8 pins Cable Wiring 9 pins
CBL-RJ455M9-150 DSR : 1 = 6 : DTR
CBL-RJ45M9-150 RTS : 2 » 7 :CTS
GND ! 3 5 : GND
TxD | 4 > 3 ! RxD
RxD: 5 = 2 1 TxD
DCD : 6 = 1 i DCD
CTS: 7 = 8 : RTS
DTR: 8 > 4 :DSR

RJ45 Port | RJ45 Connector Female DB25 | Male

| )7 . DB25
nport | ] Rs-232

8-pin R145 to DB25 Female (RS-232) 8-pin RJ45 to DB9 Male (RS-232)

: Device
8 pins | Cable Wiring . 25 pins
CBL-RJ45SF25-150 : :
CBL-RJ45F25-150 DSR : 1 = 20: DTR
RTS | 2 > 5 | CTS
GND : 3 7 i GND
TxD | 4 > 3 i RxD
RxD | 5 = 2 1 TxD
DCD | 6 = 8 i DCD
CTS | 7 = 4 iRTS
DTR | 8 > 6 | DSR
RJ45 Port | RJ45 Connector Male DB25 | Female
N i ' DB25
A | )7 ' RS-232
g NPort § gﬂ' Device
) : :
) 8 pins | Cable Wiring . 25 pins
= CBL-RJ455M25-150 : :
a CBL-RJ45M25-150 DSR: 1 = 6 : DTR
@ RTS | 2 > 4 | CTS
° GND : 3 7 i GND
- TxD | 4 > 2 i RxD
< RxD | 5 = 3 | TxD
[ DCD : 6 = 8 : DCD
£ CTS | 7 = 5 i RTS
> DTR | 8 > 20 DSR
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Moxa Serial Cable )
Model Name NPort 5630 (RS-422/4-wire RS-485)

RJ45 Port RJ45 Connector Female DB9 Male DBS
0 : g} (] ! RS-422/
£ g NPort 5630 : [: :'::] ! 4-wire RS-485
qEJ T : : Device
o 2 : :
g 0 CBL-RJ455F3-150 8 pins : Cable Wiring | 9 pins
£ CBL-RJ45F9-150 : :
23 TxD+ ! 3 » 5 | RxD+
w3 TXD-: 4 » 2 : RxD-
E o RxD-: 5 = 3 TxD-
c 9 RxD+ i 6 - 1 TxD+
= h GND : 7 7 : GND
-4 H H
0 . .
RJ45 Port RJ45 Connector Male DB9 Female DBS
; g T (] ! RS-422/
g g NPort 5630 : [: :'::] ! 4-wire RS-485
® : : Device
o 8 - '
g 0 CBL-RJ455M3-150 8 pins : Cable Wiring | 9 pins
= CBL-RJ45M9-150 : :
23 TxD+ ! 3 » 5 | RxD+
PN TXD-: 4 » 3 ! RxD-
E o RxD-: 5 = 2 TxD-
c 9 RxD+ i 6 - 1 TxD+
= h GND : 7 8 : GND
-4 H H
0
RJ45 Port | RJ45 Connector Female DB25 | Male
0 : ! DB25
® ~ : :
£1n g}' RS-422/
g% NPort 5630 0 ! 4-wire RS-485
n v : ! Device
@ | CBL-RI45SF25-150 : :
g § CBL-RJ45F25-150 8 pins Cable Wiring ! 25 pins
n < XD+ 3 > 7 | RxD+
IS TxD- i 4 = 3 i RxD-
E g RxD-: 5 = 2 TxD-
'E_ & RxD+: 6 = 8 : TxD+
-4 GND: 7 4 : GND
0 . :
RJ45 Port | RJ45 Connector Male DB25 | Female
: ! DB25
v : ! RS-422/
- N : l; .
L NPort 5630 %} ! 4-wire RS-485
n 0 : Device
N @ | CBL-RJ45S5M25-150 :
) : :
g =§- CBL-RJ45M25-150 8 pins Cable Wiring ! 25 pins
n + X0+ | 3 > 7 | RxD+
TN TXD-: 4 » 2 RxD-
E o RxD-: 5 = 3 1 TxD-
c Y RxD+: 6 = 8 @ TxD+
o2 GND ! 7 5 | GND
0 . .
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Moxa Serial Cable .
Model Name NPort 5630 (2-wire RS-485)

RJ45 Port RJ45 Connector Female DBS Male DBE9
; ; 1 ! 2-wire RS-485
2 ) NPort 5630 : [ iqji] ' Device
oo )
° 'E- CBL-RJ45SF9-150
-l N
BL-RJ45F9-1 : N :
9 é c >F9-150 8 pins : Cable Wiring ! 9 pins
2o Data- | 5= » 3 ! Data-
£ g a Datat | 6 = » 1 : Data+
0 0 GND: 7 7 { GND
0 WL < . :
9 RJ45 Port : RJ45 Connector Male DB9 : Female DB9
© i .
= : 1l ! 2-wire RS-485
[ NFort 5630 : %} :'@ ' Device
8o ; :
o2 CBL-RJ45SM9-150
g CBL-RJ45M9-150 : :
g 2 8 pins ! Cable Wiring 9 pins
g Data- | 5= » 2 ! Data-
£3 Datat : 6 = » 1 ! Data+
& GND : 7 8 I GND
% ~ . .
® RJ45 Port : RJ45 Connector Female DB25 ' Male
£ : ' DB25
& : :
: : 2-wire RS-485
m - 1L -
s NPort 5630 : %} : Device
a 5 CBL-RJ45SF25-150 : :
ey CBL-RJ45F25-150 : :
§ 2 8 pins Cable Wiring 25 pins
< @ Data- : 5= » 2 : Data-
£3 Data+ : 6 = » 8 ! Data+
2 GND: 7 4 i GND
0 . H
o RJ45 Port | RJ45 Connector Male DB25 | Female
T : ! DB25
= : : .
n NPort 5630 %}. : 2-W|_re RS5-485
S : : Device
a § CBL-RJ455M25-150 : '
29 CBL-RJ45M25-150 i :
a2 8 pins : Cable Wiring : 25 pins
2 2 Data- : 5= » 3 ! Data-
£ 3 Data+ : 6 == » 8 ! Data+
24 GND: 7 5 ! GND
0 . .
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Moxa Serial Cable .
e NPort 5650 (RS-422/4-wire RS-485)

RJ45 Port RJ45 Connector Female DB9 Male DB9
0 ! ;
2 : ! RS-422/
(1] . Ik 4
£ o NPort 5650 ; E L] | 4-wire Rs-485
o ; : : Device
o o : :
29 CBL-RJ45SF9-150 - - b
° 'E- CBL-RJ45F9-150 8 pins ; Cable Wiring : 9 pins
"+ TxD+: 2 » 8 : RxD+
SN GND: 3 5 : GND
2 N TxD- : 4 > 2 ! RxD-
c Y RxD+ ! 5 = 3 : TxD+
29 RxD- | 6 = 1 i TxD-
w () 3 .
RJ45 Port : RJ45 Connector Male DB9 : Female DB9
~ = = | RS-422/
23 Nport 5650 | [ 1] @ | 4-wire RS-485
s 3 : : Device
- -3 4 !
Qo CBL-RJ45SM9-150 S | Cable Wiring b
= _ _ pins : : 9 pins
9% CBL-RJ45M9-150 : :
"+ TXD+ | 2 » 7 : RxD+
SN GND: 3 5 : GND
2N TxD- i 4 > 3 ! RxD-
c Y RxD+ i 5 = 2 ! TxD+
a9 RxD-: 6 = 1 i TxD-
0 - + .
RJ45 Port : RJ45 Connector Female DB25 Male
0 ! DB25
T ~ ' .
£ in 5}' ! RS-422/
g2 NPort 5650 | K5 |[] | 4.wire RS-485
n ¢ : : Device
P f CBL-RJ45SF25-150 : :
g 'E' CBL-RJ45F25-150 8 pins ! Cable Wiring ! 25 pins
-3 TXD+ | 2 > 5 | RxD+
SN GND ! 3 7 i GND
€ d TxD- : 4 » 3 ! RxD-
£ 4 RxD+: 5 - 2 : TxD+
£'¢ RxD-: 6 = 8 : TxD-
e .
RJ45 Port | RJ45 Connector Male DB25 Female
: : DB25
° & : | RS-422/
- LN % I H
s® NPort o880 E  4-wire RS-485
0 b : : Device
N & | CBL-RJ45SM25-150 : :
w . .
°° '§- CBL-RJ45M25-150 8 pins : Cable Wiring : 25 pins
n - TxD+: 2 > 4 | RxD+
TS GND : 3 7 1 GND
2 N T*D- 4 > 2 RxD-
c Y RXD+ | 5 = 3 | TxD+
;' 2 RxD-: 6 —= 8 @ TxD-
Nt . .
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Moxa Serial Cable .
Model Name NPort 5650 (2-wire RS-485)

RJ45 Port : RJ45 Connector Female DB9 : Male DB9
. : 1 P | 2-wire RS-485
o s HFort 5008 : E @ ! Device
o H '
oo : :
° § CBL-RJ45SF9-150
- . .
CBL-RJ45F9-150 i :
. é 8 pins : Cable Wiring ! 9 pins
L] ' t
K GND i 3 5 : GND
£ g a Data+ ! 5= » 3 : Data+
900 Data- | 6= » 1 ! Data-
- I T ' '
% RJ45 Port RJ45 Connector Male DB9 Female DB9
= ! g} : 2-wire RS-485
- NPort 5650 0 |} Device
0 ~ H x
Qwn i
0% CBL-RJ45SM9-150
i ¢ BL-RJ45M9-1 i :
92 CBL-R45MS-150 8 pins : Cable Wiring ! 9 pins
2 9 GND: 3 5 : GND
£ 3 Data+ ! 5= » 2 : Data+
& Data- | 6= > 1 ! Data-
% -~ 5 :
® RJ45 Port ¢ RJ45 Connector Female DB25 : Male
£ : ! DB25
g : P
n NPort 5650 : @ : 2-w1_re RS-485
g : : Device
a g CBL-RJ45SF25-150 : :
R CBL-RJ45F25-150 : :
992 8 pins ! Cable Wiring : 25 pins
2 9 GND | 3 7 GND
£ 3 Data+ : 5= » 2 : Data+
24 Data- | 6 » 8 ! Data-
0 ~ ¥ ¥
o RJ45 Port | RJ45 Connector Male DB25 : Female
= : : DB25
= { :
; ! 2-wire RS-485
n % I 5
g NPort 8800 ! E : Device
a ﬁ CBL-RJ455M25-150 : :
g9 CBL-RJ45M25-150 ; :
92 8 pins : Cable Wiring : 25 pins
2 9 GND i 3 7 : GND
£ 3 Data+ | 5= » 3 i Data+
24 Data- | 6 = » 8 : Data-
0 ~— ;i !

NPort 5000 Series User Manual 211



Bable Wiring for NPort 5600-8-DT/DTL Series

NPort "ﬂljJ @ @ Serial Device
RJ45 DB9(F) DB9(M) DB25(M)  DB25(F)
DSR 1 6 - 4 6 20 DTR
RTS 2 7 —_— 8 4 5 CTs
o GND 3 5 5 7 7 GND
a TD 4 3 S 2 2 3 RxD
§) RXD 5 2 -~ 3 3 2 TD
S DCD 6 1 —— 1 8 8 DCD
N CTs 7 8 —— 7 5 4 RTS
2 DTR 8 4 — 6 20 6 DSR
(n;é NPort -ﬂ'_’_] {] {] Serial Device
2 RJ45 DB9(F) DB9(M) DB25(M)  DB25(F)
2, | ™D+ 2 2 — 3 3 2 RxD+
Y2 | GND 3 5 5 7 7 GND
3 5 | ™D- 4 1 S 1 8 8 RxD-
Y RxD+ 5 3 - 2 2 3 TxD+
2® | RxD- 6 4 -~ 6 20 6 TxD-
4 NPort "ﬂljJ ﬂ @ Serial Device
<
g} RJ45 DB9(F) DB9(M)  DB25(M) DB25(F)
o2 GND 3 5 _— 5 7 7 GND
B Data+ 5 3 -~ 2 2 3 Data+
a & | Data- 6 4 - > 6 20 6 Data-
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Pin Assignments for DB9 Male and Female Connectors

Pin Assignments for DB9 and DB25 Connectors

DB9 Male Connector

DB9 Female Connector

DSR (in) 6
RTS (out) 7
CTS (in) 8

¥ R

\ o

¢

O

—_

1 DCD (in)
2 RxD (in)
3 TxD (out)
4 DTR (out)
5 GND

-

=

@)
DCD (in) 1 — | -
wo: — BT e
Xi in ——
DSR (in) 4 — i SEI'S (out)
GND 5 —
L O |

Pin Assignments for DB25 Male and Female Connectors

DB25 Male Connector

DB25 Female Connector

DTR (out) 20

25

3

) o

1

2 TxD (out)

3 RxD (i)

4 RTS (out)

5 CTS (in)

6 DSR (in)
7 GND

L T R T T T T T T T

L T O T O T T T S

8 DCD (in)

13

T

1
RxD (in) 2
TxD (out) 3
CTS (in) 4
RTS (out) 5
DTR (out) 6
GND 7
DCD (in) 8

13

O

Y

4—— 20 DSR (in)
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B. Adjustable Pull High/Low Resistors for
the RS-485 Port

In some critical environments, you may need to add termination resistors to prevent the reflection of serial
signals. When using termination resistors, it is important to set the pull high/low resistors correctly so that
the electrical signal is not corrupted. Since there is no resistor value that works for every environment, DIP

switches or jumpers are used to set the pull high/low resistor values for each RS-485 port.

/\ ATTENTION

Do not use the 1 kQ setting on NPorts when using the RS-232 interface. Doing so will degrade the RS-232
signals and shorten the maximum allowed communication distance.

Series
NPort 5230

NPort 5232

NPort 52321

Pull H/L resistance

Fixed, 1 kQ

Terminator

N/A

NPort 5130

NPort 5150

NPort 5130A

NPort 5150A

NPort 5450AI-M12

Adjustable, ON = 1 kQ / OFF = 150 kQ

default = 150 kQ

N/A

NPort 5430

NPort 5450

NPort 54301

NPort 54501

NPort 5630

NPort 5650

NPort 5230A

NPort 5250A

NPort 5650-8-DT/DTL

NPort P5150A

NPort IA-5150/IA-5250

NPort IA5150A/5250A

NPort IA5450A

NPort IA-51501

Adjustable, ON = 1 kQ / OFF = 150 kQ

default = 150 kQ

120 Q
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NPort 5130/5150 Series (Jumpers)

To set a pull high/low resistor to 150 kQ, make sure that the two jumpers (JP3 and JP4) assigned to
the serial port are not shorted by jumper caps. This is the default setting.

To set a pull high/low resistor to 1 kQ, make sure that the two jumpers (JP3 and JP4) assigned to the
serial port are shorted by jumper caps.

w

JP3
JP4

A

o
o
[o]
L]

@ 0000

1
A

(oo a] |

O TOOOOS
0000

ORDOQ
(oo}

O
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NPort 5130A/5150A (Jumpers)
To set a pull high/low resistor to 150 kQ, make sure that the two jumpers (JP3 and JP4) assigned to
the serial port are not shorted by jumper caps. This is the default setting.

To set a pull high/low resistor to 1 kQ, make sure that the two jumpers (JP3 and JP4) assigned to the
serial port are shorted by jumper caps.

| jO @
& O

© oOoOm
o000

1

[cog|  JP3
i  JP4

sRe
o000
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NPort P5S150A (DIP Switches)

To set the pull high/low resistors to 150 KQ, make sure both the assigned DIP switches are in the OFF

position. This is the default setting.

To set the pull high/low resistors to 1 KQ, make sure both the assigned DIP switches are in the ON

BLAE

position.

ON

B
©

m {1

©

oJofolto]

NPort 5230/5232/52321I (Fixed)

The pull high/low value is 1 K, and the value is fixed.

NPort 5430/54301/5450/5450I Models (DIP Switches)
To set the pull high/low resistors to 150 KQ, Pull high/low resistors for the RS-485 Port

make sure both of the assigned DIP switches are
in the OFF position. This is the default setting.

To set the pull high/low resistors to 1 KQ,
make sure both of the assigned DIP switches are

in the ON position.

HW version v1.3.0 or earlier

1 2 3
SW Pull-high Pull-low Terminator
resistor resistor
ON 1 kQ 1 kQ 120 Q
OFF 150 kQ* 150 kQ* —*
* Default

Default

HW version v1.4.0 or later

1 2 3
Sw Pull High Pull Low Terminator
ON 1 KQ 1 KQ 120 Q
OFF 150 KQ 150 KQ -

@ ©
© ©)
c] ©
(@ © @ @m |

© ©
© ©

® ©

(o o E )

| /- |

1o

L

1l
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NPort 5630/5650 Series (DIP Switches)
To set the pull high/low resistors to 150 KQ, Pull high/low resistors for the RS-485 Port

make sure both of the assigned DIP switches are
in the OFF position. This is the default setting.

To set the pull high/low resistors to 1 KQ,
make sure both of the assigned DIP switches are
in the ON position.

@ @

[G]

o T )

—
LI

©

Y

@O
@

[ o T B

ON

sSw

1

2

3

Pull High
1 KQ

Pull Low
1 KQ

Terminator

120 Q

Default| OFF

150 KQ

150 KQ

S1 for Port 1
S2 for Port 2
S3 for Port 3
S4 for Port 4
S5 for Port 5
S6 for Port 6
S7 for Port 7
S8 for Port 8
S9 for Port 9
$10 for Port 10
S$11 for Port 11
S12 for Port 12
S$13 for Port 13
S$14 for Port 14
S$15 for Port 15
S$16 for Port 16
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NPort 5650-8-DT/DTL Series (DIP Switches)

e NPort 5650-8-DT: Use the DIP switches on the bottom panel to configure each device port’s pull
high/low resistors. You will need to unscrew the DIP switch cover to access the DIP switches.

I

@
" s e
EEEEESEE
O (]
[ INNNN | QN | R | NN R (M -

¢ NPort 5650-8-DTL: Remove the top cover to access the DIP switches used to configure each device
port’s pull high/low resistors (note that SW4 is reserved for future use).

« * .

o orooo oo o9

The pull high/low resistor values for each device port are set as follows:

1 2 3
sw Pull High Pull Low Terminator
ON 1 KW 1 KW 120 W
Default OFF 150 KW 150 KW -

NPort 5230A/5250A (DIP Switches)

TR T [T . . .
T H TG 2 OM
°© 0 L L1 @

coocoo
@ 12 3

o000

1 2 3
sSwW - - - -
Pull-high resistor | Pull-low resistor Terminator
ON 1 KQ 1 KQ 120 Q
OFF 150 KQ* 150 KQ* —*
* Default
Port 1 Port 2 To set the pull high/low resistors to 150 K, make sure both

the assigned DIP switches are in the OFF position. This is the
default setting.

@ @ To set the pull high/low resistors to 1 KQ, make sure both of
assigned DIP switches are in the ON position.

NPort 5000 Series User Manual 219



NPort IA5000 Series (DIP Switches)
NPort IA5150 Models NPort IA5250 Models

l — l

© © © © |

| [ | | =] = | I =R L= N N =]

SW2 SWi1

SW 1

The DIP switches are located beneath the DIP switch panel on the side of the unit.

To add a 120 Q termination resistor, set switch 3 to ON; set switch 3 to OFF (the default setting) to
disable the termination resistor.

To set the pull high/low resistors to 150 KQ, set switches 1 and 2 to OFF. This is the default setting.
To set the pull high/low resistors to 1 KQ, set switches 1 and 2 to ON.
Switch 4 on the port’s assigned DIP switch is reserved.

When setting up your RS-485 and RS-422 networks, use termination resistors to prevent signal reflections.
The NPort IA5000 Series has built-in pull high/low resistors and terminators, so you can consider enabling
them when they have a communication problem by the default settings with RS-485 and RS-422 networks.
The following figures illustrate how to properly configure termination for a 2-wire RS-422/RS485 network,
and a 4-wire RS485 network. You will usually only need to install termination resistors (typically 120 Q) on
the first and last devices on your network.

Setting up terminators for a 2-wire RS422/RS485 network

e [J1200

Device#l Device#2 ssasus Device#31
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Setting up terminators for a 4-wire RS485 network

Devicef#l Device#2 LR R Device#31

NPort IA5000A Series (DIP Switches)

The DIP switches are on the PCB board; you will need to take off the covers to access them. To set the pull-
high resistor to 150 KQ, flip DIP1 to “OFF,” and then set the pull-low resistor to 150 KQ, and then flip DIP2
to “"OFF.” To set the pull-high resistor to 1 KQ, flip DIP1 to "ON,” and then set the pull-low resistor to 1 KQ,
and then flip DIP2 to "ON.” Make sure that DIP3 is "ON” to enable the 120Q terminator. The default settings
for the pull-high and pull-low resistors and the terminators are all at "OFF.”

NPort IA5150A/IA5250A Series

© © T2
~ NPort IA5250A Series OFF B

NPort IAS150A Series
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NPort IA5450A Series
Please follow the instructions below to change the pull-high/low DIP switch settings.

Step 1: Remove the case

Step 2: Remove the first tier

Step 3: Remove the 4 pillars
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Step 4:

From right to left, the DIP switches are used for port 1 to port 4. SW1 is used for port 1, SW2 for port 2,

Pull-high/low DIP switches are on the backside of the board

SW3 for port 3, and SW4 for port 4. The functions of DIP1, DIP2, and DIP3 are shown in the following table

(DIP4 is reserved).
Pull-high/low Resistors for the RS-485 Port

Default

SW DIP1 DIP2 DIP3
Pull-high Pull-low Terminator

ON 1 kQ 1 kQ 120 kQ

OFF 150 kQ 150 kQ -
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C. Well-known Port Numbers

In this appendix, which is included for your reference, we provide a list of well-known port numbers that
may cause network problems if you set the NPort to one of these ports. Refer to RFC 1700 for well-known
port numbers, or refer to the following introduction from the IANA.

The port numbers are divided into three ranges: the well-known Ports, the Registered Ports, and the
Dynamic and/or Private Ports.

e The Well-Known Ports range from 0 through 1023.

e The Registered Ports range from 1024 through 49151.

e The Dynamic and/or Private Ports range from 49152 through 65535.

The well-known ports are assigned by the IANA, and on most systems, can only be used by system
processes or by programs executed by privileged users. The following table shows famous port numbers

among the well-known port numbers. For more details, please visit the IANA website at
http://www.iana.org/assignments/port-numbers.

TCP Socket Application Service

0 reserved

1 TCP Port Service Multiplexor

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

15 Netstat

20 FTP data port

21 FTP CONTROL port

23 Telnet

25 SMTP (Simple Mail Transfer Protocol)
37 Time (Time Server)

42 Host name server (names server)
43 Whois (nickname)

49 (Login Host Protocol) (Login)

53 Domain Name Server (domain)
79 Finger protocol (Finger)

80 World Wide Web HTTP

119 Network news Transfer Protocol (NNTP)
123 Network Time Protocol

213 IPX

160 - 223 Reserved for future use
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UDP Socket Application Service

0 reserved

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

35 Any private printer server

39 Resource Location Protocol

42 Host name server (names server)
43 Whois (nickname)

49 (Login Host Protocol) (Login)

53 Domain Name Server (domain)

69 Trivial Transfer Protocol (TETP)

70 Gopler Protocol

79 Finger Protocol

80 World Wide Web HTTP

107 Remote Telnet Service

111 Sun Remote Procedure Call (Sunrpc)
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol (nnp

161 SNMP (Simple Network Mail Protocol)
162 SNMP Traps

213 IPX (Used for IP Tunneling)
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D. SNMP Agents with MIB II & RS-
232/422/485 Like Groups

The NPort has built-in SNMP (Simple Network Management Protocol) agent software. It supports SNMP
Trap, RFC1317 RS-232 like group and RFC 1213 MIB-II. The following table lists the standard MIB-II group,
as well as the variable implementation for the NPort device server.

RFC1213 MIB-II Supported SNMP Variables:

System MIB _lInterfacesMIB  TPMIB |

SysDescr itNumber ipForwarding IcmpInMsgs
SysObjectID ifIndex ipDefaultTTL IcmplInErrors
SysUpTime ifDescr ipInreceives IcmpInDestUnreachs
SysContact ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu ipInAddrErrors IcmpInParmProbs
SysLocation ifSpeed ipForwDatagrams IcmpInSrcQuenchs
SysServices ifPhysAddress ipInUnknownProtos IcmpInRedirects
ifAdminStatus ipInDiscards IcmpInEchos
ifOperStatus ipInDelivers IcmpInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
ifinUcastPkts ipOutNoRoutes IcmpInAddrMasks
ifInNUcastPkts ipReasmTimeout IcmpOutMsgs
ifInDiscards ipReasmReqds IcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnreachs
ifinUnknownProtos ipReasmFails IcmpOutTimeExcds
ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr IcmpOutEchos
ifOutErrors ipAdEntIfIndex IcmpOutEchoReps
ifOutQLen ipAdEntNetMask IcmpOutTimestamps
ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps
ipAdEntReasmMaxSize IcmpOutAddrMasks
IpNetToMedialfIndex IcmpOutAddrMaskReps

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards
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UDP MIB TCPMIB [SNMPMIB |Address Translation MIB
UdpInDatagrams tcpRtoAlgorithm snmplInPkts AtIfIndex
UdpNoPorts tcpRtoMin snmpOutPkts AtPhysAddress
UdpInErrors tcpRtoMax snmplInBadVersions AtNetAddress
UdpOutDatagrams |tcpMaxConn snmpInBadCommunityNames
UdpLocalAddress tcpActiveOpens snmpInASNParseErrs
UdpLocalPort tcpPassiveOpens snmpInTooBigs

tcpAttempFails snmpInNoSuchNames

tcpEstabResets snmplInBadValues
tcpCurrEstab snmpInReadOnlys
tcpInSegs snmplInGenErrs
tcpOutSegs snmplInTotalRegVars
tcpRetransSegs snmplInTotalSetVars
tcpConnState snmplnGetRequests
tcpConnlLocalAddress |snmplInGetNexts
tcpConnLocalPort snmplInSetRequests
tcpConnRemAddress  |snmpInGetResponses
tcpConnRemPort snmplInTraps
tcpInErrs snmpOutTooBigs
tcpOutRsts snmpOutNoSuchNames
snmpOutBadValues
snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps

snmpEnableAuthenTraps

RFC1317: RS-232 MIB objects

RS-232-like General Port RS-232-like Asynchronous Port

Generic RS-232-like Group

Table Group

rs232Number rs232PortTable rs232AsyncPortTable
rs232PortEntry rs232AsyncPortEntry
rs232PortIndex rs232AsyncPortIndex
rs232PortType rs232AsyncPortBits
rs232PortInSigNumber rs232AsyncPortStopBits
rs232PortOutSigNumber rs232AsyncPortParity
rs232PortInSpeed
rs232PortOutSpeed

The Input Signal Table

The Output Signal Table

rs232InSigTable rs2320utSigTable
rs232InSigEntry rs2320utSigEntry
rs232InSigPortIndex rs2320utSigPortIndex
rs232InSigName rs2320utSigName
rs232InSigState rs2320utSigState
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E. Auto IP Report Protocol

The NPort Series provides several ways to configure Ethernet IP addresses. One of them is DHCP Client.
When you set up the NPort to use DHCP Client to configure Ethernet IP addresses, it will automatically send
a DHCP request over the Ethernet to find the DHCP Server. And then the DHCP Server will send an available
IP address to the NPort. The NPort will use this IP address for a period after receiving it. But the NPort will
send a DHCP request again to the DHCP Server. Once the DHCP Server realizes that this IP address is to be
released to another DHCP Client, the NPort then will receive a different IP address. For this reason, users
sometimes find that the NPort will use different IP addresses, not a fixed IP address.

In order to know what IP address the NPort is using, you need to set up parameters in Network Settings via
the Web browser. The figure below is the NPort Web console configuration window. Enter the IP address and
the Port number of the PC that you want to send this information to.

Network Settings

Network Settings

LAN1 IP address 192.166.127 254
LAN1 Netmask 255.255.255.0

LAN1 Gateway

LAN1 IP configuration Static v
Multi-LAN mode Switch 4
LANZ IP address 192.168.126,.254
LANZ Netmask £55.255.255.0

LANZ Gateway

LANZ IP configuration Static -

DNS server 1

DNS server 2

IP Address Report

Auto report to IP

Auto report to IP (LANZ)

Auto report to UDP port 4002

Auto report period 10 (0~9% secs)

LLDP Settings

LLDP © Enable  Disable
Message Transmit Interval 30 (5~32768 secs)

And then you can develop your own programs to receive this information from the NPort. Here is NPort’s
Auto IP Report Protocol. We provide an example for you to easily develop your own programs. You can find
this example on Moxa’s website.

Auto IP Report Format
“Moxa”, 4 bytes Info[0] Info[1] Info[n]

Info [n]

Field [ Length Dato

Length | 1 Variable, Length is “Length Field”
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ID List

ID Value Description Length Note
1 Server Name Variable ASCII char
2 Hardware ID 2 Little-endian
6 bytes MAC address. If the MAC address is
3 MAC Address 6 "00-90-E8-01-02-03", the MAC[O0] is 0, MAC[1]
is 0x90(hex), MAC[2] is OxE8(hex), and so on.

4 Serial Number 4, DWORD Little-endian
5 IP Address 4, DWORD Little-endian
6 Netmask 4, DWORD Little-endian
7 Default Gateway 4, DWORD Little-endian

. . Little-endian
8 Firmware Version 4, DWORD Verl.3.4= 0x0103040
9 AP ID 4, DWORD Little-endian
AP ID & Hardware ID Mapping Table
Product Device ID AP ID
NPort 5110 0x5110 0x80015110
NPort 5130 0x5130 0x80005100
NPort 5150 0x5150 0x80005100
NPort 5110A 0x511A 0x80015100
NPort 5130A 0x513A 0x80015100
NPort 5150A 0x515A 0x80015100
NPort 5210 0x0322 0x80000312
NPort 5230 0x0312 0x80000312
NPort 5232 0x0332 0x80000312
NPort 52321 0x1332 0x80000312
NPort 5210A 0x521A 0x80015200
NPort 5230AI 0x524A 0x80015200
NPort 5250A 0x523A 0x80015200
NPort 5250AI 0x526A 0x80015200
NPort 5410 0x0504 0x80005000
NPort 5430 0x0534 0x80005000
NPort 54301 0x1534 0x80005000
NPort 5610-8 0x5618 0x80005610
NPort 5610-16 0x5613 0x80005610
NPort 5630-8 0x5638 0x80005610
NPort 5630-16 0x5633 0x80005610
NPort 5150AI-M12 0x515B 0x80015101
NPort 5250AI-M12 0x525B 0x80015201
NPort 5450AI-M12 0x545B 0x80015401
NPort-IA5150 0x5151 0x80005250
NPort-IA51501 0x5152 0x80005250
NPort-IA5150-S-SC 0x5153 0x80005250
NPort-IA5150I-S-SC 0x5154 0x80005250
NPort-IA5150-M-SC 0x5155 0x80005250
NPort-IA5150I-M-SC 0x5156 0x80005250
NPort-IA5250 0x5251 0x80005250
NPort-IA52501 0x5250 0x80005250
NPort IA5150A 0x527A 0x80005201
NPort IA5150A-M-SC 0x52BA 0x80005201
NPort IA5150AI 0x528A 0x80005201
NPort IA5250A 0x529A 0x80005201
NPort IA5250AI 0x52AA 0x80005201
NPort IA5450A 0x540A 0x80015400
NPort IA5450AI 0x541A 0x80015400
NPort P5150A 0x5157 0x80015100
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F. Compliance Notice

A CE Warning

This is a Class A product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take appropriate measures.

Federal Communications Commission Statement

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

A FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this equipment
in a residential area is likely to cause harmful interference, in which case the user will be required to
correct the interference at his or her own expense.
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