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1

MODBUS/TCP MAP

Introduction

MODBUS TCP is a protocol commonly used for the integration of a SCADA system. It is also a vendor-
neutral communication protocol used to monitor and control industrial automation equipment such as PLCs,
sensors, and meters. In order to be fully integrated into industrial systems, Moxa’s switches support
Modbus TCP/IP protocol for real-time monitoring in a SCADA system.

Data Format and Function Code

MODBUS TCP supports different types of data format for reading. The primary four types of them are:

Registers

Data Access Type Function Function Name Note
Code
Bit access Physical Discrete Inputs |2 Read Discrete Inputs
Internal Bits or Physical |1 Read Coils
Coils
Word access Physical Input Registers |4 Read Input Registers Moxa Support
(16-bit access) | Physical Output 3 Read Holding Registers

Moxa switches support Function Code 4 with 16-bit (2-word) data access for read-only information.

Configuring MODBUS/TCP on Moxa Switches

Type 1

Modbus

| Enable

Select the checkbox and click Activate to enable the Modbus TCP.

www.ipc2u.ru
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Industrial Protocols MODBUS/TCP MAP

Type 2: New UI 2.0

Modbus TCP is enabled by default. To disable Modbus TCP, uncheck Enable Modbus TCP then click Apply.

Industrial Protocol

EtherNet/IP

[] Enable EtherMetlP
Note: IGMP snooping will be automatically enabled when EtherMetlP is activated.

Modbus TCP
Enable Modbus TCP
PROFINET /D

[[] Enable PROFINET /0

MODBUS Data Map and Information
Interpretation of Moxa Switches

The data map addresses of Moxa switches shown in the following table start from MODBUS address
30001 for Function Code 4. For example, the address offset 0x0000 (hex) equals MODBUS address 30001,
and the address offset 0x0010 (hex) equals MODBUS address 30017. Note that all the information read
from Moxa switches are in hex mode. To interpret the information, refer to the ASCII table for the
translation (e.g. 0x4D = ‘M’, Ox6F = ‘0’).

Address Offset | Data Type | Interpretation |Description

System Information

0x0000 1 word HEX Vendor ID = 0x1393
0x0001 1 word Unit ID (Ethernet = 1)
0x0002 1 word HEX Product Code = 0x0003
0x0010 20 words ASCII Vendor Name = “Moxa”

Word 0 Hi byte = ‘M’

Word 0 Lo byte = ‘0o’

Word 1 Hi byte = 'x’

Word 1 Lo byte ='a’

Word 2 Hi byte = "\0’

Word 2 Lo byte = "\0’
0x0030 20 words ASCII Product Name = “EDS-408A"
Word 0 Hi byte = ‘E’

Word 0 Lo byte =D’
Word 1 Hi byte ='S’
Word 1 Lo byte = -’
Word 2 Hi byte = ‘4’
Word 2 Lo byte ='0’
Word 3 Hi byte = '8’
Word 3 Lo byte ="A’

Word 4 Hi byte = "\0’

Word 4 Lo byte = '\0’

0x0050 1 word Product Serial Number

0x0051 2 words Firmware Version

Word 0 Hi byte = major (A)
Word 0 Lo byte = minor (B)
Word 1 Hi byte = release (C)
Word 1 Lo byte = build (D)
0x0053 2 words HEX Firmware Release Date

For example:

Word 0 = 0 x 0609

Word 1 = 0 x 0705

Firmware was released on 2007-05-06 at 09
o’clock

0x0055 3 words HEX Ethernet MAC Address

Ex: MAC = 00-01-02-03-04-05

1-2
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Word 0 Hi byte = 0 x 00
Word 0 Lo byte = 0 x 01
Word 1 Hi byte = 0 x 02
Word 1 Lo byte = 0 x 03
Word 2 Hi byte = 0 x 04
Word 2 Lo byte = 0 x 05

0x0058

1 word

HEX

Power 1
0x0000: Off
0x0001: On

0x0059

1 word

HEX

Power 2
0x0000: Off
0x0001: On

0x005A

1 word

HEX

Fault LED Status
0x0000: No
0x0001: Yes

0x0080

1 word

HEX

DI1
0x0000:Off
0x0001:0n

0x0081

1 word

HEX

DI2
0x0000:Off
0x0001:0n

0x0082

1 word

HEX

DO1
0x0000:Off
0x0001:0n

0x0083

1 word

HEX

D02
0x0000:Off
0x0001:0n

Port Information

0x1000 to
0x1011

1 word

HEX

Port 1 to 8 Status
0x0000: Link down
0x0001: Link up
0x0002: Disable
OXFFFF: No port

0x1100 to
Ox1111

1 word

HEX

Port 1 to 8 Speed
0x0000: 10M-Half
0x0001: 10M-Full
0x0002: 100M-Half
0x0003: 100M-Full
OXFFFF: No port

0x1200 to
0x1211

1 word

HEX

Port 1 to 8 Flow Ctrl
0x0000:Off
0x0001:0n
OXFFFF:No port

0x1300 to
0x1311

1 word

HEX

Port 1 to 8 MDI/MDIX
0x0000: MDI
0x0001: MDIX
OXFFFF: No port

0x1400 to
0x1413 (Port 1)

0x1414 to
0x1427 (Port 2)

20 words

ASCII

Port 1 to 8 Description

Port Description = “100TX,R145.”
Word 0 Hi byte = ‘1’

Word 0 Lo byte ='0’

Word 1 Hi byte = ‘0’

Word 1 Lo byte =T’

Word 4 Hi byte = ‘4’
Word 4 Lo byte ='5'
Word 5 Hi byte ="."
Word 5 Lo byte = "\0’

Packets Information

0x2000 to
0x2023

2 words

HEX

Port 1 to 8 Tx Packets

Ex: port 1 Tx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2100 to
0x2123

2 words

HEX

Port 1 to 8 Rx Packets

Ex: port 1 Rx Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2200 to
0x2223

2 words

HEX

port 1 to 8 Tx Error Packets
Ex: port 1 Tx Error Packet Amount = 44332211

1-3
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Received MODBUS response:
0x44332211

Word 0 = 4433

Word 1 = 2211

0x2300 to 2 words HEX port 1 to 8 Rx Error Packets

0x2323 Ex: port 1 Rx Error Packet Amount = 44332211
Received MODBUS response:
0x44332211

Word 0 = 4433
Word 1 = 2211

Redundancy Information
0x3000 1 word HEX Redundancy Protocol
0x0000:None

0x0001:RSTP

0x0002:Turbo Ring
0x0003:Turbo Ring V2
0x0004:Turbo Chain
0x0005: MSTP

0x3100 1 word HEX RSTP Root

0x0000: Not Root

0x0001: Root

OXFFFF: RSTP Not Enable
0x3200 to 1 word HEX RSTP Port 1 to 8 Status
0x3211 0x0000: Port Disabled
0x0001: Not RSTP Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: RSTP Not Enable
0x3300 1 word HEX TurboRing Master/Slave
0x0000: Slave

0x0001: Master

OXFFFF: Turbo Ring Not Enable
0x3301 1 word HEX TurboRing 1st Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

0x3302 1 word HEX TurboRing 2nd Port status
0x0000: Port Disabled
0x0001: Not Redundant Port
0x0002: Link Down

0x0003: Blocked

0x0004: Learning
0x0005:Forwarding

0x3303 1 word HEX TurboRing Coupling

0x0000: Off

0x0001: On

OxFFFF: Turbo Ring is Not Enabled
0x3304 1 word HEX TurboRing Coupling Port Status

0x0000: Port Disabled

0x0001: Not Coupling Port
0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

OxFFFF: Turbo Ring is Not Enabled
0x3305 1 word HEX TurboRing Coupling Control Port Status
0x0000: Port Disabled

0x0001: Not Coupling Port
0x0002: Link Down

0x0003: Blocked

0x0005: Forwarding

0x0006: Inactive

0x0007:Active

OXFFFF:Turbo Ring is Not Enabled
0x3500 1 word HEX TurboRing V2 Coupling Mode
0x0000: None

0x0001: Dual Homing

0x0002: Coupling Backup
0x0003: Coupling Primary
OXFFFF:Turbo Ring V2 is Not Enabled

1-4
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0x3501

1 word

HEX

TurboRing V2 Coupling Port Primary Status
(Used in Dual Homing, Coupling Backup, and
Coupling Primary)

0x0000:Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 is Not Enabled

0x3502

1 word

HEX

TurboRing V2 Coupling Port Backup Status
(Only using in Dual Homing)

0x0000: Port Disabled

0x0001: Not Coupling Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Not Enable

0x3600

1 word

HEX

TurboRing V2 Ring 1 status
0x0000: Healthy

0x0001: Break

OXFFFF:Turbo Ring V2 Not Enable

0x3601

1 word

HEX

TurboRing V2 Ring 1 Master/Slave
0x0000: Slave

0x0001: Master

OXFFFF: Turbo Ring V2 Ring 1 Not Enable

0x3602

1 word

HEX

TurboRing V2 Ring 1 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004:Learning

0x0005:Forwarding

OXFFFF:Turbo Ring V2 Ring 1 is Not Enabled

0x3603

1 word

HEX

TurboRing V2 Ring 1’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant Port

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 Ring 1 is Not Enabled

0x3680

1 word

HEX

TurboRing V2 Ring 2 Status

0x0000: Healthy

0x0001: Break

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3681

1 word

HEX

TurboRing V2 Ring 2 Master/Slave

0x0000: Slave

0x0001: Master

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3682

1 word

HEX

TurboRing V2 Ring 2’s 1st Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OxFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3683

1 word

HEX

TurboRing V2 Ring 2’s 2nd Port Status
0x0000: Port Disabled

0x0001: Not Redundant

0x0002: Link Down

0x0003: Blocked

0x0004: Learning

0x0005: Forwarding

OXFFFF: Turbo Ring V2 Ring 2 is Not Enabled

0x3700

1 word

HEX

Turbo Chain Switch Roles

0x0000: Head

0x0001: Member

0x0002: Tail

OXFFFF: Turbo Chain is Not Enabled

0x3701

1 word

HEX

Turbo Chain 1st Port status

www.ipc2u.ru
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0x0000:
0x0001:
0x0002:
0x0003:

Link Down
Blocking
Blocked
Forwarding

OXFFFF: Turbo Ring V2 Ring 2 Not Enable

0x3702 1 word HEX Turbo Chain 2nd Port status
0x0000: Link Down
0x0001: Blocking
0x0002: Blocked
0x0003: Forwarding
OXFFFF: Turbo Ring V2 Ring 2 Not Enable
MSTP Register
0x4000 ~ 0x407F |1 word, 0x0103 HEX MSTP CIST Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01 Discarding
port state = 0x02: RootPort / 0x02 Learning
Forwarding 0x03: AlternatePort / 0x03 Forwarding
0x04: BackupPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4080 ~ 0x40FF |1 word, 0x0103 HEX MSTP MSTI1 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO3Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4100 ~ 0x417F |1 word, 0x0103 HEX MSTP MSTI2 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0x03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4180 ~ Ox41FF |1 word, 0x0103 HEX MSTP MSTI3 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0x03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4200 ~ 0x427F |1 word, 0x0103 HEX MSTP MSTI4 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0xO03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0xO06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4280 ~ 0x42FF |1 word, 0x0103 HEX MSTP MSTI5 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0x03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable
0x4300 ~ 0x437F |1 word, 0x0103 HEX MSTP MSTI6 Port Role / Port State
=> port role = 0x00: DisabledPort / 0x00 Port Disabled
DesignatedPort 0x01: DesignatedPort / 0x01Discarding
port state = 0x02: RootPort / 0x02Learning
Forwarding 0x03: AlternatePort / 0x03Forwarding
0x04: BackupPort
0x05: MasterPort
0x06: Not MSTP Port / 0x06Not MSTP Port
OxFFFF: MSTP Not Enable

1-6
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0x4380 ~ Ox43FF

1 word, 0x0103
=> port role
DesignatedPort
port state
Forwarding

HEX

MSTP MSTI7 Port Role / Port State

0x00:
0x01:
0x02:
0x03:
0x04:
0x05:
0x06:
OXFFFF:

DisabledPort / 0x00 Port Disabled
DesignatedPort / 0x01Discarding
RootPort / Ox02Learning
AlternatePort / 0x03Forwarding
BackupPort

MasterPort

Not MSTP Port / 0x06Not MSTP Port
MSTP Not Enable

1-7
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EtherNet/IP

Introduction

EtherNet/IP is an Industrial Ethernet Protocol defined by the ODVA association. The protocol is open to the
public and vendors can implement EtherNet/IP into their industrial devices without incurring a license fee.
Many vendors have adopted this protocol as the standard communication protocol between devices. For
example, Rockwell Automation uses EtherNet/IP as the standard protocol for their Logix controllers over
Ethernet networks.

To allow complete integration with a Rockwell system, Moxa switches not only provide a full-functioning of
industrial network infrastructure, but also enable the SCADA system to monitor the status of the switches
as well as that of the PLCs, .making the switches part of a Rockwell system.

Messaging Types

EtherNet/IP supports two types of communication methods for EtherNet/IP devices: Explicit Messaging and
Implicit Messaging. Explicit Messaging is unscheduled and is used for a request/response communication
procedure (or client/server procedure). Explicit Messaging uses TCP/IP over Ethernet. Implicit Messaging is
scheduled and is used for a producer/consumer communication with UDP over Ethernet. Implicit Messaging
is also called I/O Messaging.

Configuring EtherNet/IP on Moxa Switches

www.ipc2u.ru

Type 1:
Ethernet/IP
C Enable (Enable IGMP Snooping automatically after activating)
@ Disable [ (Disable IGMP Snooping after activating)

Check the Enable checkbox to enable EtherNet/IP. With EtherNet/IP enabled, IGMP Snooping and IGMP
Query functions will be enabled automatically to be properly integrated in Rockwell systems for multicast
Implicit (I/O0) Messaging.

WWW.moxa.pro
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Type 2: New UI2.0

The default Modbus TCP support is enabled. To disable the Modebus TCP support, uncheck the Enable
Modbus TCP then click Apply to activate the setting.

Industrial Protocol

EtherNet/IP

[7] Enable EtherMetIP
Note: IGMP snooping will be automatically enabled when EtherMetIP is activated.

Modbus TCP
Enable Modbus TCP
PROFINET 11O

[C] Enable PROFINET /D

CIP Objects of EtherNet/IP

Several communication objects are defined in CIP (Common Industrial Protocol). Moxa switches support the
following objects for PLCs and SCADA systems to monitor:

Identity Object

TCP/IP Interface Object

Ethernet Link Object

Assembly Object

Message Router Object

Connection Manager Object

Port Object

Moxa Networking Object (Vendor Specific)

The supported attributes and services of the above objects are introduced in the table below, including the
access rules for each attribute. To understand the details of each attribute of the standard objects, refer to
the official documents of CIP introduction (Vol. 1) and the EtherNet/IP Adaptation of CIP (Vol. 2).

Identity Object

The Class code of Identity object is 0x01 (Defined in CIP Vol1, 5-2).

There is one instance of this object in our product. It stores the information of the production and the
device. The following tables summarize the class attributes and the instance attributes.

Class Attribute List

Attr ID |Access Name Data Type |Description
Rule
1 Get Revision UINT (16) Revision of this object
2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device
3 Get Number of Instances UINT (16) Number of object instances currently
created in this class level of the device.
6 Get Maximum ID Number UINT (16) The attribute ID number of the last class
Class Attributes attribute of the class definition implemented
in the device
7 Get Maximum ID Number UINT (16) The attribute ID number of the last instance
Instance Attributes attribute of the class definition implemented
in the device

www.ipc2u.ru
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Instance Attribute List

Attr ID |Access Name (Struct.) | Data Type Description
Rule
1 Get Vendor ID UINT (16) 991, the vendor ID of Moxa.
2 Get Device Type UINT (16) 0 x 307, “Managed Ethernet Switch”.
3 Get Product Code UINT (16) Please refer to Product Code Table.
4 Get Revision (Struct.) The version of the Identity object
Major USINT (8) The structure member, major
Minor USINT (8) The structure member, minor.
5 Get Status WORD (16) Not used
6 Get Serial Number UDINT (32) The serial number of each device
7 Get Product Name SHORT_ The product name in human-readable
STRING format
15 Get/Set | Assigned Name STRINGI The assigned switch name
For example:
“Managed Redundant Switch xxxxx”.
(xxxxx is series number.)
17 Get/Set | Geographic STRINGI The assigned switch location
Location The default string is “Switch Location”.

The Identity Object Instance supports the following CIP Common services:

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0x0E v v Get_Attribute_Single Used to read an object instance attribute.

0x10 v Set_Attribute_Single Used to write an object instance attribute

0x05 v Reset Invokes the reset service for the device
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Product Code Table

Product Code | Model Name Product Code |Model Name Product Code |Model Name

0x0001 n/a 0x0012 EDS-G509 0x0023 TN-5510-PoE

0x0002 n/a 0x0013 EDS-P510 0x0024 TN-5508-PoE

0x0003 EDS-726 0x0014 EDS-516A-MM-M12 0x0025 n/a

0x0004 n/a 0x0015 IKS-65265SB 0x0026 IKS-6524

0x0005 EDS-518A 0x0016 EDS-608 0x0027 n/a

0x0006 EDS-405A 0x0017 IKS-6726-PoE 0x0028 n/a

0x0007 EDS-408A 0x0018 EDS-611 0x0029 EDS-P506A

0x0008 EDS-505A 0x0019 EDS-616 0x002A PT-7728-PTP

0x0009 EDS-508A 0x001A EDS-619 0x002B PT-510

0x000A EDS-510A 0x001B TN-5518 0x002C PT-508

0x000B EDS-516A 0x001C TN-5516 0x002D n/a

0x000C EDS-728 0x001D TN-5510 0x002E n/a

0x000D PT-7728 0x001E TN-5508 0x002F IKS-G6524

0x000E EDS-828 0x001F EOM-104 0x0030 ICS-G7526

0x000F PT-7828 0x0020 PT-G7509 0x0031 ICS-G7528

0x0010 PT-7710 0x0021 TN-5518-PoE 0x0032 n/a

0x0011 IKS-6726 or 0x0022 TN-5516-PoE 0x0033 IPS-P408
PT7728S_old

0x0034 TN-5818 0x0045 EDS-G508E 0x0056 n/a

0x0035 IKS-G6824 0x0046 EDS-G512E 0x0057 RedBox

0x0036 ICS-G7826 0x0047 EDS-G516E 0x0058 PT-7728-S-CN

0x0037 I1CS-G7828 0x0048 EDS-D102

0x0038 ICS-G7748 0x0049 TN-5816v2

0x0039 ICS-G7750 0x004A n/a

0x003A ICS-G7752 0x004B n/a

0x003B ICS-G7848 0x004C n/a

0x003C ICS-G7850 0x004D n/a

0x003D ICS-G7852 0x004E n/a

0x003E IKS-6852 0x004F EDS-408A-SS-ST-BP

0x003F IKS-6728 0x0050 EDS-510A-3SFP-2SSC

0x0040 PT-7528 0x0051 n/a

0x0041 PT-7528-PTP 0x0052 IEX-402-VDSL

0x0042 TN-5510-2DSL | 0x0053 IKS-6728-8PoE

0x0043 EDS-828-G52 0x0054 EDS-510E

TCP/IP Interface Object

The Class code of TCP/IP Interface object is Oxf5 (Defined in CIP Vol2, 5-3).
There is one instance of this object.
The following tables summarize the attributes of this object.

Class Attribute List

Attr ID |Access |Name Data Type |Description
Rule

1 Get Revision UINT (16) Revision of this object.

2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device

3 Get Number of Instances UINT (16) Number of object instances currently
created at this class level of the device

6 Get Maximum ID Number UINT (16) The attribute ID number of the last class

Class Attributes attribute of the class definition implemented
in the device

7 Get Maximum ID Number UINT (16) The attribute ID number of the last instance

Instance Attributes attribute of the class definition implemented
in the device
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Instance Attribute List

Attr ID

Access Rule

Name

(Struct.)

Data Type

Description

1

Get

Status

DWORD (32)

Interface status

0 = The Interface Configuration
attribute has not been configured.

1 = The Interface Configuration
attribute contains valid

configuration obtained from

BOOTP, DHCP or non-volatile storage.

Get

Configurat
ion
Capability

DWORD (32)

Interface capability flags

Bit map of capability flags:
Bit 0: BOOTP Client

Bit 1: DNS Client

Bit 2: DHCP Client

Bit 3: DHCP-DNS Update

Bit 4: Configuration Settable

Get/Set

Configurat
ion
Control

DWORD (32)

Interface control flags
Bit map of control flags:
Bit 0 to 3: Startup Configuration

0 = The device shall use the
interface configuration values
previously stored (for example,
in non-volatile memory or via hardware
witches).

1 = The device shall obtain its
interface configuration values via
BOOTP.

2 = The device shall obtain its
interface configuration values via DHCP
upon start-up.

3 tol5 = Reserved.

Get

Physical
Link
Object

(Struct.)

Path to physical link object

Path Size

UINT (16)

Size of Path

Path

Padded
EPATH

Logical segments identifying the
physical link object

Get/Set

Interface
Configurat
ion

(Struct.)

TCP/IP network interface configuration

IP Address

UDINT (32)

The device’s IP address

Network Mask

UDINT (32)

The device’s network mask

Gateway
Address

UDINT (32)

Default gateway address

Name Server

UDINT (32)

Primary name server

Name Server2

UDINT (32)

Secondary name server

Domain Name

STRING

Default domain name

Get/Set

Host
Name

STRING

Host name

The TCP/IP Object Instance supports the following CIP Common services:

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x01 v v Get_Attributes_All Returns the contents of all attributes of the class
0 x OE v v Get_Attribute_Single Used to read an object instance attribute

0x10 v Set_Attribute_Single Used to modify an object instance attribute

Ethernet Link Object

www.ipc2u.ru

The Class code of Ethernet Link object is 0xf6 (Defined in CIP Vol2, 5-4). For each switch port, there is an
instance of this class. The following table shows the mapping of instance number and the switch port

number.

Instance Number Mapping to

0 Ethernet Link class
1 1st switch port

2 2nd switch port

3 3rd switch port
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The following tables summarize the attributes of the Ethernet Link object.
There are some vendor specific attributes in the table (Starting from attribute Id 100).

Class Attribute List

Attr ID |Access |(Name Data Type | Description
Rule
1 Get Revision UINT (16) |Revision of this object
2 Get Max Instance UINT (16) |Maximum instance number of an object
currently created in this class level of the device
3 Get Number of Instances UINT (16) |Number of object instances currently created in
this class level of the device
6 Get Maximum ID Number UINT (16) |The attribute ID number of the last class
Class Attributes attribute of the class definition implemented in
the device
7 Get Maximum ID Number UINT (16) |The attribute ID number of the last instance
Instance Attributes attribute of the class definition implemented in
the device
100 Get Moxa-specific Revision UINT (16) |Revision of Moxa specific attributes and services

Instance attribute list

Attr Access |Name (Struct.) |Data Type Description
ID Rule
1 Get Interface Speed UDINT (32) Interface speed currently in use
(Speed in Mbps, e.g., 0, 10, 100,
1000, etc.)
2 Get Interface Flags DWORD (32) Refer to the Interface Flags table.
3 Get Physical Address ARRAY of 6 MAC layer address (The System
USINT(8) MAC address).
4 Get Interface Counters (Struct.) Counters relevant to the receipt
of packets.
In Octets |UDINT (32) Octets received on the interface.
In Ucast UDINT (32) Unicast packets received on
Packets the interface.
In NUcast |UDINT (32) Non-unicast packets received on
Packets the interface.
In UDINT (32) Inbound packets received on
Discards the interface but are discarded.
In Errors | UDINT (32) Inbound packets that contain
Errors (does not include In
Discards).
Out Octets | UDINT (32) Octets sent on the interface.
Out Ucast | UDINT (32) Unicast packets sent on the
Packets interface.
Out UDINT (32) Non-unicast packets sent on
NUcast the interface.
Packets
Out UDINT (32) Discarded outbound packets.
Discards
Out Errors | UDINT (32) Outbound packets that contain
errors.
5 Get Media Counters (Struct.)
Alignment | UDINT (32) Received frames that are not an
Errors integral number of octets in
length.
FCS Errors | UDINT (32) Received frames that do not pass
the FCS check.
Single UDINT (32) Successfully transmitted frames
Collisions which experienced exactly one
collision.
Multiple UDINT (32) Successfully transmitted frames
Collisions which experienced more than one
collision.
SQE Test | UDINT (32) Number of times the SQE test
Errors error message is generated.
2-6
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Deferred UDINT (32) Frames for which first
Transmissi transmission attempt is delayed
ons because the medium is busy.
Late UDINT (32) Number of times a collision is
Collisions detected later than 512 bit times
into the transmission of a packet.
Excessive | UDINT (32) Frames for which transmission
Collisions fails due to excessive collisions.
MAC UDINT (32) Frames for which transmission
Transmit fails due to an internal MAC
Errors sublayer transmit error.
Carrier UDINT (32) Times that the carrier sense
Sense condition was lost or never
Errors asserted when attempting to
transmit a frame.
Frame Too | UDINT (32) Received frames that exceed the
Long maximum permitted frame size.
MAC UDINT (32) Frames for which reception on an
Receive interface fails due to an internal
Errors MAC sublayer receive error.
6 Get/Set |Interface Control (Struct.) Configuration for physical
interface.
Control WORD (16) Bit 0: Auto-Negotiate
Bits Value 0: Force
Value 1: Auto-Nego
Bit 1: Half/Full Duplex
Value 0: half duplex
Value 1: full duplex
Bit 2 to 15: Reserved, all zero
Forced UINT (16) Speed at which the interface
Interface shall be forced to operate.
Speed
10 Get Interface Label SHORT_STRING | Human readable identification
100 Get Interface Port Index UDINT (32) Port index.
101 Get Interface Port STRING Port description.
Description
102 Get/Set | Broadcast Storm USINT (8) Value 0: Disabled Broadcast
Protection Storm Protection.
Value 1: Enable Broadcast Storm
Protection.
(Only selected products support
this function)
103 Get Interface Utilization USINT (8) RX interface utilization in
percentage
104 Get/Set | Utilization USINT (8) RX interface utilization upper limit
Alarm Upper in percentage
Threshold
105 Get/Set | Utilization USINT (8) Not supported
Alarm
Lower
Threshold
106 Get/Set |Port Link Alarm USINT (8) Value 0: Ignore
Value 1: On (Relay 1)
Value 2: On (Relay 2)
Value 3: Off (Relay 1)
Value 4: Off (Relay 2)
107 Get/Set | Port Traffic-Overload USINT (8) Value 0: Disable
Alarm Value 1: Enable(Relay 1)
Value 2: Enable(Relay 2)
108 Get Tx Unicast Packet UDINT(32) Number of TX unicast packets per
Rate second
109 Get Rx Unicast Packet UDINT(32) Number of RX unicast packets per
Rate second
110 Get Tx Multicast Packet UDINT(32) Number of TX multicast packets
Rate per second
111 Get Rx Multicast Packet UDINT(32) Number of RX multicast packets
Rate per second
112 Get Tx Broadcast Packet UDINT(32) Number of TX broadcast packets
Rate per second
113 Get Rx Broadcast Packet UDINT(32) Number of RX broadcast packets
Rate per second
2-7

WWW.moxa.pro




Industrial Protocols EtherNet/IP
114 Get Tx Multicast Packet UDINT(32) Total number of TX multicast
packets
115 Get Rx Multicast Packet UDINT(32) Total number of RX multicast
packets
116 Get Tx Broadcast Packet UDINT(32) Total number of TX broadcast
packets
117 Get Rx Broadcast Packet UDINT(32) Total number of RX broadcast
packets
118 Get Redundant Port UDINT(32) Bit 0 = Disable
Status Bit 1 = Not Redundant port
Bit 2 = Link down
Bit 3 = Blocking
Bit 4 = Learning
Bit 5 = Forwarding
Interface Flags
Bit(s) Called Definition
0 Link Status 0 indicates an inactive link;
1 indicates an active link.
1 Half/Full Duplex 0 indicates half duplex;
1 indicates full duplex.
2-4 Negotiation Status Indicates the status of link auto-negotiation
0 = Auto-negotiation in progress.
1 = Auto-negotiation and speed detection failed. Using default values
for speed and duplex. Default values are product-dependent;
recommended defaults are 10Mbps and half duplex.
2 = Auto negotiation failed but detected speed. Duplex was defaulted.
Default value is product-dependent; recommended default is half
duplex.
3 = Successfully negotiated speed and duplex.
4 = Auto-negotiation not attempted. Forced speed and duplex.
5 Manual Setting Requires |0 indicates the interface can activate changes to link parameters
Reset (auto-negotiate, duplex mode, interface speed) automatically. 1
indicates the device requires a Reset service be issued to its Identity
Object in order for the changes to take effect.
6 Local Hardware 0 indicates the interface detects no local hardware fault; 1 indicates a
Fault local hardware fault is detected. The meaning of this is product-
specific. For example, an AUI/MII interface might detect no
transceiver attached, or a radio modem might detect no antenna
attached. In contrast to the soft, possibly self-correcting nature of the
Link Status being inactive, this is assumed a hard-fault requiring user
intervention.
7~31 Reserved. Shall be set to zero

The Ethernet Link Object Instance supports the following CIP common services:

Common Service List

Service Implementation Service Name Description

Code Class |Instance

0x0E v v Get_Attribute_Single |Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Assembly Object

The Moxa switch support static assembly object for CIP I/O messaging.

The Class code is 0x04 (Defined in CIP Vol 1, 5-5).

There are three instances of this object as the following.

Instance Number Size (32 bit)
Input 2 5
Output 1 2
Configuration 3 0

The Input means the data is produced by switch which includes the information and status report to the
originator for monitoring. The Output means the data is generated by the originator (remote host) and is
consumed by switch.

www.ipc2u.ru
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Class Attribute List

Attr ID Access Rule Name Data Type Description

1 Get Revision UINT (16) Revision of this object
Instance Attribute List

Attr ID Access Rule Name (Struct.) | Data Type Description

3 Get/Set Data Array of BYTE The implicit messaging content
4 Get Size UINT (16) Number of bytes in Attr. 3

Common Service List

Service Implementation Service Name Description

Code Class Instance

0x0E v v Get_Attribute_Single | Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

For the definition of the I/O messaging, see the following table for details.

I/0 Messaging Content

Direction |I/O data Size Value & Description

Input Switch Fault Status | UDINT (32) | Please refer to Moxa Networking Object Attr ID 2.
Port Exist ULINT (64) Please refer to Moxa Networking Object Attr ID 4.
Port Link Status ULINT (64) Please refer to Moxa Networking Object Attr ID 6.

Output Port Enable ULINT (64) Please refer to Moxa Networking Object Attr ID 5.

Message Router Object

www.ipc2u.ru

The object within a node that distributes messaging requests to the appropriate application objects.
The supported messaging connections are as the following:

e Explicit Messaging
e Unconnected Messaging
e Implicit messaging

When using the UCMM to establish an explicit messaging connection, the target application object is the
Message Router object (Class Code 2).

Class Attribute List

Attr ID |Access |Name Data Type Descriptions
Rule
1 Get Revision UINT (16) Revision of this object
Instance Attribute List
Attr ID |Access |Name (Struct.) |Data Type Description
Rule
1 Get Object_list (Struct.) A list of supported objects
Number UINT (16) Number of supported classes in the
classes array
Classes Array of UINT (16) |List of supported class codes
2 Get Number UINT (16) Maximum number of connections
Available supported
3 Get Number UINT (16) Number of connections currently
Active used by system components
4 Get Active Array of UINT (16) [A list of the connection IDs of the
Connections currently active connections

Common Service List

Service Implementation Service Name Description
Code Class |Instance
0x0E v Get_Attribute_Single |Used to read an object instance attribute
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Connection Manager Object

The Connection Manager Class allocates and manages the internal resources associated with both I/O and
Explicit Messaging connections.

The class code is 0x06. There is one instance of this object.

The supported connection trigger type is cyclic and change of state.

The instance attribute list is introduced as the following.

Class Attribute List

Attr ID |Access Name Data Type |Description
Rule
1 Get Revision UINT (16) Revision of this object
Instance Attribute List
Attr ID |Access Name Data Type |Description
Rule
1 Get/Set | Open Requests UINT(16) Number of Forward Open service requests received
Common Service List
Service |Implementation Service Name Description
Code Class |Instance
0x0e v v Get_Attribute_Single Returns the contents of the specified attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute
Ox4E v Forward_Close Closes a connection
0x54 v Forward_Open Opens a connection

Port Object
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The port object represents the underlying interface of CIP which is EtherNet/IP.

The class code is 0xf4. There is one instance of this object.

The instance attribute “Port Type” identifies the CIP adaptation.

Class Attribute List

Attr Access |Name (Struct.) Data Type |Description
ID Rule
1 Get Revision UINT (16) Revision of this object
2 Get Max Instance UINT (16) Maximum instance number of an object
currently created in this class level of the
device
3 Get Number of UINT (16) Number of object instances currently
Instances created at this class level of the device.
8 Get Entry Port UINT (16) |The attribute ID number of the last class
attribute of the class definition
implemented in the device
9 Get Port Instance (Array of
Info Struct.)
Port Type UINT (16) Enumerates the type of port
Port Number UINT (16) CIP port number associated with this port

Instance Attribute List

Attr Access |Name (Struct.) Data Type |Description
ID Rule
1 Get Port Type UINT (16) Enumerates the type of port.
4 = EtherNet/IP.
2 Get Port Number UINT (16) CIP port number associated with this port.
(Value 1 is reserved for internal product use)
3 Get Link Object (Struct.)
Path Length | UINT (16) Number of 16 bit words in the following
path.
Link Path Padded Logical path segments that identify the
EPATH object for this port.
4 Get Port Name SHORT_STR | String which names the physical network
ING port. The maximum number of characters in
2-10
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the string is 64.

5 Get Port Type SHORT_STR | String which names the port type. The
Name ING maximum number of characters in the string
is 64.
6 Get/Set | Port SHORT_STR | String which describes the port. The
Description ING maximum number of characters in the string
is 64.
7 Get Node Address Padded Node number of this device on port. The
EPATH range within this data type is restricted to a
Port Segment.
9 Get Port Key Packed Electronic key of network/chassis this port is
EPATH attached to. This attribute shall be limited to

segment.

format 4 of the Logical Electronic Key

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x0E v v Get_Attribute_Single | Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Moxa Networking Object (Vendor Specific)
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The Moxa Networking object includes system information and status.

It can also be used to do the device diagnostic & configuration through explicit messaging.

The class code is 0x404.

Class Attribute List

Attr ID

Access Rule

Name

Data Type

Description

1

Get

Revision

UINT (16)

Revision of this object

Instance Attribute List

Attr
ID

Access
Rule

Name

Data Type

Description

1

Get

Firmware Version

UDINT (32)

Switch firmware version

2

Get

System Fault
Status

UDINT (32)

Switch fault status

Bit 0: Reserved

Value 0: Ok

Value 1: Fail

Bit 1: Reserved

Value 0: Ok

Value 1: Fail

Bit 2: Port utilization alarm
Value 0: No alarm
Value 1: alarm

Bit 3: Port link up
Value 0: No alarm
Value 1: Alarm

Bit 4: Port link down
Value 0: No alarm
Value 1: Alarm

Bit 5: Turbo ring break(Ring Master only)
Value 0: No alarm
Value 1: Alarm

Bit 6: Power Input 1 fail
Value 0: No alarm
Value 1: Alarm

Bit 7: Power Input 2 fail
Value 0: No alarm
Value 1: Alarm

Bit 8:DI 1(off)

Value 0: No alarm
Value 1: Alarm

Bit 9: DI 1(on)

Value 0: No alarm
Value 1: Alarm

Bit 10: DI 2(off)

Value 0: No alarm
Value 1: Alarm
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Bit 11: DI 2(on)

Value 0: No alarm
Value 1: Alarm

Bit 12: Reserved
Value 0: Not support
Value 1: Detected

Bit 13: Power supply 1
Value 0: Off

Value 1:0n

Bit 14: Power supply 2
Value 0: Off

Value 1:0n

Bit 15~31: Reserved.

3 Get Switch Port USINT (8) Switch max port number
Number
4 Get Port Exist ULINT (64) switch per port exist
Bit mask, the LSB indicates the first port.
Value 0: Not exist
Value 1: Exist
5 Get/Set | Port Enable ULINT (64) Switch per port enable
Bit mask, the LSB indicates the first port.
Value 0: Enable
Value 1: Disable
6 Get Port Link Status ULINT (64) Switch per port link status
Bit mask, the LSB indicates the first port.
Value 0: Link down
Value 1: Link up
7 Get/Set | IGMP Snooping USINT (8) IGMP snooping enable:
Enable Value 0: Disable
Value 1: Enable
8 Get/Set | Query Interval UDINT (32) |Query interval range from 20 to 600 secs
9 Get/Set |IGMP Enhanced USINT (8) IGMP enhanced mode
Mode 0: Disable(default)
1: Enable
14 Get/Set |Relay 1 USINT (8) Override relay warning setting
0: Disable(default)
1: Enable
15 Get/Set |Relay 2 USINT (8) Override relay warning setting
0: Disable (default)
1: Enable
16 Get/Set | Power 1 Relay USINT (8) Power input 1 failure (on->off)
Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
17 Get/Set | Power 2 Relay USINT (8) Power input 2 failure (on->off)
Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
18 Get/Set | DI 1 (0ff) USINT (8) DI 1 (0ff)
Relay Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
19 Get/Set |DI 1 (on) USINT (8) DI 1 (On)
Relay Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
20 Get/Set | DI 2 (0ff) USINT (8) DI 2 (0ff)
Relay Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
21 Get/Set |DI 2 (on) USINT (8) DI 2 (0On)
Relay Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
22 Get/Set |Turbo Ring Break |USINT (8) Turbo ring break (Ring Master only)
Relay Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
23 Get CPU Usage USINT (8) Percent of usage (0 t0100)
24 Get Device Up Time UDINT (32) | Number of seconds since the device was powered up
25 Get/Set | Reset MIB Counts |USINT (8) Reset port MIB counters.
26 Get Redundant Device |UDINT (32) |Bit mask of device roles.
Mode Bits 0= RSTP
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Bits 1= Turbo Ring
Bits 2= Turbo Ring v2
Bits 3= Turbo Chain
Bits 4= MSTP

27 Get/Set |Reset Device USINT (8) Reboot and reset to default
1: Reboot the device
2: Reset to default

Common Service List

Service |Implementation Service Name Description

Code Class |Instance

0x0E v v Get_Attribute_Single | Used to read an object instance attribute
0x10 v Set_Attribute_Single Used to modify an object instance attribute

Electronic Data Sheet (EDS) File

The EDS (Electronic Data Sheet) file contains electronic descriptions of all relevant communication
parameters and objects of an EtherNet/IP device. It is required for RSLogix 5000 to recognize Moxa switch
and its CIP capability.

The list includes the sections which are described in our EDS file.

e [File]

e [Device]

e [Device Classification]
e [Port]

Icon should be 32 * 32 in pixel.

Rockwell RSLogix 5000 Add-On Instructions
(AOI)

The Rockwell RSLogix 5000 Add-On Instructions (AOI) encapsulates Moxa switch supported EtherNet/IP
functions in a common interface logic component. In RSLogix 5000 programming, users could use the AOI
to communicate with Moxa switches and need not know the internal logic.

Our AOI would provide logic of Moxa switch configuration and monitoring by using EtherNet/IP in explicit
messaging and implicit messaging. The AOI also provides some tags for RSLogix 5000/SCADA
programming.

AOI Installation

To install the AOI, you must use Rockwell RSLogix 5000 version 18 or later and Moxa managed Ethernet
switches with firmware version 3.0 or later.

The Five Major Stages of Installing the AOI

www.ipc2u.ru

Add Moxa switch to the I/O configuration tree
Import the Add-On Instruction (AOI)
Add an instance of the AOI in your application
Create and configure tags for the AOL
Download the configured AOI to Rockwell PLC

aswnN =

Add Moxa switch to the I/0 configuration tree

In order to import the AOI, the first step is to create a new Ethernet Module in RSLogix 5000.
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1. Open RSLogix 5000 and create a new controller.

Click Type and select the Rockwell PLC model of the PLC connected to the Moxa switch. Input a Name

and Description for this new controller.

Mew Controller

Wendar: Allen-Bradley

Tvpe: | 1763032 CompactLogis5332E Contraller v| [k

Revision:
hicy Enabled

Name: |EDS_d088_a0| |

Description:

Create In: |I::\F!SLDgi:< 50004 Prajects

| [_ Browse. .

2. Add an Ethernet Module to the I/O Configuration.

In the controller organizer window, select I/0 Configuration, right click Ethernet under the PLC
Ethernet port of the PLC connected to a Moxa switch, and select New Module.

=551 Controller EDS_4088_a0T
i Controller Tags

+[23 Contraller Fault Handler
© [T Power-Up Handler
455 Tasks
H E @ MainTask,

M Select Module

X

! C% MainPragram
. -[23 Unscheduled Programs
-5 Mation Groups
¢ [ ungrouped Axes
[ Add-On Tnstructions
=55 Data Types
[ Cﬂ, User-Defined
= Cﬂ, Skrings
: Cﬂ, Add-On-Defined
- E Predefined
g module-Defined
27 Trends
=23 IjO Configuration
Em Backplane, CompactLogix System
- fl0 1760-L32E EDS_408A_A0L
= 1769-L32E Ethernet Port LocalENE

Crives
(£ HMI
[#- Specialty

i =t} CDmpactBE| ﬁ Mew Madule. .. |

2 3 | | By Categary

il

Print

By Yendor

Favorites

(

Cancel Help

J
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3. Under the Communications group, select Generic Ethernet Module to represent Moxa Ethernet

switches

I Select Module

adule lDE$u:riptic-n }‘Jendnr |
i - 1783-ETAPIF 3 Port Ethernet Tap, 1 Fiber/2 Twisted-Pair Media Allen-Bradley A
. 17B3-ETAPZF 3 Port Ethernet Tap, 2 Fiber1 Twisted-Pair Media Allen-Bradiey
P 1788-ENZDM/A 1788 Ethernet to DeviceMet Linking Device Allen-Bradley
P 1788-EMET/A 1788 10/100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Bradley
P 1758-EWEESA 1788 10/100 Mbps Ethernet Bridge wEnhanced Web Serv.. Allen-Eradley
© e 1794-AENT 1794 10/100 Mbps Ethernet Adapter, Twisted-Pair Media  Allen-Eradley
H o DrivelogixS730 EL... 10/100 Mbps Ethernet Part on DrivelogixS730 Allen-Bradley
L ETHERMET-BRIDGE Genetic EtherMet/IF CIP Eridge Allen-Bradley
Eou ; ic Ethernet Module allen-Eradley
Eo EtherMet/IP SoftLogix5300 EtherMet/IP Allen-Eradley —
. PSSCEMA Ethernet Adapter, Twisted-Pair Media Parker Hannif
. Stratix 8000 26 Port Managed Switch Allen-Bradley
. Stratix 8000 22 Port Managed Switch Allen-Bradley %
< >
[ Find. || AddFavaite |
i By Categary _E}";\"';dol— ! -_Fa_\"D-[.itBS |
[ Ok ] [ Cancel l [ Help l

4. Configure the Ethernet module with the correct name, description, IP address and connection parameters

www.ipc2u.ru

X

and click OK.
MNew Module
Type: ETHERMET-MODLULE Gerneric Ethernat Madule
Yendor: Allen-Bradley
Farent: LocalENE
Hlare: i EDS_4084 1 Connection Parameters
Azzembly 5
Description: | The MO4 managed switch Instance: SRR
i 2 5 = @26
Ouput. |1 E
C F t:| Data - DINT v = | i @al
SRR e | Configuration: |3 | |D - | [B-hit)
Address / Host Mame —
@Paddess | 192188 . M . 259 | i
() Host Mame: | | |
[+] Open tModule Properties [ oK | ’ el ] ’ Help

5. After finishing configuration, the new Ethernet module representing the Moxa Ethernet switch will appear
under the I/0 Configuration list in the controller organizer window.

=45 I} Configuration
= @ Backplane, CompactLogix Syskem
[0 1769-L32E EDS_4084_ACT
=] # 1769-L3ZE Ethernet Port LocalENE
| E-2g Ethernet
: Q’ 1769-L3ZE Ethernet Port LocalEME
: o ﬂ ETHERMET-MODULE EDS 41
-l CompactBus Local
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Import the Add-On Instruction (AOI)

In the controller organizer window, right click the Add-On Instructions folder, select Import Add-On
Instructions and select the correct AOI file (xxx.L5X) to import.

NOTE

The AOI file is available from the Moxa website or in the software CD. Please make sure to use the latest
switch firmware and AOI for programming.

www.ipc2u.ru

=53 Tagks
. =8 MainTask

= 3 Motion Groups

0 e e—
=£3 Data Typ! (3 New Add-On Instruction...

- @0 Strings
o O Pred

- [T Trends | 2
=81 VO Conti] Print

S Controller EDS 4084 401
1@ Controller Tags
3 Controller Fault Handler
-3 Power-Up Handler

& 3 MainProgram

[ Program Tags

" Eb MainRoutine
-3 Unscheduled Frograms

- Ungrouped Axes

g User- I Import Add-On Instruction...

g oaddg b o

- Modul

=] m Backpl
81 1760.L32F EDS_4084_A0]
= @ 1769-L32E Ethernet Port LocalENB
-2 Ethernet
.60 CompaciBus Local

Add-On Instructions folder.

=5 Add-0On Instructions

= - A0T_MOKA_4038_v1_0

2 Parameters and Local Tags
BE

l'_l £ Data Types

' CI ‘ﬁ, User-Defined

] MOEA_HMI_Set_Object_w0
MOxA_Identity_Object_w0

MOxA_Object_Data_w0

MOKA_Switch_Parameter
MOEA_Swskem_Fault_w0

=

P Mss Vendor Object w0
=, Strings
P Msa_String_1024
:ﬂ MOXA_String_32
[ STRING
= 'ﬁ, &dd-COn-Defined
LB ACT_MONA_4084_v1_D
L Predefined
- @ Module-Defined
-3 Trends

5]
=
=

EEEE

Import Add-On Instruction

My Recent
Documents

F
|

Desktop

My Documents

My Computer

My Metwork,
Places

Laok in: | 159 MOxa_A0|_expart

File name: iAD |_MOxA_408a_w1_0.L5

| Import...

J

Files of type:

Cancel

Files containing ‘@Addrﬂn Imstiuction

(

Help

I

It [ &ded T Instictinns

MOKA_Switch_EDS408_In_v0

W MOxA Ethermet_Link_Object w0

MOxA_Interface_Object_Flags w0

MOEA_TCPIP_Interface_Object_wO
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2. After importing, the controller organizer window shows all AOI for Moxa Ethernet switches under the
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Add an instance of the AOI in your application

1.

Double click the MainRoutine in the Controller Organizer to start the ladder programming. Add the AOI
for the specific Moxa Ethernet switch to create a new rung.

RSLogix 5000 - EDS_40BA_AOI[1769-1.32F 18.11]* - [MainProgram - MainRoutine*]

Ef File Edit Yew Search Logic Communications Tools ‘Window Help

=

8 =
Offline
Mo Forces b II: g:_[
Ho Edits .g_.l_m

] |moan:aram

‘—q}? . Path: |<FIUFIE> -

=3 Caontroller EDS_408A_A01
Controller Tags
(3 Controller Faulk Hardler
[ Power-Up Handler
= 3 Tasks
=] @ MainTask
= a MainProgram
|4 Program Tags
Exj MainRoutine
23 Unscheduled Programs

;.éﬁpd JES

H

AQL
5

1-On £ Alarms & Bt £ TimeriCounter £ |

AOI_MOXA_408A_v1_0v1.0

———AOI_MOXA_4084_v1 0

= 0| the 801 of MOXA 4088 switch Copyri...

AOI_MOKA_40G4_v1 0 ?
Swvitch_nput
Swvitch_Output
Switch_Parameter
Get_AlMessage
Set_Message
storage

Set_Data
Get_SingMessage
storage_single

oéQQééQQQD

Create and configure tags for the AOI

www.ipc2u.ru

1.

v 8

Right click on the ? in the field of each tag, select New Tag and input a Name for each new tag.

ab
!abcd ab

ab...

4ab¥

| 0L MOXA_408A_v1 0
the 401 Of MOXA 408

Il & svvitch Copyri... —
Mew Tag... | 7
&l :
|_| truction Chrl+i 7
| ; el
[aci 4084, instance | struction ChrlC |
1 1] 7
Description: Faggd =
Instruction Del 7=
¥
Hder Element... Alt+Ins
struction Defaults
Type:
Aliaz For:
Data Type:  |A0I_MOXA_4084_v1_0 (-] e
Scope: |0 ED3_d08e_s0l v | Fion Help =
External I 3
hae | ReadM/rite v|
Style:
nskruction Logic
[ Constant hstruction Definition
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2. Add a Name for all AOI tags.

the 00 of MO 40548
switch
Copyright MORA Corp.
2011
“ersion: 1.0.0
Date: December 23,
2011

AOI_MO¥A_4088 w1 _0

the A01 of MOEAS 4058 switch Copyright MO}{.&;.

A MOEA 4058 w1 0 aoi 405824 instance

Swvitch_Input ED=_4024: ] Dats
Syvitch_Outpot EDS_4084:0 Data
Swvitch_Parameter MOxa_param
Get_Alleszage MOXA GethiSc ||
Set_Meszage MOMA_Sethss [
starage MOEA_alstarage
Set_Data MOE A SetData

et SingMessage
storage_single

MoK A _GetSingle

RCHA _zinglestorage

For “Switch_Input” and “Switch_Output”, use the scrollbar to select the tag name

the AOlof MOXA 4084 ~
switch
Copyright MOXA Corp.
2011
“ersion: 1.0.0
Date: December 23,
2011
ADLMOXA_4084_v1_0
the A0 of MOXA 408A switch Copyright MOXA —
AQLMOXA_408A_v1_0 aoi 408A_instance [
Switch_Input [MOX4_4084:1Data w
Cusitrh Madnad
W w | Show: |4l Tags w
|Name = | |Dat ~
ﬂ ¥ anl_instance A0
ﬂ ) MOEA_AMRAC AR:
) WACES 404 T AR:
”g ) ML ADRA T Dats, DN
ﬂ ) MCES_A0BA: O AB:
Bl [ MOEA allstousge Wame: MOZA_40841 Data
ﬂ o MOEL GethEG Diata Twpe: DINT[S]
ﬂ ) MO Getingle Description:
] [ mroses_pewsn WO W |
Corntraller

For all other tags, manually type the tag names:

AOI Tag

Reference Tag Name

AOI_MOXA_408A _v1_0

aoi_408A_instance

Switch_Input

MOXA_408A:I.Data

Switch_Output

MOXA_408A:0.Data

Switch_Parameter

moXa_param

Get_AlIMessage

MOXA_GetMSG

Set_Message

MOXA_SetMSG

storage

MOXA_allstorage

Set_Data

MOXA_SetData

Get_SingMessage

MOXA_GetSingle

storage_single

MOXA_singlestorage

2-18

3. Click the square button to the right of the Get_AllMessage tag and configure all parameters as follows:
(Service Code: 1; Class: 1; Instance: 1; Attribute: 1; Destination: MOXA_allstorage[0])
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Message Configuration - MOXA_GetMSG

Configuration®

Carmmunication || Tag |

teszage Type: | CIP Generic w |
?ervice |Cust0m v| Source Element: LY
Ype:
Source Length: i} = [Butes)
Service . —
Code: 1_' (Hex] Class: 1_| (Hex) Destination MOs4_allstarage[0]  «

Instance: |1 | Attribute: 1 | [Hex]

i Enable ¢ Enable Waiting 3 Start 3 Done Done Length: O
23 Enor Code: Estended Emor Code; [ Timed Out «
Errar Path:
Errar Text:
[ 0K | l Carncel ] [ Apply ] [ Help

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for

Get_AlIMessage

Message Configuration - MOXA GetMSG

Confizmation | Commmication® | Tag |

® Eath:l | [ EBrowse ]

m Message Path Browser @

Communicatior]

Path: [MOxa_4084 |
MOXA_4088

= &3 170 Configuration
Fltoecs = Backplane, CompactLogix System
i - 80 1789L32E MORA_Switch_a0I
= 1769L32E Ethermet Port LocalENB
| B Ethemet
Otk O ; - 1763L3F Ethemet Part LocalENB [
H Bl E T HE RME T-tODILE MDRe_4084
) Error Ce " [ CompactBus Local
Error Path:
Eror Text:
|
[ (1] ] [ Cancel l [ Help ]

4. Click the square button to the right of the Set_Message tag and configure all parameters as follows:

(Service Code: 10; Class: f6; Instance: 1; Attribute: 1; Source Ethernet: MOXA_SetData)

Message Configuration - MOXA SetMSG rg|
Canfiguration” | Communication | Tag |
Message Type: | CIF Generic hd |
?ewilc:e |SetAttribute Single vl Souce Element:  [MOXA_SetData
e Source Length: E = [Bytes]

Service v e

Code: EI litent Liass: |£| (Hex] Destination -
o P e

Instance: 11 Attnbute.ﬂ [Hex]

Enableble  Enable ‘Waitingting Starktart Doneone Done Length: 0
Error Codende: Estended Ermor Code: [ Timed Out &
Errar Path:
Ermor Text:

I Ok J ,_ Cancel ] ,_ Spply J [ Help

2-19
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Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Set_Message

Message Configuration - MOXA_SetMSG

Configuration | Commurnication |Tag |

® F'ath:| | [ Browise ]
M Message Path Browser,
Eroz
Path: |ED34034 \
Cornrn
i EDS4084

CIP = 53 140 Canfiguration

Octal]
S = m Backplane, CompactLogix System I
- fo 1769-L32E ED_4004_A0I
[JCo H
-4 1763-L32E Ethemet Port LocalENE
=& Ethernet
i ‘ 1769-L32E Ethemet Poit LocalENE
] B B = THERMET MODULE EDS
SHEEE - CompactBus Lacal
3 Error Ce
Enrar Path
Error Test:

| [u].8 H Cancel ” Help ] E

5. Click the square button to the right of the Get_SingMessage tag and configure all parameters as
follows:

(Service Code: e; Class: f6; Instance: 1; Attribute: 1; Destination: MOXA_Singlestorage[0])

Message Configuration - MOXA_GetSingle

Configuration®

Communication || Tag |

Meszage Type: | CIP Genenc b |
Service | Get Attribute Single B | Source Element; W
Type:

Source Length: i} % [Butes)

Service .
Code: l:' [He] - [Hazs: (Hex) Destination %4, Singlestorage[0]
Instance; |1 Aibtribute; 1 [Hex]

Mew Tag...

3 Emable 3 Enable Waiting 3 Shart 3 Done Dot Length: 0
(23 Error Code; Extended Errar Code: [ Timed Out <
Eror Path:
Errar Text:

I QK. l [ Caticel ] [ Apply ] [ Help ]

Click the Communication tab and set up the communication path to the Moxa Ethernet switch for
Get_SingMessage

Message Path Browser

&) Path
Path: [ED54084, |
Bioad B
i = 53 140 Corfiguration
Communid

= [l Backplane, CompactLogix System
- ff0 17B9.L32E ED_4084_A0I
B A 1769L32E Ethemet Port LocalENE
: E|a?5 Etherriet
i o 1769-L32E Ethemet Port LocalENE
i ETHERMET-MODILE EDS402A
{8 CompactBus Local

3 Enable

2 Enar Cor
Errar Path: |
Error Text:

0k ][ Cancel H Help ] =
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Download the configured AOI to the Rockwell PLC

1. Click the Network Icon, select the Rockwell PLC connected to the Moxa switch and click Download to
install the AOI configuration to the PLC.

Fath in Project: LNOner

Go Online

|Jpload...

Download
Close

Help

ii Projs Reset Paih List |

[ Set Project Path ]

2. After finishing configuration, go to the controller organizer window, right click Controller Tags and
select Monitor Tags to check if each tag can display the correct value transferred from the Ethernet

device.
Scope: | §9EDS_4084_ADI ~ | Show: |4 Tags || ¥
£ Controller EDS_4084_a0T - — —
Name =Ela I\,"alue € I Force M:
3 cController Faul | MewTag... el ||| aoi 4082 instance faend
3 Power-Up Har |+ EDS_4084C foeed
=-E5 Tasks IMonitor Tags FIEDS 40841 { o |
-4 MairTask Edt Tags + EDS_4084:0 o
-8 MainProgrs . K =l
@ Progra Werify . _M_Dm_allstgrage fand)
3 MainRg Export Tags... | MOKA, GetMSG foad
3 Unscheduled P |+ MOXA,_GetSingle faee})
=45 Motian Groups Print [+ moxa_param o
e ‘i‘duggff“l:e‘j t*‘xes £ MOXA, SetData e
= -On Inskructions =1 ¥ : 2
=G AOI_MORA_4084_vi_0 . MDXA:S.gtMS__G dhrad]
i Parameters and Local Tags __|IF MOxa_singlestorage faend
Eﬁ Logic
Scope: | ﬁl EDS4084 Demc vl Shaw: !All Tags L || Y.
| .N.ame :‘;].ﬂ .}\u';aiue ‘;| I.:orc:e i\"lask““. I..St_l,lie Da.ta. Type e
[ = moxa_param.Switch_ldnetity Jaeni s g s | _MDX&_Identi
L ‘f"moﬁa_pa_ram._Switch_ldnze_tity_.Vendqr__!D | 991 | Dgcim‘_a_l_ | INT
Ll | + moxa_param,. Switch_|dnetity. Device_Type | ??5_ :Decimal _INT
L} ] qua_param.S\_:\.litc:h_ldnetity.Produc_t_Eode | 7 Dn_ac_:imal _INT
L} + moxa:p_aram.Switch_ldnet!ty.MaiorﬁHevision_ D_ :Decimal _SINT
L + moxa_param.Switc:h_ldnetity.Minor_F!evision_ D_ _Decimal _SINT
| mova_peram Switch_Ichety Seril Munber | 1640000_259a He DINT
L + moxa_param.Switc:h_ldnetity.Product_Name_ 'EDE-4084" | s _STF!ING
|| i moxa_param. Switch_ldnetity. Assigned Na.. | ' {ranmgark 04, String
I +"moﬁa_paral:n..sw!tlc:h_lt?lnelt!ty.t_ieographic._..... | i | "{ e “M.DXATString
L] + moxa_param. Switch_ TCPIP Lo | Tk _MDXA_T[:PL
— moxa_param. Switch_Wendor 1 o } | fo..} | MOxS Wend
Ll | + moxa:p_aram.Switch_Vendor.System_Firm... | 524291_ :Decimal _DINT
[ +"moxa_param.Switch_Vendor.System_FauIt..._ 8192_ _Decimal _DINT 5
L + mo_xg_p@@m.Swit_c:h__\_u"e_ndor._Switc:h:E'or_t__..._ D ._De_c:im@! _SINT
L + moxa_param. Switch_Yendor. Port_Exist Linanak | e _Decimal _DINT[2]
Ll | + moxa_param. Switch_Yendor Port_Enbale Jeais | i 1 _Decimal _DINT[2]
I ‘f"'moﬁa_pa_ram._Switch_\_u"gndor.F'or_t__Lin_k__S_t._._.__ T ._} | "{ s }_ Dgcim‘_a_l_ _DINT[%]
il + moxa_param.Switch_Vendor.IGMF'_Snoop..._ D_ :Decimal _SINT
L} ] qua_par@m.s\_:\.litc:h_\u"en;lor._&ue_ry_lnter_val_ | 125 Dn_ac_:imal __DI_NT
L] + moxa:p_aram.Switch_Vendor.IGMF'_Enhan..._ D_ :Decimal _SINT
[ + moxa_param. Switch_Yendor Relay_1 D_ _Decimal _SINT
L1 | *rmaxa_param.Switch_YendorRelay 2 0 Decimal SINT ot
[ T\Monitor Tags £ Edit Tezs / [ >
2-21
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NOTE Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section below for

detailed information.

Sample AOI Project

For easier AOI installation, Moxa has also provided a sample AOI project, in which all the parameters are
configured with default values. The sample project is a (.ACD) file, which is available for download from the
Moxa website or software CD. You may import the sample project in RSLogix 5000, and directly download
this AOI to the PLC with minimal installation steps. But to use the sample project, you still must change or

set up the parameters below.

1. Change the controller type used in the real environment.
2. Change the controller and Moxa switch’s IP address.

3. Setup the Project path.

NOTE The sample AOI project only supports RSLogix 5000 version 18.

CIP Tags

There are tags for each CIP object. The tags correspond to the object’s attributes.

Tags for Identity Object

Data Type: MOXA_Identity_Object_vO

Name Data Type Description

Vendor ID INT 991, MOXA Vendor ID

Device Type INT 0x307, “Managed Ethernet Switch”

Product Code INT EDS-405A=0x0006, EDS-408A=0x0007,
EDS-505A=0x0008, EDS-508A=0x0009,
EDS-510A=0x000A, EDS-516A=0x000B,
EDS-G509=0x0012

Major Revision SINT The structure member, major

Minor Revision SINT The structure member, minor

Serial Number DINT Switch serial number

Product Name STRING Switch model nhame

Assigned Name STRING User assigned switch nhame

Geographic Location STRING User assigned switch location

Tags for TCPIP Object

Data Type: MOXA_TCPIP_Interface_Object_v0

www.ipc2u.ru

Name Data Type Description
Status DINT Interface status
Configuration DINT Interface capability flags
Capability
Configuration Control | DINT Interface control flags
Path Size INT Size of Path
Object Path 1 INT Logical segments identifying the physical link object
Object Path 2 INT Logical segments identifying the physical link object
IP Address DINT The device’s IP address
Network Mask DINT The device’s network mask
Gateway Address DINT Default gateway address
Name Server 1 DINT Primary name server
Name Server 2 DINT Secondary name server
Domain Name STRING Default domain name
Host Name STRING Host name
2-22

WWW.moxa.pro



Industrial Protocols EtherNet/IP

Tags for Ethernet Link Object

Name Data Type Description

Interface Speed DINT Interface speed currently in use. Speed in Mbps (e.g., 0, 10,
100, 1000, etc.)

Interface Flags MOXA_Interface_ | Interface status flags

Object_Flags_vO0

Physical Address SINT[6] MAC layer address

InOctets DINT Octets received on the interface

InUcastPackets DINT Unicast packets received on the interface

InNucastPackets DINT Non-unicast packets received on the interface

InDiscards DINT Inbound packets received on the interface but discarded

InErrors DINT Inbound packets that contain errors (does not include In
Discards)

OutOctets DINT Octets sent on the interface

OutUcastPackets DINT Unicast packets sent on the interface

OutNucastPackets DINT Non-unicast packets sent on the interface

OutDiscards DINT Outbound packets discarded

OutErrors DINT Outbound packets that contain errors

Alignment Errors DINT Frames received that are not an integral number of octets in
length

FCS Errors DINT Frames received that do not pass the FCS check

Single Collisions DINT Successfully transmitted frames which experienced exactly one
collision

Multiple Collisions DINT Successfully transmitted frames which experienced more than
one collision

SQE Test Errors DINT Number of times SQE test error message is generated

Deferred DINT Frames for which first transmission attempt is delayed because

Transmissions the medium is busy

Late Collisions DINT Number of times a collision is detected later than 512 bit-times
into the transmission of a packet

Excessive Collisions DINT Frames for which transmission fails due to excessive collisions

MAC Transmit Errors DINT Frames for which transmission fails due to an internal MAC
sublayer transmit error

Carrier Sense Errors DINT Times that the carrier sense condition was lost or never
asserted when attempting to transmit a frame

Frame Too Long DINT Frames received that exceed the maximum permitted frame size

MAC Receive Errors DINT Frames for which reception on an interface fails due to an
internal MAC sublayer receive error

Control Bits INT 0 Auto-negotiate 0 indicates 802.3 link auto-negotiation is
disabled. 1 indicates auto-negotiation is enabled

Forced Interface INT Speed at which the interface shall be forced to operate. Speed

Speed in Mbps (10, 100, 1000, etc.)

Interface Label STRING Label like "TX5"

Interface Port Index DINT Port index

Interface Port STRING Port description

Description

Broadcast Storm SINT Only on MOXA IKS, PT, EDS-516A/518A, and EDS-728/828

Protection series

Interface Utilization SINT Percentage of entire interface bandwidth being used (0-100)

Utilization Alarm Upper | SINT Upper percentage at which to declare an utilization alarm (0-

Threshold 100)

Utilization Alarm Lower | SINT Lower percentage at which to declare an utilization alarm (0-

Threshold 100)

Port Link Alarm SINT 0: Ignore,
1: On (Relay 1),
2: On (Relay 2),
3: Off (Relayl),
4: Off (Relay2)

Port TrafficOverload SINT 0: Disable,

Alarm 1: Enable(Relay 1),
2: Enable(Relay 2)

Tx Unicast Packet Rate | DINT Number of TX unicast packets per second

Rx Unicast Packet Rate | DINT Number of RX unicast packets per second

Tx Multicast Packet DINT Number of TX multicast packets per second

Rate

Rx Multicast Packet DINT Number of RX multicast packets per second

Rate

Tx Broadcast Packet DINT Number of TX broadcast packets per second

Rate

Rx Broadcast Packet DINT Number of RX broadcast packets per second
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Bit 1 = Not Redundant port,
Bit 2 = Link down,

Bit 3 = Blocking,

Bit 4 = Learning,

Bit 5 = Forwarding

EtherNet/IP
Rate
Tx Multicast Packet DINT Total number of TX multicast packets
Rx Multicast Packet DINT Total number of RX multicast packets
Tx Broadcast Packet DINT Total number of TX multicast packets
Rx Broadcast Packet DINT Total number of RX broadcast packets
Redundant Port Status | DINT Bit 0 = Disable,

Tags for Moxa Networking Object

Data Type: MOXA_Vendor_Object_v0

www.ipc2u.ru

Name Data Type Description
System Firmware DINT Switch firmware version
Version
System Fault Status DINT Switch fault status
Switch Port Number SINT Switch max port number
Port Exist DINT[2] Switch per port exist
Port Enable DINT[2] Switch per port exist
0:Enable
1:Disable
Port Link Status DINT[2] Switch per port link status
IGMP Snooping SINT IGMP snooping enable:
0: Disable
1: Enable
Query Interval DINT Query Interval range from 20~600 sec
IGMP Enhanced Mode SINT IGMP enhanced mode
0: Disable (default)
1: Enable
Relay 1 SINT Override relay warning setting
0: Disable (default)
1: Enable
Relay 2 SINT Override relay warning setting
0: Disable (default)
1: Enable
Power 1 Relay Warning |SINT Power input 1 failure (on > off)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
Power 2 Relay Warning |SINT Power input 2 failure (on > off)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 1 Off Relay Warning |SINT DI 1 (off)
0: disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 1 On Relay Warning |SINT DI 1 (on)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 2 Off Relay Warning |SINT DI 2 (off)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
DI 2 On Relay Warning | SINT DI 2 (on)
0: Disable (default)
1: Enable(relay 1)
2: Enable(relay 2)
Turbo Ring Break Relay |SINT Turbo Ring Break (Ring Master Only )
Warning 0: Disable (default)
1: Enable (relay 1)
2: Enable (relay 2)
CPU Usage SINT Percent of usage (0-100)
Device Up Time DINT Number of seconds since device was powered up
Reset Mib Counter SINT Reset port MIB counters
Redundant Device Mode |DINT Bit 0: RSTP,
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Bit 1: Turbo Ring,

Bit 2: Turbo Rong v2,
Bit 3: Turbo Chain,
Bit 4: MSTP

Reset Device

SINT

1: restart the device
2: reset to default

Pre-configured Tags in the Moxa AOI

The Moxa AOQI supports all the CIP tags listed in the tables above. But in the AOI, we only pre-configure
logic links between selected tags and Moxa switches. To monitor the non-configured tags, PLC
programmers need to create the links manually. Otherwise, in RSLogix 5000, the value column of these

tags will display as “0”. If you experience problems creating new links, please contact Moxa technical
support for assistance.

NOTE

For pre-configured tags, Moxa has already created the logic links between the CIP tags and Moxa Ethernet
switches so RSLogix 5000 can get/set the switch information correctly.

www.ipc2u.ru

The table below specifies all the pre-configured tags in Moxa AOI with a

Pre-Configured
Tags

Name

Identity Object (0x01)

X Vendor ID

PS Device Type

PS Product Code
Revision
Status

X Serial Number

PS Product Name

Assigned Name

Geographic Location

TCP/IP Interface Object (0xf5)

Status

Configuration Capability

Configuration Control

Physical Link Object

Interface Configuration

IP Address

Network Mask

Gateway Address

Name Server

Name Server 2

Domain Name

Host Name

Ethernet Link Object

(0xf6)- by port

Interface Speed

Interface Flags

Link Status

Half/Full Duplex

Negotiation Status

Manual Setting Requires Reset

Local Hardware Fault

Physical Address

Interface Counters

In Octets

In Ucast Packets

In Nucast Packets

In Discards

In Errors

Out Octets

Out Ucast Packets

Out Nucast Packets

Out Discards

Out Errors

Media Counters

Interface Control
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Control Bits

Forced interface Speed

Interface Lable

Interface Description

Interface Port Description

Broadcast Storm Protection

Interface Utizatiion

Utilization Alarm Upper Threshold

Utilization Alarm Lower Threshold

Port Link Alarm

Port Traffic-Overload Alarm

Tx Unicast Packet Rate

Rx Unicast Packet Rate

Tx Multicast Packet Rate

Rx Multicast Packet Rate

Tx Broadcast Packet Rate

Rx Broadcast Packet Rate

Tx Multicast Packet

Rx Multicast Packet

Tx Broadcast Packet

Rx Broadcast Packet

Redundant port status

Port Object (0xf4)

Port Type

Port Number

Link Object

Port Name

Port Type Name

Port Description

Node Address

Port Key

MOXA Networking Object (0x404)

Firmware Version

System Fault Status

Switch Port Number

Port Exist

Port Enable

Port Link Status

IGMP Snooping Enable

Query Interval

IGMP Enhanced Mode

Relay1

Relay2

Power 1 relay waring

Power 2 relay waring

DI 1(off) relay warning

DI 1(on) relay warning

DI 2(off) relay warngin

DI 2(on) relay warngin

Turbo Ring Break relay warning

CPU usage

Device Up Time

Reset MIB Counts

Redundant device mode

reset device

I/O message Object

Switch Fault Status

Port Exist

Port Link Status

Port Enable

Monitoring AOI Tags

www.ipc2u.ru

In RSLogix 5000, you can monitor the values of all configured tags by selecting “Monitor Tags” in the

controller organizer window. It can also be used to check that the AOI is installed correctly
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NOTE
detailed information.

Only Moxa pre-configured tags will display the correct values. Refer to the CIP Tags section above for

Monitor Tags for Identity Object

T | Scope: | [ EDS_4084 40! v | Show |l Tags v || .
J -5 Contraller EDS_4084_ACT A - = e
Il - "~ Hame =s]a [ Value | Force M:
3 Contraller Faul [ tew Tag... Cerbw |||+ a0l 4088 _instance L0 3|
23 Power-Up Hanl + EDS_4084.C feent
Y s =
=) @ MainTask Edit Tags + EDS_4034:0 )
=58 mainProgrz ) — :
& Progra Verify |+ MO<A alstorage Frarid:
Eﬂ MainR.g Export Tags... |+ MO<A_GettdSh easnddl
23 Unscheduled P |+ MO GetSingls Laand]
=45 Mation Graups Prink L + moxa_patam Gt
e i‘d”gg?“':ad t*""as T [+ Moss,_setData e
e -0 Instructions - T
=G AOT_MOKA_405A_y1_0 |l et Lrach ]
Parameters and Local Tags | EMOxA_singlestorage faneh
Liogic

Click moxa_param Switch_Identity and expand the list to check the values for Identity tags.

Fem Run A ™ BunMade [ Patc [AE_ETHIP11152165.34 28 Backplane\0* ~|;
HoTe »_| W Controller OK.
=1 |
Mo Edis 2 m E,‘;t;ri A ' : X
I\ s % IS x
| scope: | faEDS 084 Deme v | Show: a1 Tags v
%’ Controller EDS4084 Demmo_ 20120711
2 3y Contraller Tass Mame =gle | value | Force Mask. [ Stle | Data Tupe [
ﬁ [ Comtroller Fault Handler | EDs4mRL| faa} {eend AB:ETHERMN
[;:IaSkPSuwer-Up Handler |+ EDs40ang (s foh #B:ETHERN...
£ MainTask || MDxA_allstorage T {--.}|Decimal SINT[200]
= ﬂ MainProgram | MO GetMSE {-..} {...} MESSAGE |
% Program Tags — moxa_param ooy o MOA_Swite. .
MainRouting | I
o =
5 Unswheduled Pro b= maxa_param Switch_|nput ool {eeed MO0A_Swite.
Motion Groups | * mora_param.Switch_Output o Decimal DINT |
53 Ungronped bues — moxa_param Switch_|dretity Tl T MOXA, |dent..
Add-On Instructions i |
&
Rt MO A A u moxa_param, Switch_IdnetityYendor 991 Decimal INT
Data Types L0 + maxa_param. Switch_Idnstity. Device... 775 | Decimal INT
Eﬂ User-Defined 1L} + moxa_param, Switch_ldnetity. Produc... 7 Decimal INT
% iﬁn—Defﬁed | mosa_param Switch_Idnstity Maior_ 1 il SINT
(3, Predefined LL1} + moxa_param. Switch_ldnetity. Minar_ a | Decimal SINT
[, Module-Defined | mosa_param Switch_Idnetity Serial_ 1640000_259d Hex DINT
ITEDSSM - + maxa_param. Switch_ldnetity. Praduc. . 'ED3-4084" Tooh STRING
onfiguration m T |
ﬁ Backplane, Compactlogix System 1l + maowa_param. Switch_|dnetity.Assign... 1 Lok MOA String. ..
0 1769-L32E EDS408A _Demo_20120711 + moxa_param Switch_ldnetity Geogia, i Racdi MOX4_String

Monitor Tags for TCPIP Object

Click moxa_param Switch_TCPIP and expand the list to check the values for TCPIP tags.

Rem Run @ B RunMode Path: | 48_ETHIP-14152 168 34 23\BackplaneA0" vz
e e »_| B Controller OK.
= W
No Edits == ﬁ,‘;“;r; padt 1 ’
\ £ x S X
BEDSNEIIRNRE, Seope: | B EDS4084_Deme | Show: |41 Tags w7
Controller ED34084_Dema_201 -
% [B Comtraller Tags Hame =3[ [ alue | Force Mask | Stle | |
% (3 Controller Fault Handler | T EDS4084:0 ool o
[;_'IaSkP:wer—Up Handler ||+ MOXA_alistorage foan}) £} |Decimal
8 MainTask ||+ MOR&_GettSG oo T
=} g MainProgram || = moxa_param Loeab) { i
% ;ﬂ?ﬁm Tags ||+ moxa_param.Switch_Input Enai Ty
outing | [
B - :
(23 Tnssheduled Programs = maxa_param. Switch_Output 0 Decimal
Mation Groups | F/maxa_param.Switch_ldnetity e i
(5 Ungrouped Ares = maxa_param Switch_TCPIF L Fi il
4dd-On Instructions il : | I =
L 0
(I} AOL_MOXA_4084_v1_0 L} maoxa_param, Switch_TCPIP. Status Decimal
Data Types U} + moka_param, Switch TCPIP.Corfiguration Capab 1} Decimal
(5, User-Defined L] + moxa_param. Switch_TCPIF. Configuration_Control j[ E] | Decimal
% f‘.dd—On—Daﬁmd - + moaxa_param Switch_TCPIP.Path_Size o | _Declma\
[ﬂ Predefined Ll + mowa_param, Switch TCPIP.Object_Path_1 1) Decimal
(i Module-Defined ) + moxa_param Switch_TCPIP. Object_Path 2 0 Decimnal
ITE“(?SM o + moka_param Switch_TCPIP.IP_Addisss - 1062723062 Decimal
onfiguration T T =
{0 Backplane, Compact.ogix 5| |—] + maxa_param Switch_ TCPIP Network_Mask -256 Decimal
ﬁl 1768-L32E ED24084 T | + moxa_param Switch TCPIP.Gateway Address 1) Decimal
a8 ‘ EIIEZS?E';:ZE Ethemet For + moxa_param Switch_TCPIP.Mame_Server_1 Leg0000_0000 Hex
= t — 2 !
y 1m0 Bivel| ||+ moxa_peram Swuitch_TCFIE Name_Server 2 16#0000_0000 |Hex
ﬁ ETHERNET-MC|||| | + moxa_param. Switch_TCPIP.Domain_Mame L2 ek
80 CompactBins Locel | | + moxa_param Switch_TCPIP.Host_Name 'Managed Redundant Switch 09629... fiavasetl
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Monitor Tags for Ethernet Link Object

www.ipc2u.ru

Click moxa_param Switch_Ethernet_Link and expand the list to check the values for per port Ethernet
Link tags.

Mame

Scope: ﬁEDSdDSA_Demcv Show: |All Tags

=ze | Value

b

B

“| Farce Mask“| Shyle

||

= maoxa_param. Switch_Ethemet_Link[1]

+ moxa_pararm. Switch_Ethernet Link[1]Interfac, .
= mo:-ca_par@m.Switch_Ethemet_LinkH].Interfac...
moxa_param. Switch_Ethemet Link[1] Interf...
moxa_param.Switch_Ethemet_Link[1] Interf. ..
mioxa_param. Switch_Ethemet_Link[1] Interf...
moxa_param. Switch_Ethemet_Link[1] Interf. ..
moxa_param. Switch_Ethemet_Link[1].Interf. ..
maxa_param. Switch_Ethemet_Link[1] Interf. ..

moxa_param. Switch_ Ethemet_Link[1].Interf...

moxa_param. Switch Ethernet_Link[1].Physical...

Hame

+ moxa_paran. Switch Ethernet_Link[1]. Physi..
+ moxa_param.Switch Ethernet_Link[1].Phys...
+ moxa_param. Switch Ethernet_Link[1] Physi..
+ moxa_pararn Switch Etherret_Link[1] Phypsi..
*+ maxa_param Switch_Ethemet_Link[1] Physi...
+ moxa_param.Switch_Ethemet_Link[1] Physi...
moxa_param. Switch_Ethemet Link[1]inOctets |
maxa_param. Switch_Ethernet_Link[1]InUcast. ..
mioxa_param. Switch_Ethernet_Link[1]InMusaz...

mioxa_param. Switch_Ethernet_Link[1]InDizcards

EEiiEs NN

moxa_param. Switch_Ethernet_Link[1]InEmors

+ moxa param. Switch Ethermet Link[1].0ut0ctets
Edit Tags £

|1 [+ |\Monitor Tags

==l | Value

-}

—
o
=

o|lo|lo |~ |o|k |~ =

1]
=112
-24
21
=37
=104

o|lo|o|o|lo|o

et

}

Decimal

Decimal
Cecimal
Cecimal
Decimal
Decimal

Decimal

Decimal

Decimal
Decimal
Decimal
Decimal
Decimal
Decimal

Decimal

Decimal

Decimal
Decimal
Decimal
Decimal

Decimal

¥

bt

€| Force Mask® | Style & I

B e e e B e = S o e e e e

HE

moxa_param. Switch_Ethernet_Link[1]InE mors
moxa_param. Switch_Ethernet_Link[1] 0utOctets
moxa_param. Switch_Ethemet_Link[1].0utl castPackets
moxa_param.Switch Ethemnet_Link[1] 0utMucastPackets
moxa_param.Switch_Ethemnet_Link[1].0utDizcards
moxa_param. Switch_Ethemet_Link[1]. OutE rars
moxa_param. Switch_Ethemnet_Link[1]Alignment_Erors
moxa param. Switch_Ethemet_Link[1].FCS_Emors
moxa_param.Switch Ethemet_Link[1].Single_Collizions
moxa_param. Switch_Ethemnet_Link[1].Multiple_Callizions

moxa_param. Switch_Ethemnet_Link[1].S0E_Test Emors

moxa_param.Switch_Ethemet_Link[1] Deferred Tranami..

moxaparam. Switch_Ethernet_Link[1].Late Collisions

moxa_param.Switch Ethemet_Link[1].Exceszive Collizia...
moxa_param. Switch_Ethemet_Link[1].MAC_Transmit_Er...

moxa_param. Switch_Ethemet_Link[1].Carier_Senze Err..

moxa_param.Switch_Ethemet_Link[1].Frame_Too Long

moxa_param. Switch_Ethemnet_Link[1].MAC Receive Er..

moxa_param.Switch_Ethemnet_Link[1].Control_Bits
moxa_param.Switch_Ethemet_Link[1].Forced |nterface...
moxa_param. Switch_Ethemet_Link[1]InterfaceLabel
moxa_param. Switch_Ethernet_Link[1]Interface Part_ k..

mosa param.Switch Ethernet Link[11Interface Port D..

[» [\Monitor Tags A Edit Tags /
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Decir
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Monitor Tags for Moxa Networking Object

www.ipc2u.ru

MHame

==& | Value

€| Force Mask € | 4 |

RN

- - B B B

moxa_param. Switch_Ethernet_Link[1]Interface_Port_Deseript..
moxa_param, Switch_Ethemet_Link[1].Broascast. Storm_Prote... |
mioxa_param. Switch_Ethemet_Link[1]Interface. tilization
moxa_param. Switch_Ethemet_Link[1] Utilization_alam_Upper...
moxa_param, Switch_Ethemet_Link[1].Utlization_Alarm_Laower...
maoxa_param. Switch_Ethemet_Link[1] Port_Link_Alarm
moxa_param. Switch_Ethemet_Link[1] Port_TrafficOwveroad Al .
mioxa_param, Switch_E thernet_Link[I].T #_Unicast_Packet_Rate
moxa_param. Switch_Ethemet_Link[1]B=_Unicast_Packet_R.. |
moxa_param. Switch_Ethernet_Link[1].Tx_Multicast_Packet ... |
mioxa param. Switch_Ethemet_Link[1]Rx_Multicast_Packet ..
maoxa_param. Switch_Ethemet_Link[1]. T#_Broadcast_Packet_...
moxa_param. Switch_Ethemet_Link[1] R« Broadcast_Packet_. ..
moxa_param. Switch_Ethemnet_Link[1]. T+ Multicast_Packet
mioxa_param. Switch_Ethemet_Link[1] Rx_MullicastPacket
moxa_param,. Switch_E themet_Link[1_].T #_Broadcast_Packet
moxa_param. Switch_Ethemet_Link[1].Rx Broadcast_Packet

moxa_param, Switch_Ethemet_Link[1].Redundant_Port_Status

moxa_param. Switch . Ethernet_Link[2]

mioxa_param. Switch_Ethernat_Link[4]

B8
+ moxa_param. Switch_Ethernet_Link[3]
EE
s

moxa_param. Switch_Ethernet_Link[5]

moxa param. Switch Ethernet Link[B]
onitor Tags £ Edit Tags / |

ol Ca el G 5

=
olv|lao|lo|lo|o|o|e

N o |lo|le|e(leo|lale|a

Bore

e e e e

}

EV IR PIDES PU i I e

Click moxa_param Switch_Vendor and expand the list to check the values for Moxa custom tags.

Scope: IiIEDSWBA_Demc | Show: |AITags W W
Hame =] e |\-"a|ue “| Force Mask“| Style
o] = moxa_param. Switch_Yendor.Part_Enbale } {.-.1 Decimal
| ] + mowxa_param. Switch_Wendor. Port_Enbale[0] 1] Decimal
| + moxa_pararn. Switch_Vendor Port_Enbale[1] a Decimal
= mowa_pararn. Switch_Yendor.Part_Link_Status | -} {--.} Decimal
| | + mowra_param.Switch_Vendor. Port_Link_Status[0] 3 Decimal
1l + moxa_paramn, Switch_Vendor Port_Link_Status[1] a Decimal
| | *+ moxa_param. Switch_Yendor | GMP_Srooping 0 Decimal
] + moxa_param. Switch_Yendor Query_Interval | 125 | Decimal
14 H mo:-ca_param.Switch_\-"endor.lGMF‘_Enhanced_M..._ a Decimal
|| *+ moxa_pararn Switch_Yendor Relay 1 1] Decimal
| | + mowa_patan Switch_Yendor Relay 2 1] Decimal
1l + moxa_pararn, Switch_Yendor Power_1_Felay ‘W, a Decimal
| | + moxa_param. Switch_Yendor Power_ 2 Relay ... 1] Decimal
] + mowa_parann Switch Yendor DI_T_Dff_Relay ... ] Decimal
| | + moxa_param. Switch_Yendor.DI_1_On_ Felay ... i} Decimal
| | + mowa_parar. Switch_Yendor.DI_2_0ff_Relay ... | 1] .Decimal
| ] + mowa_parann Switch Yendor.DI_2 On Relap W, | ] Decimal
| ] + moxa_pararn. Switch_Yendor. Turtbo_Ring_Break_ .. i} Decimal
= + moxa_pararn. Switch_Yendor CPU_Usage 1 Decimal
|| + mowa_pararn Switch Yendor Device Up_Time 1] Decimal
| | ' moxa_param. Switch_Wendor Reset_Mib_Counter ] Decimal
- + mowa_param. Switch_Yendor Bedundant_Device... 2 Decimal
+ maoxa param. Switch Ethemet Link ae} feeet
4 e M Mdnmitar Tome § T Taae 1l kS
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Rockwell FactoryTalk® View Faceplate

FactoryTalk® View Faceplate Installation

To install the faceplate, you must have Rockwell FactoryTalk® View Studio SE (Site Edition) version 5 or
later and a Moxa managed Ethernet switch with firmware version 3.0 or later.

Create a FactoryTalk® View Shortcut to the PLC

1. Start the FactoryTalk® View Studio software and select Site Edition (Local).

Application Type Selection

FactoryTalk View

Shudio

Select the type of application vou would like to configure:

o ol B

Sike Edition Site Edition Machire
(Metwark) (Local) Edition

Continue | E it

2. Add a new Site Edition (Local) and enter the Application name.

Mew/Open 5ite Edition (Local) Application

Mew ] Exizting ]

Application name: ]EDS_dDBﬂ_F‘Iatform

[ ezcription:

Language: ]English [United States]. en-US _f_j
Impart..

Create I Cancel J
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3. Configure a shortcut to the PLC that is running the Moxa AOI.
In the Explorer window, right click the newly-added application, select Add New Server and Rockwell
Automation Device Server (RSLinx Enterprise), and click OK.

=45 Local [IT_ENG)

& Runtime Gecy  Delete

. = ED5_4084_P|g
! =23 Systern

B Comm  Security...

=23 HMI Tags| -

i # Tags

=-Z3 Graphics

e Displays
; Global Objects
Libraries

+ B Images
- [#] Parameters
- Recipes
i @ Local Messages
; E Trend Templates
B Trend Snapshots
=23 HMI Tag Alarms
Al Alarm Setup
“d Suppressed List
=23 Logic and Cortral

i Derived Tags
: Ewents

8 Macros

- d8 Client Keys
=23 DataLog

i Data Log Models

4. The shortcut is named PLC.

Properties...

R ell Aukornation
OPC Data Server..,
Tag Alarm and Event Server, ..

Mame

Drescription

Computer hosting the RSLins Enterprize server:

alhost

o]

Cancel ]

Help

Click “Yes"” to apply the configuration.

i~ Device Shartcuts

_F\lﬂ_] Remaove

Primary ]

= Q RSLinx Enterprise, IT_EMG

8 PLC

B 1739-A17, Backplane
=-m5 EtherMet, Ethernet

RSLinx Enterprise

Yau've made the Following changes to the sharteut 'PLCY

Primary path edited
- Old:
- Mews: CompackLogix System.ED_40584_AOT

Press Yes to apply changes, Press Mo bo discard changes,

fes Mo 1

=~ 192.168,34.29, Ethernet Bridge (1769-L32E), 1769-L32E Ethe|
—m Compactlogix Systemn, Compactlogix System
: ] E 0, 1769-L32E/A, ED_403A_AOL
: 3, Local Adapter, YAL7E9/A
' 192,168.34.253, , ED3-4084

[z

| |Mode: Orline Mot Browsing
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Import FactoryTalk® View Faceplate Graphics

1. Right click Display in the FactoryTalk® View Explorer window, select Import and Export and choose
Import graphic information into displays.

Explorer - EDS_408A_Platform
Local IT_ENG)
—I-flm EDS_4084_Platfom
.= Runtime Security

E% RSLing Enterprize

E!ﬂ Communication Setup
=% EDS_4084_Platform

— 29 System

Command Line
HMI Tags

Local Meszages

BB Trend Templates

% Trend Snapshots

S5 HMI Tag Alams

: -] Alarm Setup

-G Suppressed List

29 Logic and Contral

A Derived Tags
Ewvents

(& Macros

) Client Keys

Data Log

----- Drata Log Models

tiar...

Graphics Import Export Wizard - Operation Type

Select the operation to perform:
" Export graphic information from displaps

¢ |mport graphic information into displays

# Back I Mext > I

Cancel i Help I

2. Select No and Multiple displays batch import file

T Yes

& Mo

Graphics Import Export Wizard - Backup E| Graphics Import Export Wizard - Import File Type :

['o vou want to backup the displays that will be modified by the import?

Select the type of file to impart:
™ Single display import file

' Multiple dizplays bateh import file

Ed

< Back I Mext » I

Cancel |

Help |

< Back | Mext » I

Cancel Help

3. Import all graphics files for FactoryTalk® View faceplate display.

NOTE

Moxa provides sample graphics files for selected switches, which are available for download at the Moxa

website or from the software CD.

Www.ipc2u.ru
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Import FactoryTalk® View Faceplate Local Message

1.

Graphics Import Export Wizard - Multiple Import File

Select the multiple display batch import file:

~Wwhen importing
¢ Create new ohiects on the display

-
Select Multiple Displays Batch Import File

whe
s Lack in: i@ FTiew Faceplat _:J - £F E-
= (= ort
! ] MORA_FDS40Ra_Device Infa. sl
Iy Recent || MOA_Port_Setting. xml
Documents | o e port_Skatus,xml
Deskiop
My Documents
My Computer
My Metwark  Fils name: [Batchimport_EDS_4062_Platform sl = Open I
Flaces
Files of type: [Bateh Import Files (* ) ~| Cancel

I

23 Graphics
E Displays
i 5] MORe_EDS408a_Device Info
|E] MOxa_Port_Setting
© 2] MOsA_Paort Status
i Global Objects
Libraries
|- fag Images
o [#] Parameters
- [ Recipes
% Local Messages
& Trend Templates
i % Trend Snapshots
23 HMI Tag Alams
)l Alarm Setup
o dw Suppressed List
=23 Lagic and Control
- ¥ Derived Tags
Ewents
- [d] Macros
o8 Client Keys
=23 DatalLog
i Data Log Models

4. After import, these objects will appear under Displays in the Explorer window.

Application and import all the local message files (.loc)

Right click Local Message in the FactoryTalk® View Explorer window, select Add Component Into

NOTE

Moxa provides sample local message files for selected switches, which are available for download at the

Moxa website or from the software CD..

Www.ipc2u.ru
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lorer - EDS_408A_Platform
ocal [IT_ENG)
=1 fs EDS_4024_Platform
g Runtime S ecurity
=] Bl RSLink Enterprise
Iﬂﬂ Communication Setup
= & EDS_4084_Platfarm
=23 Spstem
: [22] Command Line
—a Htdl Tags
: Tags
—a Graphics
=] m Displays
-|5] MO EDS408a Device Info
E
E

| MDA _Port_Setting
] MOA_FPort_Status

E Global Objects

[+ Libraries

=B Images

- [#] Parametsrs

- Recipes

i Local Messages

B Trend Templates

E % Trend Snapshats
=23 HMI Tag Alarms

; A Alarm Setup

Lo Suppreszed List
= a Logic and Contral

Add Component Into Project

Laook in: | 53 Local

My Recent
Drocuments

tdy Computer
<
fy Metwork, File: name:
Flaces
Files of type:

|"MOp¢a_Detected ABCTT o "MOXA_Linkst, ¥ |

I Local Message Files [*.loc] j

Open
Cancel

2 Dedived Tags

b Events

- [8] Macros

38D Client Keys
=53 DataLog

: Diata Log Model:

2. After import, these objects will appear under “Local Message” in the Explorer window.

MOA_Detected_ABCO
MO5A_LinkStatus

b Oty Port _Enable
b0, Part_Link

RO5A_ PortMum

b Dy, Powwer_ OO
MO0, Redundant_bode
M4 Redundant_Port

] MOx8 Reset_Command
M0, Speed Duplex

MOA_Redundant_Port_Role

Import FactoryTalk® View Faceplate Images

1. Right click Images in the FactoryTalk® View Explorer window, select Add Component Into

Application and import all the

image files (.bmp)

NOTE

Moxa provides sample image files for selected switches, which are available for download at the Moxa

website or from the software CD.

www.ipc2u.ru
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[ EDS_4084_Platform
& Runtime Security
E RSLinx Enterprize

- Cormmunication Setup
-8 EDS_4084_Platform
~1-59 System
2] Command Line
£ HMI Tags
. ﬁ Tags
23 Graphics
_'E Displays
[2] MO EDS408a_Device Info
2] MOes_Part_Setting

=] MOxA_Port_Status

i GlobA Objects
8 Libraries
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Create a New Parameter

1. Right click Parameters in the FactoryTalk® View Explorer window, and select New

=8, ED5_ 4088, Platfarm
=-=H System
: Command Line
=53 HMI Tags
i @ Tans

= a Graphics

[+ % Digplays
I

Global Objects
Libraries
r+-Ea] Images
iR Farameters
B Recipes '
= Local Mess #dd Companent Inko Applical
=] MOt Detected ABCOT
MO, LinkStatug
MOES,_Fort _Enable
M0EA,_Fart_Link
b0, Part_Mum
ML, Fower_On0ff
MOxS_Redundant_Mode
M0xS,_Fedundant_Part
s, FRedundant_Port_Role
MEe,_Reset_Command
MOS_Speed Duplex

2. Create a parameter file that will be associated with the display.
Manually input “#1=[PLC]moxa_param”, and “#2=PLC" in the file.

Parameter File created 061472012
I Parameter files are used with graphic displays to specify the tags a

I display uses at runtime. The parameter file is passed to the graphic
I using the /P option of the Display command.

1 Syntax:

1 H#replacement=tagname
1

1

!

Example:
#23=A_COLOR
#23 in any expression in a graphic would be replaced by the tag A_COLOR.

#1=[PLC]moxa_param
#2=[PLC]

In the parameter definition, the shortcut PLC was created earlier. (Refer to Create a FactoryTalk®
View Shortcut to PLC)

Another important piece is moxa_param, which is the name of the Switch_Parameters tag created for
the MOXA_SWITCH_AOI in your RSLogix project. (Refer to Create and configure tags for the AOI)
A0 MOXA_4084_v1_0

the ACQ of MOXA 4084 =witch Copyright MOXA
ADI_MOXA_4084_v1_0 aoi 4084 _instance [.]

Switch_Input
Switch Output

MOXA_408A:1 Data
MOXA 408A:0.Data

r Sweitch Parameter

MoXa param

www.ipc2u.ru

Get AlMez=age MOXA_GetMsG [
Set Mezzage MOXA_SetMsc ]
ztorage MOX4_ alztorage
Set_Data MOXA_SetData
Get_SingMez=zage MOXA_GetSingle ]
ztorage_zingle MOXA_zinglestorage
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Configure FactoryTalk® View Faceplate Display

1. Right click all parameter tabs under Displays in the FactoryTalk® View Explorer window, and select
Display Setting.

MOXA\ s-s

Rellable Networks, Sincere Service S

Device Information : D.
- isplay Keys...
IF Address &5 i | ¥BACols..
MNetmask 5.5 :
MAC Address 5.5 ng:egml:el
Serial No. M : i e
Firmware Ver, 18.8 im| Deste
CPU Loading (%) : #Hs i | Poste Special .
. e S
Redundancy tLocal Message DI 1 | g, oy
: Snap On
: Grrid Settings...
! | ZoomtoFi
| Powerlnput 1 LocalMessage DIf | =i
e T R

2. Configure Display Type and Size as shown.
For the Moxa custom faceplate, you need to configure three parameters: MOXA_Device Info;
MOXA_Port_Setting; MOXA_Port_Status.

Display Settings |§|

Fropertiez ] Behawviar ]

i~ Digplay Type- - 1 Size-
" Replace " se Curent Size
" Overlay & _Speciy Size ji Pixel
¥ oar

= Onlos || Wiidth: {567 Height:]E23 )

T dllow Multiple Furming Copies [ Resize
[ E?Ehe Alter Displaying - 1 [~ allow Display to be Resized
* Mo i
- ‘;'\_-"‘hen Resized .
[T Alwavs [pdating Pan Scale
W Tite Bar [ Pasition-

@ |lge Current Position
" Specify Position in Pixels

Inzert Wariable. . b J ’ J
v System Menu ;
¥ Minimize Button Security Code: # -

I~ Mawimiz
[ Size to Main ‘Window at Runtime = sckaRnna ey |:|
W Show Last Scquired Value

b axirmurn Tag pdate B ate:

|‘| | zeconds

Ok | Cancel Set az Default Help ]
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Sample FactoryTalk® View Faceplate Project

For easier FactoryTalk® View Faceplate installation, Moxa also provides a sample project, in which all the
parameters are configured with default values. The sample project is a (.APA) file, which is available for
download from the Moxa website or software CD. You may import the sample project in FactoryTalk® View
Faceplate Site Edition (SE).

Setting Up a FactoryTalk® View SE Client

1. Launch FactoryTalk® SE client

@ FactoryTalk ¥iew Studio - Site Edition (Local)

File Edit Wiews Settings ©bjects  Arrange  Apimation  Tools  Window  Help
FES 05 E O
w | m & B3R 55 [lanchoecient] DI B Th & & B F & EL

Launch FactoryTalk View SE Client

Select a configuration file and click OF to launch an FactomyT alk
Yiew SE Client.

I =l
0k | Cancel Browse. .. ] Mew... ]

2. Set up the new configuration file name and path.

FactoryTalk View SE Client Configuration Name

Type the name of a new configuration file;

|EDS-4034

Type or browse for the location to store this configuration:

C:AFacton T alk Wisw B

Help About... Cancel < Back | Mest = |
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3. Select the application type Local

X

FactoryTalk Wiew SE Client Application Type

Select the type of SE application the client will connact ta:

7 Mebwork
@+ Local

Help Abouk.. Cancel ‘ < Back I Mext » |

4. Enter the name of the application and select the language

FactoryTalk View SE Client Application Mame

Type the name of the application you want to connect to:

[ Open FactayTalk View SE Client az view-only
[™ Enable or-screen keyboard

[~ Allow display code debugging

Select the initial runtime language:

|Endlish [United States), enS -]

Help About... ] Cancel ‘ < Back I Meut > |

5. Configure the FactoryTalk® View SE Client Components and set Initial Display to
MOXA_Device_Info

FactoryTalk View SE Client Components P)_<|

Select components.

i~ Companents

Initial display:

Dizplay parameters: |

Iritial cliert key fils: | |
Startup macro: ] Lj
Shutdovan macro: 1 Lj

Help About... ] Cancel < Back I Mext > |
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6. Configure the FactoryTalk® View SE Window Properties and input Title bar text with the text you
would like to appear in the title bar.

FactoryTalk View SE Client Window Properties

Specify the properties of the FactoryT alk Yiew SE Client window.

v Shaw title bar
Title bar text: ED 54084 Faceplates

¥ Show system menu and close button

¥ Show Mindt ax buttons

[~ Maimize window
¥ Show Diagrostics List

¥ allow undocking of Diagnostics List

[ Disable switch ta ather applications

Help About... Cancel < Back | Mewst > |

7. Finish the setup and save the configuration

FactoryTalk View SE Client Completion Options

The FactorT alk View SE Client iz now configured.

To zave, click an option below, and then click Finish.

To dizgcard, click Cancel
" Save configuration and open FactomT alk Yiew SE Client nov

™ Save configuration and exit

Help I About.. ] Cancel ‘ < Back I Finish |

Introduction to the Moxa Custom Faceplate

The Moxa custom Faceplate consists of three main displays: Device Information, Port Status, and Port
Setting. Click the tabs at the top of the screen to change between different displays.
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Device Information

Www.ipc2u.ru

The device information display shows general switch information and power and link status.

F% MOXA_Switch_Devicelnfo - MOXA_SWITCH_DEMO_..[o | 01|[X]

MO /\ EDS-408A

Roliable Metwsarks, Sincere Spryvice

=

Device Information

IF Address
Metmask
MAC Address
Serial Mo.
Firmware YVer.

Managed Redundant Switch 09604

Port

1 192.168.127 .253

B e IeS T

D D0-90-E8-15-A0-TF
1 09604

]

CPU Loading (%) : 0

Fedundancy

Fower Input 1

: Mone

on

- Link Up
B : Link Daown

[]: Power On
B Poweer Dowin

The following table describes fields and values.

Field Values Description

IP Address 192.168.192.253 (factory default) Switch IP address
Netmask 255.255.255.0 Switch subnet mask
MAC Address 00:90:E8:xX:XX:XX MAC address of switch
Serial No. Max. 5 characters Switch serial humber

Firmware Ver. V3.1 Software version of switch
CPU Loading (%) 0-100% CPU loading percentage
Redundant Protocol RSTP Redundant protocol setting
Turbo Ring
Turbo Ring v2
Turbo Chain
MSTP
Power Input 1 On Power supply 1 status
Off
Power Input 2 On Power supply 2 status
Off
Model name EDS-XXX Switch model nhame

Switch name

Max. 30 characters

User assigned switch name

Field Color State Description
Link Status Green Link Up Current port link state
Grey Link Down
Power Status Amber Power On Current power link state
Grey Power Off
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Port Status

The port status display shows information for a selected switch port. Use the right/left buttons to select a

switch port.
F= MOXA Port_Status - /EDS__ 40BA_Platform//
MOXAN® &
Managed Redundant Switch 09496
® Port
Port Status
‘- Port2 | Ih'
Link Status Link Up
Speed 100/Half
Redundant Port Status Forwarding
Tx Unicast (Packet/sec) : 119
Rx Unicast (Packet/sec) : 148
Tx Multicast (Packet/sec) 0
Rx Multicast (Packet/sec) 0
Tx Broadcast (Packet/sec) 0
Rx Broadcast (Packet/sec) 0
Tx Packet Error 0
Rx Packet Error 3084
Field Values Description
Port Index Port 3 Selected port number
Link status Link up Selected port link status
Link down
Speed 10/Half Selected port speed and mode
10/Full
100/Half
100/Full
1000/Half
Unknown
Redundant Port Status Disable Selected port redundancy status
Not Redundant Port
Link Down
Blocking
Learning
Forwarding
Tx Unicast (Packet/sec) The Tx unicast packets per second
Rx Unicast (Packet/sec) The Rx unicast packets per second
Tx Multicast (Packet/sec) The Tx multicast packets per second
Rx Multicast (Packet/sec) The Rx multicast packets per second
Tx Broadcast (Packet/sec) The Tx broadcast packets per second
Rx Broadcast (Packet/sec) The Rx broadcast packets per second
Tx Packet Error The number of Tx packet error
Rx Packet Error The number of Rx packet error
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Port Setting

Www.ipc2u.ru

The Port Setting allows some switch port settings to be changed. Use the right/left buttons to select a
switch port and click the Activate button to save the change.

I MOXA_Port_Setting - JEDS__ 40BA_Platformi/

[ |

EDS-408A
Managed Redundant Switch 09496

Port Setting

‘ Port 2 &

Enable : Enable

ad

Speed : Auto
Set Speed: Set Enable:
Auto Disable
10/Half Enable ‘ Actiiate
10/Full
100/Half
100/Full ‘
Field Values Description
Port Index Port 3 Selected port number
Speed 10/Half Selected port speed and
10/Full mode
100/Half
100/Full
1000/Half
Unknown
Enable Enable Selected port enable or
Disable disable
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PROFINET I/O

Introduction

This section is supported only with EDS-400A-PN, EDS-510E, and EDS-G500E series devices.

PROFINET is a communication standard for automation of PROFIBUS & PROFINET International (PI). It is
100% Ethernet-compatible as defined in IEEE standards. With PROFINET, applications can be implemented
for production and process automation, safety applications, and the entire range of drive technology. With
its integrated Ethernet-based communication, PROFINET satisfies a wide range of requirements, from data-
intensive parameter assignment to extremely fast I/O data transmission.

PROFINET I/O is used for data exchange between I/O controllers (PLC, etc.) and I/O devices (field devices).
This specification defines a protocol and an application interface for exchanging I/O data, alarms, and
diagnostics. And its real-time (RT) solution allows response time in the range of 5 ms, which corresponds to
today’s PROFIBUS DP applications.

PROFINET Environmental Introductions

PROFINET Networking Structure

PROFINET I/0 follows the Provider/Consumer model for data exchange. PROFINET forms logical link
relationships between network character types. They are shown below.

10 Supervisor 10 Controller
PC Run Deployment Software/SCADA PLC

;I =
\&r‘

10 Device
Moxa Switch,

' —
Sensor, Motor I
Enable PROFINET
N

There are 3 major character types defined by PROFINET I/0O, including I/O controller, I/O supervisor, and
I/0 devices. Switches are considered I/O devices.

I/0 Controller

This is typically the programmable logic controller (PLC) on which the automation program runs. The I/O
controller provides output data to the configured I/O-devices in its role as provider and is the consumer of
input data of I/O devices.
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I/0 Supervisor

This can be a programming device, personal computer (PC), or human machine interface (HMI) device for
commissioning or diagnostic purposes.

I/0 Device

An I/0 device is a distributed I/0 field device that is connected to one or more I/O controllers via PROFINET
I/0. The 1I/0 device is the provider of input data and the consumer of output data.

PROFINET I/0 Devices

The MOXA switch is a PROFINET I/0 device. A device model describes all field devices in terms of their
possible technical and functional features. It is specified by the DAP (Device Access Point) and the defined

modules for a particular device family. A DAP is the access point for communication with the Ethernet
interface and the processing program.

PROFINET Protocols

DCP

In PROFNET I/0, each field device has a symbolic name that uniquely identifies the field device within a
PROFINET I/O system. This name is used for assigning the IP address and the MAC address. The DCP
protocol (Dynamic Configuration Protocol) integrated in every I/O device is used for this purpose.

DHCP

Because DHCP (Dynamic Host Configuration Protocol) is in widespread use internationally, PROFINET has
provided for optional address setting via DHCP or via manufacturer-specific mechanisms.

PROFINET Type LLDP

Automation systems can be configured flexibly in a line, star, or tree structure. To compare the specified
and actual topologies, to determine which field devices are connected to which switch port, and to identify
the respective port neighbor, LLDP according to IEEE 802.1AB was applied in PROFINET I/O.

PROFINET filed bus exchange existing addressing information with connected neighbour devices via each

switch port. The neighbor devices are thereby unambiguously identified and their physical location is
determined.

Device descriptions

GSD file

The GSD files (General Station Description) of the field devices to be configured are required for system
engineering. This XML-based GSD describes the properties and functions of the PROFINET I/O field devices. It
contains all data relevant for engineering as well as for data exchange with the device.

Find your field device GSD file in the CD or download the GSD file from the MOXA web site.

3-2
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Configuring PROFINET I/0 on Moxa Switches

Enable PROFINET I/O

Enable PROFINET in WEB UI

Type 1

PROFINET IO

& Enable {Enable LLDP automatically after activating)
O Disahle

Select the Enable option and click Activate to enable PROFINET I/O. With PROFINET I/O enabled, PROFINET
type LLDP will be enabled automatically.

Select the Disable option and click Activate to disable PROFINET I/0, the switch will disable PROFINET type
LLDP and use standard LLDP.

PROFINET special model is enabled by default on the EDS-400A-PN series switches.

Type 2: New UI 2.0

Industrial Protocol

EtherNet/IP

Enable EtherMetiP
Note: IGMP snooping will be automatically enabled when EtherNet/P is activated.

Modbus TCP
¥| Enable Modbus TCP
PROFINET 11O

¥| Enable PROFINET /O

The default PROFINET I/0 setting of EDS E series is disabled. To enable the PROFINET I/O support, check the
Enable PROFINET I/O and click Apply.

NOTE: Enabling PROFINET will prevent MXview (2.2 and earlier versions) from performing auto-detection of
network topology. Auto-detection of network topology is only supported by versions of MXview 2.3 and later.
To use auto-detection in earlier versions of MXview (2.2 and earlier), you should first disable PROFINET 1/0,
perform MXview auto-detection of network topology, and then enable PROFINET I/0.

CLI

The CLI (command line interface) can be used to enable or disable PROFINET for the switch.
Command List:

° profinetio to enable PROFINET I/0.
° no profinetio to disable PROFINET I/O.
3-3
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EDS5-4@BA-55-5C-PN# con

EDS-4@BA-55-5C-PN(config)# profinetio

Addressing of I/0 Data in PROFINET I/0O
Based on Slot and Sub-Slots

The concept of the MOXA PROFINET switch with GSD version 2 is shown the table below. In this structure, each switch

port represents one sub-slot.

Slot0
Sub Sub Sub Sub Sub
Slot 0 Slot Slot Slot Slot
0X8000 | 0X8001 | 0X8002 | 0X8003
DAP IO Data | Port1 Port 2 Port 3

Manufacturer Information

Each PROFINET device is addressed based on a MAC address. This address is unique worldwide. The
company code (bits 47 to 24) can be obtained from the IEEE Standards Department free of charge. This
part is called the OUI (organizationally unique identifier).

Table. MOXA OUIL

Bit Value 47..24

Bit Value 23..0

O|0|0|2|2|

9x|xxx|x‘x

Company Code (OUI)

Consecutive Number

PROFINET Attributes

The PROFINET I/O connection can be configured for both cyclic I/O data and I/O parameters. I/O parameters are

acyclic I/O data. These are major setup and monitor attributes in PROFINET.

e Cyclic I/0 Data

Cyclic I/O data are always sent between the PLC and Switches at the specified periodic time. These data are
transmitted almost real time. For example, status information from the Switches, and variables to be written to

the Switch would typically be part of the cyclic data.

e I/0 Parameters

PROFINET I/O parameters are defined for device configuration and status monitoring. These data are useful for

infrequent data transfers, or for very large data transfers. Only transfer when needed

e Alarm

Alarms are mainly PROFINET I/O transmitted high-priority events. Alarm data are exchanged between an I/O
device and an I/O controller. Once an event triggers it, the switch will send the alarm to the PLC immediately.

Enable or disable these alarms by setting I/O parameters.

www.ipc2u.ru
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PROFINET Cyclic I/0 Data

The MOXA PROFINET switch provides PROFINET I/O cyclic data and includes the following items:

NOTE: The default transfer frequency of PROFINET Cyclic I/O data is 128 ms. There are 3 options available in

SIMATIC STEP 7: 128/256/512 ms.

PROFINET Cyclic 1/0 Data Table

Category|Direction |Byte |Bit Name Description
|__0__|Device status_______|0is failed status, 1is OK..__________
|1 |Powerl = |Oisunavailable, 1isOK
|__2__|Power2 __________|Oisunavailable, 1isOK____________
. 3 |RSTP status 0 is disabled, 1 is enabled
Device Input {025 e e
|__4__|TurboRingvl _____|0isdisabled, 1 isenabled _________
|__5__|TurboRingv2______|0isdisabled, 1 is enabled _________
|__6__|Turbo Chain________|0is disabled, 1 is enabled _________
Turbo Ring v2
7 |status 0 is broken, 1 is healthy

| 0 [Port 1 Connection |0 is not connected, 1 is connected
| __1__[Port 2 Connection__|0 is not connected, 1 is connected__
| __2__|Port 3 Connection __|0 is not connected, 1 is connected__

3 _|Port 4 Connection |0 is not connected, 1 is connected
Port Input 1 T T T e e e e e
|__4__|Port 5 Connection __|0 is not connected, 1 is connected__
| __5__|Port 6 Connection __|0 is not connected, 1 is connected__
| __6__|Port 7 Connection __|0 is not connected, 1 is connected__

7 |Port 8 Connection |0 is not connected, 1 is connected

You can monitor these attributes in SIMATIC STEP 7. Operation steps are in the Chapter “Monitoring the

Switch”

Monitor Device I/0 Cyclic Data in SIMATIC STEP 7

Online vin assizned CPI services
Fath: \MOXA\SIMAIIC E00(LCPT 315-2 PN/DP
s | Symbel Disglay ot s vobe | Molifyvalue |
T[T 00 BOCL e
2] ol BOOL e
Flr o2 BOOL s
@l 03 BOOL e
Sl o4 EOOL e
Bl 05 BOOL o e
T BOCL 0 e
=1 07 EQCL E
< >
2 Rowr Wat Effactive Update Foree Syanbolwith ES
Run conditionslly R fmmediately
W Mondior i) Siatus Value r
I~ Modify wvx Modify Vahue [~ 10 Display
I T
o e | P —
Closs Help

Monitor Port I/O Cyclic Data in SIMATIC STEP 7

www.ipc2u.ru
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Quling winassignzd CP servies
Balu  [BEOEASTMATIC Z0000CED 315-2 FDF

‘Mdmﬁ‘Symlul |DASp|a.yfm’rﬁ*‘slah§m]m |Mpd.\fyva.lu |7
T[T 10 EOOL  pfibe

Z1 11 BOOL e
3112 EOOL e
41 13 BOOL [ fbee
5114 BOOL  pfae
Bl 135 BOOL il
T 16 BOOL  pfie
Bl 17 BOOL @
< >
% Eow NotEffective Tpdate Foree Symbol with F5

Run conditionally Run inumeritely

¥ Monitnt @ift Statvs Falus |

I~ Modity w1z Modify Value [~ 10 Display

Trigger..
8 e | <> [RUNNING
Close Help

PROFINET I/0O Parameters

MOXA defines comprehensive PROFINET I/O parameters for more flexible settings and monitoring. There
attributes are readable or writable. PROFINET I/O parameters use PROFINET acyclic data to achieve
communication in the network. You can use the SIMATIC STEP 7 tool or engineering deployment software to
edit it. There are 3 categories of parameters, including Device Parameters, Device Status and Port
Parameters. The following tables provide parameter information:

e r/w: Read and Write

* ro: Read Only

Device parameters
These parameters control PROFINET Alarm functions. PROFINET Alarm is a message which sends from
switch to PLC immediately once the event is triggered.

Byte Name Access Value |Description Default Value
0 Status Alarm |rw 0  |Donotsendanyalarms | 0: No alarms
1 Send alarm if any status change
1 Power Alarm 1 |rw 0  |Do not send power failed alarms [0: No alarms
Send alarm if power supply 1
1 fails
2 Power Alarm 2 |rw 0  |Do not send power failed alarms [0: No alarms
Send alarm if power supply 2
1 fails

Device Status

Byte |Name Access Value Description

0 Device Status ro 0 _______lUnavailable
1 OK
2 Device bootup fails

1 Fault Status ro 0 _______lUnavailable
1] OK
2 Device detect fault

2 Power 1 Status ro 0 _______lUnavailable
1] OK
2 Power 1 fails

3 Power 2 Status ro 0 |Unavailable

3-6
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1 OK

2 Power 2 fails

4 DI 1 Status ro 0 ____ |Unavailable
1] Closed
2 Open

5 DI 2 Status ro 0 ____ |Unavailable
1] Closed ...
2 Open

6 Redundant Mode ro 0 ____ |Unavailable
1 RSTP
2 ] TurboRing V1 . __
3] TurboRing V2 . __
4 Turbo Chain

7 Ring Status ro o | Unavailable
1 |Healthy ___________________
2 Break

8 Redundant Port 1 Status ro 0 ____ |Unavailable
1 _JUnkisup ______ ...
2 Link is down

9 Redundant Port 2 Status ro 0  |Unavailable
1 _JUnkisup ______ ...
2 Link is down

10 Ring Coupling Mode ro 0 _______lUnavailable
1 |Backup_______ ..
2 Primary _______ ...
3 Dual homing

11 Coupling Port 1 Status ro 0 ____ |Unavailable
1 _JUnkisup ______ ...
2 Link is down

12 Coupling Port 2 Status ro 0 ____ |Unavailable
1 _JUnkisup ______ ...
2 Link is down

13 Connection ro o ] Unavailable
1] OK .
2 Connection failure

Port Parameters
Byte |Name Access Value |Description
0 rw 0 ____._|Donotsendalarm___________|
Send alarm when port link
Port Alarm 1 down

1 Port Admin State rw 0 |unavailable |

1 Off
3-7
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2 On

2 Port Link State ro 0  |Unavailable ]
1 |linkisup |
2 Link is down

3 Port Speed ro 0  |Unavailable |
1 o ]
2 Jwo0 ]
3 1000

4 Port duplex ro 0 ______|Unavailable ]
1 Ralf ]
2 Full

5 Port Auto-negotiation ro 0 ______|Unavailable ]
Lo ]
2 On

6 Port flow control ro 0 |Unavailable |
Lo ]
2 On

7 Port MDI/MDIX ro 0 |Unavailable |
1 mor_
2 MDIX

Step 7 Integration

Overview of Operation Procedure

The following steps show how to integrate the switch into a PROFINET network:

1.

Enable PROFINET on the switch

Enable PROFIENT in switch web UI or by CLI commands

2.

www.ipc2u.ru

Create a PROFINET I/0 subnet project in STEP 7

Create a PROFINET I/O Ethernet project for deploying environment

GSD file installation
Import MOXA switch GSD into the project
Device configuration

Search and discover the switch in STEP 7. Configure PROFINET attributes such as IP address, device name

and I/O parameters.

Save and load the project into the PLC
Load this project and into the PLC
Monitoring the Switch

Use STEP 7 to monitor switch attributes
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Create a PROFINET I/0 Subnet Project

www.ipc2u.ru

In SIMATIC Manager menu bar, click File > New Project

New Project

User projects lLibrari.es ] Mu.'ltipmjects]

]

Storage location (path):

|C:\P mogram FlesSie mensStep T oo

Nammne | Storage path ~
@ 102 Ao gram FilesSiemens's ep e Tpoohl O
s
s 4
-
Name: :
|M0'Klllil Project -

Name your project in the Name field then click OK.

Insert a station in your project

Right click in category column > Insert New Object > your PLC series (here we select SIMATIC 300

station).

g SIMATIC Manager - [MOXA — C:\Progzram Files\Sfemens\Step7ie7 projiboxa]
<o Filter » =]V |28

BB File Edit Lot PLC iew Options Window Help
D= | 87 o 25

i

SIMATIC 400 Station
SIMA inm
SIMATIC H Station
SIMATIC PC Station
Otherr Station.
SIMATIC §5

PGC

Remame 2
Object Propertiss... AltRetum

MPI

FROFIBUS
Industrisl Ethernet
PTP

Foundation Fieldbus

57 Frogram
M7 Program

Then you can see the new object in the project. Double click on the Hardware.

3-9
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IC! SIMATIC Manage:

C:\Program Files\SiemensiS fe)
EP Fie Edit Inet PLC Yiew Options Vindow Hel
0 g D Bg | %ah

<o Filer » ~| 7 | 28

BHED W

| =3 Moxa
ST ATIC 3000

Add Rack in HW Config

After double-clicking on HW, you will see the HW Config window.

R E¥ Config - [SIMATIC 300(1) (Configuration) -- HOXA]

) Stion Edit Insert PLC Yiew Options Mindow Help

D@8 §|& sin sin |13 8 w2

<

52

Bix
Y]
Botle:  [Shndad =~

@ (3 CPU 314 IRM

4] | SIMATIC 3001)

Siot | Designation.
I

Pross Fl o got Help

# (20 CPU34C-2 DR

@ (] CPU 314C-2 P/DP

@ (] CPUS14C-2 PR

w (3 CPUSLS

@ (] CPU315-2DP

@ (] CPU 315-2PH/DP
@ (] CPU 315F-2DP

@ (] CPU 315F-2 PN/DP
w (] CPU 316

@ (] CPU3162DP

w (1 CPU317-2

@ (] CPU317-2PH/DP
w (] CPU31TF-2
(] CPU 317F-2 PN/DP
w (1 CPU3182

@ (] CPU 3193 PN/DP
@ (] CPU 319F-3 PN/DP

) (1 M7-EXTENSION
@ (0 Fs-300
= (3 RACK-300

o

(] SM-300
# { SIMATIC 400

-] SIMATIC PC Based Control 300400

- B SIMATIC PC Station

[l

[6ES7 300 1770 0AAD
vailable in verions lengths

Drag a rack from the side bar to main dashboard. In here, we drag Rail, which is under the Rack-300 folder,
to the main screen.

[

3

Siot Module Order number Fimware | MPladiess | Taddress

Qadimss

Comment

Tnsertion possible

Search PRODINET Ethernet devices

|

Brofile:  [Standaxd.

= (0 IM-300

= (0 5300

(0 CPU 314 IR

=~ CPU 314C-2DF

=] CPU 314C-2 PN/DP

w- (0 CPU 314C-2 PP

= CrU 315

- (3 CPU 315-2DP

= (1 CPU 315-2 PU/DP

= (1] CPU 31571 P

= (3] CPU 315F-2 FNIDP

= (3 CPU a6

= (3 CPU216-2D0P

= (0 CPU ATz

% (1 CPU 317-2 PHIDR

w3 CPU 21772

w (0 CPU 317F-2 PNIDP

w03 CPU 2182

w1 CPU 319-3 PHIDE

w (L CPU 319F-3 PN/DP

w0 CPUBL4

w0 CPUMT
(0 Fd-300
(0 Gateway

(0 M7-EXTENSION

= (2 RACK-300

% B, ST ATIC 7C Stion

z
5
sl 2 E

[GES7 300- 17720-0440
vailable in varions

Ienzths

Use Edit Ethernet Node to browse device information in PROFINET networks. Click PLC > Ethernet >

3-10
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Edit Ethernet Node

RSN View Options Window Help

Dowildoad.... Ctl+L
Upload...

Diownload Module Identifization. ..
Tpload Module Identification to PG

Fanlty Modules. .

Module Information... Cil+D
Operating Mode. .. Cirl+]
Clear/Resst...

Bet Time of Dav...

Monitortdod ify

TUpdate Firmware. ..

Bave Device Name to Memory Cand...

Edit Ethemnet Node

FROFIBTS

4 WVerify Device Name...

Bave Service Data...

Azign Device Name...

Then click Browse
Edit Ethernet Node

i~ Ethernat nod

MAC address

—SetIP
+ Use IF parameters

Gateway
IF address: | ) i s
s [ Uewus

hidres

" Obtoin [F eddress from a DHCP sexver
~Identified b

& ClientID O MAC addres & Device name
Clent ID: [
Lissign [P Contigmation
- hssign device
Device nisme: — e
~ Resst o fastory st
Beset
Cloze Help

Click Start to search devices. Use STEP 7 through PROFINET DCP to discover devices in networks. Find

PLC/switch IP addresses, MAC addresses, and device names here.

Browse Network - 2 Nodes

IF addres:

Start |

Sap

v Fast ssarch

<

Flash | MAC address:

MAC address
00-90
00-1B-1B-16-Ea...

|DD-QD-E8-25-FF-FC

2

[8):4 |

Cancel Help

Add PLC CPU in HW Config

Select your PLC CPU and drag it to the rack slot 2. Please select by PLC you used. Here we will select 6ES7-

315-2EH14-0ABO V3.1.

Www.ipc2u.ru
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-0 CPU 31402 TP

#-[Z CPU 315

+-[Z1 CPU 315-2DF

--[C] CPU 3152 PH/DP
+-[_0 6ES7 315-2EG10-04E0
+-[_] GEI7 215-2EH13-04B0
(1] 6E37 315-26H14-04 B0

] 1
i e

#-[_1 CPU 315F-2 DF
+#-[_] CPU 315F-2 PN/DP
#-_] CPU 316

Then click Properties, the Ethernet interface dialog will pop out. Fill in your PLC IP address in “IP address”
column. Then click New in subnet to create a new Ethernet subnet. Here we will create a subnet named

<

—| =] w2 22| ~a] | ] = o]

- o ®

Onder pumber Firmware

Properties - Ethernet inferface PH-I0 (R0/S2.7)

General  Parameters |

1P address: 192,168,127 33
Subnet mask; 255,255 2550

[™ Use different method 1o obtsin IP address

Submet:

Fad: |

If & subnet isselected,
the nexdt available addresses ore suggestzd

Gatruay

(¢ Do not use rovter

 Uss outer
Address

—

- oot nebworked -

Hew

Properties.
Delete >

Ce

Cancel Br || |

Slot Module
1
2
3
q
5
3
7
8
Insertion possible

PROFINET I/O Ethernet subnet project accomplished

[ B Config - [SIMATIC 300(1) (Configmration): 2 - MOXA]

Brotile:  [Standand

+-( CPU 313C
-] CPU 313C-2 DB
w-(] CPU 21302 PF
-3 CPU 314
+-(J CPU 314 IRM.
-] CPU 314C-2 DP
w-(2 CFU 314C-2 BNDP
+-(10 CPU 3142 P
= (@ cpu 15
=-(Z CPU 315-2DP
=3 CFU 315-2 FNDF
+1 (L 6ES7 315-2EG 10-04E0
+ (L 6ES7 315-2EH13-04E0
=] 6ES7 $15-2EH14-04B0
g vt
|8 w3z
+-(Z CPU 315F-2 DP
w-(] CFU 215F-2 PN/DE
=3 CPU 316
+-(Z] CPU 316-2 DP
=] CPU 3172
=-(3 CFU 3172 FNDF
+-(0 CPU 317F2
+-(Z CPU 317F-2 PN/DP
=& CPU 318-2
=-(2 CFU 319-3 FNDF
#-(Z] CPU 319F-3 PN/DP
+ (I CPus14
#-(] CPUM?
) (23 FM-300
+ [ Geteway

=

BES7 315-JBHL4-0AB0
384 1B work memory; 0.05ms/L000 instouctions; PROFINET
connection; S7 Communication (loadable FE/RCs); PROFINET 10

-Controller; supports RTART; PROFINET interface and 2 ports;

) Soton Edit Inwnt PLC View Optons Window Help
DEs-8 8 &6

Lo =N b4

Fortl

FoiZ

<

PROFINET Ethermet: PROFINET-IO-System (100)

Erofile:  [Standard

= 0 CPU313C

= (3 CPU313C-2DP

« 0 CRU313C2 PR

= (03 CPU3L4

= (3 CPU 314 IFM

= (3 CPU 314C-2 DP

@ (0 CPU 314C-2 PNDP

w (0 CPU314C-2 PP

=0 CPU3LS

= (3 CPU315-2DP

= CPU 315-2 PP
(L 6ES7 31 5-2EG10-0AB0
(1 6ES7 315-2EH13-0AB0
(0 6ES7 315-2EH14-04B0

= (33 CPU 315F-2 DP
(2 CPU 315F-2 PN/DP

(1 CPU 317-2PN/DP

Device Humber

[ rottes

ﬂ:‘ PROFINET Ethernet: PROFINET-I0-System (100)

@ (0 CPU3ITE2
(] CPU 317F-2 PN/DP
= (03 CPU 3182
(1 CPU 319-3 PN/DP

Device Nome | Order number | Firmware | Diagnosti address
i i i i

ot e[ S| Conment
i —

@ (1 CPU 319F-3 PNIDP

Tnsertion possible

GSD File Installation

1.
2.

www.ipc2u.ru

Open your project.

Open SIMATIC manager on your PC.

3-12

=3 CPusls
=3 cuMr

% & B0

w0 (0 Gateway

Y
3|

[6EST 315-2EH 14-0650
1384 KB work memory; 0051
canneofion: 7 Ca [

000 instvptions; PROFINET
mmtnication (oadable FESFCS); PROFINET 10
-Controller;supports RTART; PROFINET infeface and. 2 ports;

N
L=

&

(RN
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3.

Open hardware configuration.

Q SIMATIC Manager - [1108_A08FFNtest - C\Program Files\Siemens\Steps7projdl 108_408]

D=2}

%Eﬂs Edit Insert PLC  Wiew Optons Window Help

= &) 1108_408FFlitest
w [l SIMATIC 3001

Install the GSD file:

Put the GSD file and icon file on your PC at the same folder
Select “Install GSD File” and install the GSD file just saved.

[ HW Config - [SIMATIC 300 Station (Configuration) - 0605_408]

PROFINET-10-Systern (100}

Find:
Profile:

=

Bl Station Edit Ineect PLC Wiew Window  Help
D8 8 & Customize .. CtitAlE
1 Symbol Table CtahlsT
2 CPU315-2 PH/DE 5
o) MEIDP
el P10 Edit Catalog Profile
2Pr Port{ Update Catalog
1,

;{2"2 fhitd Install EW Updates .
: 3
g Find in Service & Support..
=
]
g
10
11

<

1

|Standaxd.

*2L PROFIBUS-PA
¥ PROFINET IO
= (1 Additional Field Devices
+ [ Gateway
=1 (L1 Network Components
+-(_] EtherDevice Switch
+- (] Ethemet Switch
+- () MACH 100 Switch Family L2 Profes
+-(] MACH 100GE Switch Family L2 Prc
1= (L] MOX A EtherDevice Switch
# (] EDS-4054-PN
# (] EDS-4084
+ (] EDS-4084-1M28-5C
+ (] EDS-4084-2M18-8T
# (L] EDS-4084-3M-8C
# (] EDS-408A-MM-SC

You will find the new MOXA switch under PROFINET IO > Additional Field Devices > Network Components >
MOXA EtherDevice Switch.

Use Drag & Drop to pull the MOXA switch onto the bus cable. And you can see the MOXA switch icon
displayed on the screen

@;‘ HW Config - [SIMATIC 300 Station (Confignration) — 0605 _408]

@y Swton Edit Insdt PLC Visw Options Window Help

2 iﬂ CPU315-2 PN/DP(1)
el [l #zmor
2 BT
2P Fort]
AZF? Stz
3

T

5

f

ks

El

E]

10

[H

< |

= e T =a

1 Ethemeti1): PROFINET-I0-System (100)

3

-8 x

| = -t R
|

_ Ewfile:  [Standeri k|
- PROFIBUS DF |

<

ﬂ:l 1) dutds

stot| [§ M| Ordernumber | Toddtess | Qaddress | Dingnostic address: Comument
0 | durt 007-000408-0 2042+
& LY | Fa
AT ] el | 2040+
&L A | 2070+
by A 2078
A4l % 2057~
& 7z F
xr 7 2035+
AL Ai A7 |20
A A1 A | ZOFFT
T Devicr i i

2 Port d 1

Press Fl 1o get Help

£5% PROFIBUS-PA
=4 PROFINET IO

a3
3|
=@
=@
w0
i D
el |

# (] Gateway
% (3 HMI
% (310

<

(istributed rack)

= (2 Additions] Field Devices

(0 Gateway

=1 {1 Network Components
(2] EtherDevice Switch
i+ (] Ethemet Switch
1+ L1 MACH 100 Switch Family L2 Profes
+ 1 MACH 100GE Switch Femily L3 Prc
(£ MOXA EtherDevice Switch

EDS-4054-PN
EDi-4084
EDS-4084-1M28-5C
EDS-4084-2M13-8T
EDS-4084-3M-5C
EDS-4084-MM-8C
EDS-4084-MM-8T

(2] EDS-4084-FFN

[ (L] EDS-4084-PN

) EDS-40BA-S5-5C

(] ED§-5084

@-{1] ED§-510F

« [ EDS-5164 |
(1] EDS-G508E

2] EDS-G512E

@] EDS-G516E

el
| >

FPROFIBUS-DP slaves for SIMATIC 87, M7, and C7 T‘S |

Product Icons

Ex. File Name: EDS-405A.bmp, EDS-408A.bmp, EDS-510E.bmp, EDS-G508E.bmp, EDS-G512E-4GSFP.bmp,

EDS-G516E-4GSFP.bmp
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Device Configuration

1.

2.

www.ipc2u.ru

Browse the switch

Select PLC > Ethernet > Edit Ethernet Node to open the Browse dialog.

W Config - [SIMATIC 300(1) (Configuration) - 1108_408FFN1iest]
Optons Wandow_Eel

Chl+L

Ethernet(l)

Ethemet

FROFIBIT:

—|=

F

" Edit Ethernet Node

After the Edit Ethernet Node dialog box appears, click Browse

Edit Ethernet Node El

- Ethemetnode
Nodes accessible online

MAC address: Browse

Set TP configuration
U P parsmaters

Gateway
e + Do not nse ronter
Subnet mask:  Ilse onter
" Ohbtain [P address from s DHCP sarver
Tdentified by -
& Client " MAC addres i
ClhentID: |

Assign device name

Dervice name; T— i o Hau

- Reset to factory setiings -

Closs Help
Select your target switch and click OK
Browse Network - 3 Nodes IZI
Start MAC addiess
) 00- CD E
Sop 3 -FE-...  EtherD o
19216812733 O0-1B-1B-16-E6.. &7-300 pivin
[v Fast search
] e

EHlash MAC address 00-00-E8-25-CD-7E

Cancel Help

Assign IP address and Device hame

a. Give the switch an IP address and subnet mask

Click Assign IP configuration
b. Give the switch a name
Click Assign Name

3-14
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c. Click Close to finish

Edit Efhernet Node q
Ethemet node
Nodes accessible online
MAC sddress {00-80-E6-25-FF-FC
Set TP configurstion
o Tee [P parameters
Gateway
[P address: 162 168 127 253 P
Subnet mask: 2552552550 © Use ronter
" Obtain IF addvess from & DHCP server
Tdentified bor
{* Clis, € BIAr i € Devicen
Client ID: |
Agsign IP Configuration
Agsign device name
Device name dutd03 Ahssign Name ]
Rezt o factory settings
Reset
Clnse Help

NOTE The field Device name does not allow any empty spaces in the name. If the device name is entered with a
space, the system will remove words after the space automatically.

3. Set IP address and device for your project
a. Double-click the switch icon to open switch property menu.
b. Set the Device name and IP address corresponding with those you have just assigned in STEP 7.
° Use IP parameters
Manual input of IP address and Subnet mask
° Obtain IP address from a DHCP server
Select MAC address then click Assign IP configuration

Edit Ethernet Node m

Ethernet node
Nodes accessible online

MAC address 00-80-E8-25-CC-FC Browss..

Set IP configuration
(" Use IP parsmeters

Crateway

1P address: &
Subnet mask e

(& Obtain IP address from a DHCP server
Tdentified by
" ClentID & MAC address " Deyice name

ClentID: |

Agsign IP Configurstion
Assign device name

Device name — Assign Name

Reset to factory sttings

Resst

Close Help

After the IP has been assigned by DHCP, click Browse again to check the assigned IP address.

3-15
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c. Click Save and Compile then click download to Module.

Properhes - edsA08 X I

Greneral ]

Zhort descriphion: EDZ-4084-FFN
EDS-4084-FFI

Order No.f firmware:  0007-000403-0000/ V3.1

Famnily: MOHA EtherDevice Switch

Dervice name

G3D file GSDML-VZ 3-MOKA-EDS4084-PFN-20121106 xanl

Change Release Numbex. ..
-Hode in FROFINET 10 Systemn —

Device number: I =1 |PROFINET-10-8ystemm (100)
IF address: 102 168 127 253 Ethernet...
¥ fssign IP address via IO controller

Caomment,

4. Configuring device properties
a. Select the switch and double-click the first sub-module slot 0 to set device properties.

ﬂ:l (1) dutd08A

Slot| '@ Moduls | order number | Taddress | 0 address
0 - duriOSA D007-000408-01

Ar (g A

s {ld AT A

o o

ArA xrEs

AR xR

s X Es

]

ArA e

LA s

1 [|d Device data 0
2 [|§ Fortdata 1

b. Select Parameters and change the device parameter settings.
C. Click Save and Compile, then click download to Module

Properties - EDS-408A-PH. (R-/S0) 3

General | Addiesses Porameters |

Walue

=2y Device parameters
|12 Status changs Wo alarms
(2] Redundant power supply Wa alerms

[£] Device statos

Conel Help

5. Configuring I/0O cycle
a. Select the switch and double-click the sub-module X1 to set the I/O cycle.
b. Select IO Cycle and change the I/O cycle settings. Click Save and Compile, then click download to
Module.
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Properties - PH-I0 (PH-10) X
Genersl | Addresses 10 Cools |
~Update Time
Mode: Fioed update tome -
o Send clock fms]
Updats tns [ms] - [ =] x [
~ Waishdog Tams
Number of scospled updats eyelss with missing 10 Aot B -
Watchdog tie ] EZTT
|

6. Configuring port property

a. Select the switch and double-click the sub-module X1 PN to set port property.

b. Select Parameters.

c. Change the port parameters settings.
d. Click Save and Compile then click download to Module.

Propertics - X1 - X1 P1 (X1 P1} [z|
General | Addresses | Topology | Options  Peremelers |
- —
"~ L3 Port parameler
-[Z] dlarms On
2] Admin state Lotive
Cancel Help

7. Configuring connection options

a. Select the switch and double-click the sub-module X1 PN to set port options.

b. Select Options.

c. Change the port option settings.
d. Click Save and Compile, then click download to Module

Properties - X1 - X1 P1 (X1 P1y X
General | Addresses | Topology Options | Parameters |
~Connestion :
Trensmission medium / duplex: | Antomatic sstings =1
ro TF 100 Mbps full duplex:
TP 10 Mbps half dvples
TP 10 Mbps full duple:
Boundaris TP 100 Mbps half duplex
r:
ME
re
cma | o

www.ipc2u.ru

WWW.moxa.pro



Industrial Protocols PROFINET I/O

Save and Load the Project into the PLC

Click the icon (in red box) to download project configuration to the PLC.
After the project is configured, SIMATIC STEP 7 will load all information required for data exchange to the I/O
Controller (PLC), including the IP addresses of the connected I/0O devices.

ig - [SIMATIC 300 Station (Configuration) -- 0605_408]

n Station Edit Insert PLC View Options Wmdow Help

D8 & & S O = G

Ethemet(1): PROFINET-10-System (100)
RO [ @ dvtats-| 5 3) dutd0s-| [ @) dutecs-
1 1 1 1
i i ! ;
v
< >

Monitoring the Switch

Monitor PROFINET I/0 Cyclic Data

MOXA switches provide PROFINET I/O cyclic data for real-time monitoring. In side bar you can see Device
data and Port data.
+ ’ﬁ'ﬁ! FEOFIETTE DF
£ PROFIRTIS-PA
- B8 PROFINET IO
=] Additions] Field Devizes
=-[C3 Wetwork Components
+-[_] EtherDevice Switch
--[ MOX4 EtherDevice Switch
-] EDS-4084-FN
- vl
- E W31
Device data
i

Port data

Use Drag & Drop to pull the Device data onto slot 1. Right-click on slot 1, then select Monitor/Modify.

e 3
9

0 Delete Del
11 i

<

:‘:I (1) dutdng

it I Motul | Ondernumber Taddress | Qadiress | Disgnostic adtress: oy B8t Symbols..
0 |@ duM0S _|0007-000408-0000 B ~ Object Puopertiss AlRetam
A ] 2001 pen Object Wi el AIRO
aip [ o 2050~
ae [ 2059
am e 255 hssign Aset ..
xp [ am i

Product Support Information ChlF2
ik [ Ao o ce
erpr E D a Find Manual CulFa

055

Use Monitor to check the input data value. In this dialog, you can see the status value of each address.
Please refer to the PROFINET Cyclic I/0 data table in Chapter 5.1 to see the meaning of each bit. For
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example, address 0.1 is Bit 1 in the PROFINET Cyclic I/0 data table. It represents Power 1 status of the
switch. 1 means Power 1 exists and Green will be displayed in the Modify/monitor window
NOTE: Refer to the PROFINET Cyclic I/0 data table in chapter 5.1 for the meanings of each address.

Monitor/Modify - Device data - (R-#51)

MOXA PROFINET I/O cyclic data in the slot 1 and 2

ﬂﬂ (1) EDS-4084-FN

Blot Module Crder nmber
aJ EDSH05A-PN |0007-000408-
Af Al

pel | I

arld e

AF)|] AFFRT

ol | I

ar4ld arps

rol IF IV

ol |k I

L] o

1 Device data

2 Part data

Online wiaassigned CITT services

Path: |MOTAWIMATIC 30001 )CPU 315-2 FNDF
Addeezs | Byribal ‘ Ehspls.yfwmﬂ‘ Fhus value ‘ DAcdify value i~
1 EOOL  pfke
T 1 BOOL e
Sl 12 BOOL  [jme
41 13 BOOL .fa]se
TIo14 EOOL  pgfae
Ell 15 EOOL  [fabe
T 16 BOOL ke
S| 17 EOOL a3
<

P4 Fgw Mot Effective Update Foree Symbol with FS

Run conditinnally Run dnmediately
I oo Gt Status Falue —
| VT 3 Modify Talue ™ 1O Display
& D |
_ <> [RUNNING
- _ o |

3-19

Oinline via aszigned CPU services

Path: [1108_405PFNtestSIMA TIC 200(1CFT 215-2 PN/DE

| Addiess | Harmbal Lisplay fmrmt| Btatus value | Mlodify value i

1T oo BOOL [ e [

Zl1 ol BOOL [ L
Bl BOOL o filse

4|1 03 BOOL [ e
Tl 04 BOOL o filse

el1 05 BOOL  ptme
7l os BOOL i filse

B 07 BOOL

< [

¥ Eow Not Effective I Update Force Syrmbol with F5

-Fumn cond itionally R dmmed iately

Iv Honitor @) Statos Value [~ EnablsPenph

I™ Madity 2 Modify Value [~ 100 Disphay

Trizger "
e < [AUNNING
Clow | Help |

Then right click. Select Monitor/Modify. You will see a monitoring window.

To monitor Port data, follow the same steps, drag Port data in the side bar and drop it onto slot 2.
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Module Information

MOXA switch supports SIMATIC STEP 7 Ethernet traffic information monitoring and PROFINET alarms. These attributes

can be monitored in module information dialog. Following are the steps of operation.

Select MOXA switch icon on the screen.

Ethernet(1): PROFINET-IO-System (100)

Then, click menu bar PLC > Module Information

E{; HW Config - [SIMATIC 300(1) (Configuration) - MOXA switch]

Wl gtion Edit Incert [0SR View Options Window Help

0 & 2+ B | Download.... Chl+L
10

d Urpload...

CElD

Ethernet 4

EROFIETR .4

The module information dialog will then pop up.

Port Statistics Output

Select Statics tags. Find out each port traffic information list below.

www.ipc2u.ru
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Path:  |MOXA_switch4DBAPN'SIMATIC 200(1VC  Operating mode of the CPU: () STOP
Status: o7 Emor
(General | 10 Device Diagnostics | Communication Diagnostics ] Interface ]
Network Connection Statistics Tdentification |
Part Statistical value Current A
Port 1 (X1 P1) Dropped recerved packets - no resources 1]
Port1 (X1 P1) Bad recetved packets 0
Port1 (1 P1) Recetved octets 15718
Port1 {1 P1) Dropped sent packets - no resources 0
Port1 {1 P1) Bad sent packets - transmit collisions 0
Port1 ({1 P1) Sent octets 2422725
Port 2 31 P2) Dropped received packets - no resources 0
Port 2 {1 P2) Bad received packets 0
Port2 (1 P2) Received octets 0
Port2 ({1 P2) Dropped sent packets - no resources 0
Port2 (X1 P2) Bad sent packets - transmit collisions 0
Port 2 (X1 P2) Sent octets 0
Port 3 ({1 P3) Dropped received packets - no resources 0
Port 3 (1 P3) Bad received packets ]
Port 3 (1 P3) Received octets 1307731
Port 3 (1 P3) Dropped sent packets - no resources 0 3
Povt 2471 D Tt sant nasbate . banownib anTlisimne n
Close | Update J Piat... Help 1

Statistics tab lists each port traffic status and the number of packets. Click Update to refresh the data.

I/0 Device Diagnostics

Moxa PROFINET switches support PROFINET alarms. These alarm messages will be sent by the switch immediately
when an event is triggered. These alarms can be enabled/disabled using PROFINET I/O parameters(see chapter

PROFINET I/0 Parameters ).
Select I0 Device Diagnostics tab to view alarms received by the PLC.

L:] Module Information - ED3-408A-FN

=TOF

Help on slected diagnostic mow;

Path: ]MOXA_Wib:h#DBAPN\SIMATIC 300(0%C  Opersting mode of the CPU: ()
Statuz 8l Eoror
Wetwork Connection 1 Statistics ] Identification
General I0 Device Disgnostics ] Communication Diagnostics ] Interface ]
10 controller: pi-io
Mannfactorer's description 553 Dievice 1T 16# 0007
y " Hex. Format... ]
Standard diagnostics:
Channel-specific diagnostics:
Slot | Channel ... | Error
0xl --- Power supply | ervor (16# 0000, 16# 00000000)
0X1PS Link down {164 0000, 16# 000000007

Cloze Update Ernt..

Help

The Channel-specific diagnostics field is displaying link-down alarm information. Click Update to refresh the data.

Communication Diagnosis

Select a sub-module and use “PLC: Module Information” to see the diagnostic data.

3-21

www.ipc2u.ru

WWW.moxa.pro



Industrial Protocols

PROFINET I/O

| Module Information - X1 P3

Bath:  [1108_408PFItestiSTMA TIC 300{12FT 31
Statuz: OK

<> RUN

General | 10 Device Dingnostics | Communication Diagnostics Neworkcommcton] Statistics |

Cperating mode of the CFIT:

Phorsical Properties:

Hame Portstatus | Bettings | Mode

Port 2 {1 B3) @ 0K Automatic sethings TP 100 Mbps full du...
Details of Port: Fort 2 GI1 B3

Medinm: Copper

Interface MAC address: 00-90-E8-25-FF-FC

Meighbor pn-do Port 1
Interface MAC address: 00-1B-1B-16-ER-E3

Clos

Update j Print. .

Help

Topology Editor

MOXA devices support SIMATIC STEP 7 Topology editor. Click Topology Editor. View each port’s connection

status in table view tag.

"H: Topology Editor &l
Table vizw ] Crraphic wiew I Offline/online cumpamun]
Tntercomnetion table Seleotion range -
Filter. [Show all ports =] Filler: [Show all parts =
Port Partner port | Cable len | Signal del | Comment ¥ dut40
- dutd0E [+~ SIMATIC 300(1}
B X1P11 P
B X1P2(X1P2)
B X1P3(X1P3) SIMATIC 300(1) \PRHOCCPU 31 ... 0.00
B X1 P41 P4
B %P5 (X1 Ps)
B X1 P8 (X1 P8)
W X1 FP7 (X1 P7)
B ¥ P (31 Ps)
== SIMATIC 300(1)
1=} PRHIECPU 315-2 PMUDP) Passive Components -
E Port1(x2P1R)  cut40S VX1 P3 (X1 P3) 0.00
B Por2(x2P2R) [+~ SCALANCE X100
[+~ SCALANCE W
edium converter
C Modules
tandard 16
[+~ SIMATIC HMT
< | 2
gnlne | Eport.. Options I
cosl_|_mop

In the Offline/Online Comparison tab, you can compare device partner ports. Click Start to discover

connection relationships.

www.ipc2u.ru
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"": Topology Editor

Tabls visw | Graphic view Uffline/online comperison ]

-
|8

Configured topology (offline) Detected topology {online)
Filtex: 1S}mw all devices :_] Start 3 devices found
Ohject name Partner port Cahle data Ohject name | Partner port | Cable data A
- dut408
H1P1(H1P1) Port 1
®1P2(x1P2) Port 2
¥1P3 (X1 P3) Port 3 pr-io \Part 1 -(-)
H1 P4 (K1 P4) Port 4 chrisch-test \Port 1 -(-0
%1 PS (31 PS5) Port 5 dut2405 4 Port 5 SE)
X1 PE (X1 PE) Port & dut2405 \Port § -(-)
¥ P7 (0 BT Port 7
¥1 P8 (X1 PE) Port &
[E]- PR-IO{CPU 315-2 PRUDP) = pr-io
Part 1 (X2 P1 R) Part 1 dut4DE L Port 3 Sy
Port 2 (X2 P2 R) Port 2

|

i
B

Export... ] Options...

Cancel Help

You can also draw the connection of each port manually in Graphic view tab.

": Topology Editor

Table view Grophi view | Offlineionline comparison |

SIMATIC 300 Station

PN-IO(CPU315-2
PR/DPLL))
|

dut408

3

Miniature View

~ Passive Components

[F- SCALANCE X100
[+~ SCALANCE W
[#- medium converter
[+~ PC Modules:

[+ Stanciard IE

[+ SIMATIC Hl

[Merve picture mode deactivated
Ogine | d Oiptions.. Print...
Coel_|__non_|
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