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BeepeHue

bnarogapum Bac 3a Bblbop ynpasnsemoro Ethernet-kommyratopa KomnaHum Moxa. [aHHoe
PYKOBOACTBO MOMOeT Bam noaxntountb AaHHbIi  KommyTatop K Ethernet-ycTpolictBam,
Ncnosib3yeMbimMuM B Ballein NpombILLNEeHHOM ceTu.

PyKoBOACTBO pa3feneHo Ha ABe OCHOBHbIE YacTu:

o [naBa 2: Hayano pa6oTbl c KOMMYTAaTOPOM

B #aHHOM rnase noApobHO onMcaH MpOLecc YCTaHOBKM KommyTtatopa Moxa. EcTb Tpu BapuaHTa

OOCTyna K napameTpam KOMMyTaTopa: nocnegoBaTesibHas KOHcoNb, Telnet-koHconb M web-

KOHCOJIb.

e [naBa 3: OCHOBHble PYHKLUUM
B paHHOM rnaBe ONWCbIBAETCA, KaK MOAYYUTb AOCTYN K Pa3/IMYHbIM - GYHKLMAM ynNpaBieHus,
MOHWUTOPUHIA U AAMUHUCTPUPOBAHUA. ITU GYHKLUMM MOTYT ObITb JOCTYNHbI Yepe3 NocaefoBaTe/IbHyO
KOHCOMb, KOMaHAHYl cTpoky Telnet m web-o6o3peBatens. Web-o603peBatens saBnaetcs Hanbonee
YA06HbIM cnocobom HaCTPOMKKM KommyTaTopa Moxa. B 3Tol riaBe mbl MUcnosibayem UHTepdenc web-
obo3peBaTena Ana Toro, YTobbl NO3HaKOMUTbL Bac ¢ dyHKumMamm ynpasnsemoro Ethernet-kommyTaTopa
Moxa.
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Hayano paboTbl ¢ KOMMYyTaTOPOM

B pgaHHOW rnase noapobHO OMMCcCaH MPOoLLeCcC YCTaHOBKM KoMMyTaTopa Moxa B mepsblii pa3. Ectb Tpu
cnocoba ynpasneHUs KOMMYTATOpOM: nocnegosatenbHaa USB-KOHCONb, KOMaHAHAA CTpoKa M web-
KoHconb. Ecam Bbl He 3HaeTe IP-agpec KommyTaTtopa Moxa, Bbl moXKeTe OTKpbITb NocaefoBaTeNbHYHO
USB-KOHCO/b, MNOAKAOYMB KOMMyTaTop K USB-nopty KomnbtoTepa ¢ nomowbto USB-kabens.
CoeauHeHune yepes Telnet nam web-o0603peBaTesib NO3BOAAET NOAYYUTb AOCTYMN K KOMMYTATOPY MO CETU
Ethernet uau Internet.

B ﬂ,aHHOﬁ rnase pacKpbITbl cheagyrowmne Tembl:
e Hacrpoiika c nomoubio USB-KoHconu (115200, None, 8, 1, VT100)
e Hactpoiika c nomoubio KoMmaHAaHoU cTpoku (Command Line Interface)
e Hacrpoiika c nomoubio web-o6o3peBartens
e OTKAoueHue aocrtyna yepes Telnet n web-o603peBartennb



Hacmpolika ¢ nomowbto nocnedosamenbHol USB-koHconu (115200, None, 8, 1, VT100)

MpumeyaHue:

e Bbl He moXeTe OAHOBPEMEHHO MOAKAIOYUTLCA K KOMMYTATOpPYy W Yepes nocnenoBaTesibHyto, U
yepes Telnet-KoHcob.

e Bbl MOXKeTe 04HOBPEMEHHO NOAK/IOUYUTLCS K KOMMYTATOpy Yepes web-KoHCoNb 1M Apyryto KOHCoNb
(Telnet nan nocneposatenbHyto). TemM He MeHee, Mbl HacTOATEIbHO pekomeHayem HE aenatb Tak,
3TO NO3BONT U36eXKaTb KOHGNMKTOB B YNPABAEHNUM KOMMYTAaTOPOM.

MpumeyaHue:
B KauecTBe TepMUHANbHOM NPOrpammbl Mbl peKomMeHayem mcnonb3osaTs MO MOXA PComm Terminal

Emulator, KoTopoe aoctynHo ana 6ecnaaTHOM 3arpy3kn Ha cainte kKomnaHunm MOXA.

MNepen Havyanom pabotbl ¢ PComm Terminal Emulator yctaHosuTe apainiBep USB-KOHCOM Ha Bawem
KOMMblOTEpPE M NoAcoeaMHUTE KOHCONbHbIM USB-nopT kommyTaTopa K USB-nopTy Bawero komnbioTepa
¢ nomoubto USB-kabens.

Mocne ycrtaHoBKM yTuanTel PComm Terminal Emulator BbinonHWTe cnegyrowue [enctsva  ans

nosly4eHunA AocTyna K KommyTaTopy Yepe3 USB-KOHCO/b:
1. C pabouero crona Windows 3ainaute B meHto Start > Moxa > PComm Lite Verl.6 > Terminal

Emulator.

Moxa
MXstudio ‘
PComm Lite Verl 6 ,
lj Library Programming Guide
[_"Q Library Reference
&S? PComm Diagnostic
;.P PComm Monitor
\ ﬂ PComm Terminal Emulator
i, Performance Analyzer -

m

1 Back

2. Bbibepute Open B meHto Port Manager 414 HacTpOMKM HOBOIO COeANHEHUS.

ﬁP
|

3. B okHe Property oTkpoeTcs Bknagka Communication Parameter. Bbibepute coOTBETCTBYOLLUINA
COM-nopT ANA KOHCONBLHOIO ynpaBaeHus, 3aaanTte napameTpbl Baud Rate — 115200, Data bits —
8, Parity — None u Stop Bits — 1.



Piopeily E

Communication Paiameter | Taminal| File Transter | Captuing|

 COM Dphons
Paits: COM1 -
o R SN <]
Dsta Bits : IE -
Pasity. Mowie -
Stop Bis I] -
~ Flow Conlrol | Dudpuk Stabe |
™ ATS/ATS DTR & ON © OFF
™ »0MH0FF ATS & ON © OFF

[ ok ] cocs |

4. OtkpoitTe BKNaaKy Terminal n 3agaiite Terminal Type — VT100. Haxkmute OK.

Commurication Parameter  Teminsl | Fig Transfor | Capuing|

Teminal Type : [0
Dumb Teiminsl Option :

i Transmi

1= [[ood |Echs

Send Enber' Key As: CRLF E

- Receiva

CR Transdation - |Hoﬂunxd 'I
LF Translation - |H-'|I hanged TI

[ ] cace |

5. B okHe TepmuHana Beegute 1 ans Bbibopa TMna TepmuHana ansi/vt100, HaxmuTte Enter.

MOXA EtherDevice Switch EDE-E10E-SGTHEFD
Conzgole terminal type (l: ansi/vcl00, 2: webBE) @ 1

6. OTKpoeTca OKHO aBTopu3aumMu nonb3osatensa USB-koHconu. Haxkmute Enter gns Bbibopa poaun
nosb3oBaTtens, Bbibepute admin nnau user. Mepesegute Kypcop Ha none Password n BBeanTe
naponb. [JaHHbl1 naponb 6yaeT MCNONb30BaTbCA ANA A0CTYNa C NOMOLb 060K KOHCoMM
(web-o603peBaTtenb, nocnegosatensbHas u Telnet-KoHCoNb).

Model : EDS-S510E-3GTXSFP
Nane
Location : Switch Location

Firmnware Version : V3.3 build 13061918

Serial No : 03131
IP : 192.168.127.124
MAC Address : 00-90-E8-22-52-25
Rt e ettt DL +
| Account :© admin |
| Password : |
T " e B " S - — - - +
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MpumeyaHue:
Maponb No ymonyaHutio — moxa. YbeauTeco, 4To Naposib N0 YMOAYaHUIO Oblal U3MEHEH Cpasy »Ke nocne
nepBoOro 3anycka KOMmyTaTopa gns obecnedyeHma 6€30MNacHOCTU CUCTEMDI.

7. 3arpysutca rnaBHoe meHio (Main Menu) kommyTtatopa ([lpumeyaHue: 048 U3MeEHeHUA
Hacmpoek wpugpma mepmuHana Pcomm Terminal Emulator seibepume Font... 8 merio Edit u
ycmaHosume Heobxodumeble napamempesi).

EDS-510E series V3.3 build 13061518
- Basic settings for network and szysten parameter.
Z.Port Trunking - Allows multiple ports to be agygregated a5 a link
3. SNMP - The settings for SNMP.
4. Redundant Provocol - Establish Ethernet communicacion redundant pach.
5.Q08 - Prioritize Ethernet traffic vo help determinjsm.
6. VLAN - et up a VLAN by IEEES0Z.1Q VLAN or Port-based VLAN.
7. Hulticast - Enable the multicast filtering capability.
8. Rate Limiting - Restrict unpredictable network traffic.
9. Security - Port access control by IEEESO0Z.1X or Static Port Lock.
a.Warning Novificavion - Warning email and/or relay output by evencs.
b.Link~Swap Recovery - Fast recovery after moving devices to different ports.
c.DHCP - Assign IP addresses to connected devices.
d.Diagnostics - Ping command and the settings for Mirror port, LLDPD.
e. Monitoring - Monitor a port and network status.
£.MAC Address Table - The complete table of Etherner MAC Address List.
g.Systen log - The settings for Syslog and Event log.
h. Exitc - Exic
~ Use the up/down arrow keys to select a category,
and then press Enter to select. -

8. [llocne BxoAa B rNaBHOE MEHIO UCMOb3YITE CAeAyloLMe KNaBuwm ana nepemeLleHma Kypcopa u
BblbOpa onuui:

Knasuwa dyHKUMUA
Beepx/BHu3/Bneso/Bnpaso/Tab | MNepeasuskeHne sKpaHHOro Kypcopa
Enter MoKasaTb M BbIGPaTb ONUUK
Mpoben MepekntoyeHne Mexay 3Ha4eHUAMM
Esc Mpeaplayuiee meHto

Hacmpolika ¢ noMowbio KOMQHOHOU CMPOKU

Bbl MoXKeTe MCnosb3oBaTb KOHCOMb Telnet gns HacTPoMKM KoMmyTaTopa Yyepes ceTb. 1A nonyyeHua
ceTeBoro Aoctyna (dyepes Telnet nnn web-obo3pesaTens) n3 MK, Nnogxko4EeHHOro K Tol e ceTu LAN,
4yTO M KOMMyTaTOp, yoeauTecb, YTo 06a HaXoAATCA B OLAHOM U TOM ¥Ke JIorMYeckom cermeHTe. [lna atoro
nposepbTe IP-agpec M macky cetn Bawero [K. o ymonyanuio [P-agpec KommytaTopa -—
192.168.127.253, a macka noacetm — 255.255.0.0 (ana cet knacca B). Ecnn Bbl He M3MeHUTE 3TU
3HaYeHnA, U macka nogcetn Bawero MK 255.255.0.0, To IP-agpec KomnbioTepa AO/IKEH MMETb BUA,
192.168.xxx.xxx. Ecnn macka nogcetn MK 255.255.255.0, T0 ero IP-agpec AonKeH UMETb BuA
192.168.127.xxx.

MpumeyaHue:
Ona poctyna K GyHKUMAM HAacTPOMKM KomMyTaTopa ¢ nomoubto Telnet- uan Web-koHconu, ybeamTecs,
yto Baw MK 1 KommyTaTOp Haxo4ATCA B OLHOM WU TOM XK€ JIOFTMYECKOM CETMEHTE CEeTH.

MpumeyaHue:

Mepen ocywecteneHMem goctyna 4yepes Telnet-kKoHconb noaknounte oamH mn3 Ethernet-noptos RJ45
KOMMYyTaToOpa K CeTM WAM HenocpeacTBEHHO K CeTeBOMYy ajanTepy KomnbtoTepa. [onyckaetca
MCMNONb30BaHWE KaK NPAMOro, Tak U nepekpecTHoro Ethernet-kabena. Ecam y Bac BO3HWKHYT COXKHOCTH
C coeauHeHnem, obpatutech K pasaeny «ABTomatnyeckoe onpegeneHve tuna coeamHerna MDI/MDI-
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X» HacToAWEero pyKoBoACTBA A/1A NOAYyYEeHUsA AONOAHUTENbHOW nHPopmMaumm o Tunax Ethenet-kabenel
M NOPTOB.

MpumeyaHue:
Mo ymonyanmio kommytatop MOXA nmeet IP-agpec 192.168.127.253

BbinosHUTE cnegyowme AencTBmA ANA NoaydYeHus aoctyna vyepes Telnet-koHcosb:
1. B okHe KomaHgbl Run (Myck) Windows BBeaute KomaHgy telnet wn 3agaiite IP-agpec
KOMMyTaTopa.

S Type the name of a program. folder. document, o Inbemet
e, and Windows: vl open k Bor pou

Oper  [teket 192 168127253 =]

O |  Cocel | Brows |

2. Beegute 1 anna Bbibopa TepmmnHana Tuna ansi/VT100, HaxmuTe Enter.

MOXA EcherDevice Switch EDES-S510E-3GTHEFP
Console terminal type (l: ansi/wel0o0, E: weE52) - 1

3. Telnet-koHconb npeanomt Bam BonTu B cuctemy. Haxkmute Enter ona Bbibopa akkayHTa:
aAMMHUCTPaTopa UK nonb3osatena (admin nam user). C NOMOLLbIO KNaBULWK «KBHU3» Bbibepute
none Password v BBegute napo/sib, ecan 3To Heobxoanmo. ITOT Napoab byaeT MCNoIb30BaTbCA
ONs  [ocTyna depes nocnepoBaTesibHYO KOHcosb, Telnet-koHconb u web-ob6o3peBaTens.
OcTaBbTe Nnose NycTbiM, ECIM NAPOJIb eLle He onpegesneH, 1 HaxmuTe Enter.

Model : EDS5-510E-3CGTHEFP
Hama :
Locatcion : Switch Location

Firnware Version : V3.3 build 13061518

Serial No : 03131
IP : 192.168.127.124
HMAC Address 00-20-E8-22-52-25
e e e e e e e e e e e e e e e +
| Account @ admin |
| Password : |
o +
4. [onKHO NoABUTbLCA rnaBHoe meHto (Main Menu) Telnet-koHconu.
EDS-510E series V3.3 build 13061918
1.Basic ! tings - Baszic settings for network and system parameter.
Z.Port Trunking - Allows multiple ports to be agygregated as a link.
3. SNMP - The settings for SNMP.
4. Redundant Provocol - Establish Ethernet communication redundant pavh.
5.Q08 - Prioritize Ethernev traffic to help determinism.
6. VLAN ~ Set up a VLAN by IEEEB0Z.1Q VLAN or Port~based VLAN.
7. Hulticast - Enable the multicast filtering capability.
8. Rate Limiting - Restrict unpredictable network traffic.
9. Security - Port access control by IEEES02Z.1X or Static Port Lock.
a.Warning Norification -~ Warning email and/or relay output by evencs.
. Link~3wap Recovery - Fast recovery after moving devices to different ports.
c.DHCP - Assign IP addresses to connected devices.
d.Diagnostics - Ping command and the settings for Mirror port, LLDP,
e . Monitoring - Monitor a port and network status.
f.MAC Address Table = The complete table of Ethernst MAC Address List.
g.3ysten log - The settings for Syslog and Event log.
h. Exit - Exit
~ Use the up/down arrow keys to select a category,
and then press Enter to select. -
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5. Bblbepute B meHto Terminal -> Preferences..., KOTopoe pacrnosioKeHo B BepXHel YacTtu telnet-
OKHa.
6. [onKHo oTKpbITbcA OKHO Terminal Preferences. Y6eauntech, uto ctomT rasiodyka VT100 Arrows.

T erminal Preferences E
Teaminal Dpticnz Emidation -
e 0K |

™ Local Echo

[ Blirking Cursor | ¢ T.100/M51 Cancel
I Block Cursor Help
v T Eonts... | =

Buffes Size: |75 Background Colar...

7. Wcnonb3yinte cneaylolmMe KNaBUWKM Ha KnaBuaType, 4Tobbl nepemelwiatbca BHyTpu Telnet-
KoHcoan Moxa:

Knasuwa dyHKUMUA
Beepx/BHu3/Bneso/Bnpaso/Tab | MNepeasuskeHne sKpaHHOro Kypcopa
Enter MoKasaTb M BbIBpaTb onuuu
Mpoben MepekntoyeHne mexay 3HaYeHUAMU
Esc Mpeaplayuiee meHto
MpumeyaHue:

Mo BHeWwHeMy BMAY U CMUCKY NapameTpoB Telnet-koHCONb aHaNorMyHa I'IOCHELI,OBaTEJ'IbHOﬁ KOHCOW.

Hacmpolka Yepe3 web—o603peeamenb

Web-uHtepoeiic ABnseTcs cambiM  YAOOHbIM  MHCTPYMEHTOM AN HAcTPOWKM WM MOHMTOPWHra
KommyTaTopa MOXA. [na ocyuwectBaeHus web-gocTyna MOMXKHO MCNONb30BaTb CTaHAAPTHblE
obo3pesaTtenu, Hanpumep, Internet Explorer.

MpumeyaHue:
Ona poctyna K GyHKUMAM HaCTPOMKM KomMyTaTopa ¢ nomoupto Telnet- uan Web-koHconu, ybegutecs,
yTo Baw MK n KommyTaTop HaxoAATCA B OAHOM U TOM Ke JIOTMYECKOM CermeHTe ceTu.

MpumeyaHue:
Ecnm KommyTatop HacTpoeH ana pabotbl B BUpTyanbHbix cetax VLAN, ybeautecb B Tom, yto VLAN ID
KoMMbtoTepa cooTBeTcTBYeT NnapameTpy Management VLAN ID kommyTaTopa.

MpumeyaHume:

Mepeps ocywecTBneHWem focCTyna yepes web-uHtepdeinic uam Telnet-koHcoNb noaxnouMTE OAMH U3
Ethernet-noptos RJ45 KommyTaTopa K CETU UAN HEMOCPEACTBEHHO K CETEBOMY afanTepy KOMMbloTepa.
[JonyckaeTca ncnosib3oBaHMe KaKk NpAMOoro, Tak U nepekpectHoro Ethernet-kabens.

MpumeyaHue:
Mo ymonyanuto kommyTtatop MOXA nmeer IP-agpec 192.168.127.253

BbinonHuTe cneaytolme AeicTBUA ANA NonydeHuMa goctyna yepes Web-obo3pesatenb:
1. BeeauTe IP-agpec KommyTaTopa B Web-6paysepe B cTpoKke Address (Agpec) nam URL. Haxkmute
Enter ana yctaHoBneHMA coeanHEHUA.

Al waskemglonpost com - Miws Fioed - Miciased] Dnbeess Esplove

Fie Ede Yiew Fgeolles Lok Helo = - . @2 [ 4| D ”H
Saaich

Agdess| 132169155 43 | @i
B

2. OTkpoeTca okHo Web-KoHconu. Bbibepute akkayHT agMUHUCTpaTOpa UK nonb3osaTtensa (admin
nunu user) eeegute naposab (Password). 3ToT naponb 6yaeT Ucnosib3oBaTbCA 418 AOCTYMNa Yepes
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nocnenoBate/ZibHyr0O KOHCO/b, Telnet-koHconb m web—o603peBaTenb. OctasbTe none nycCTbim,
€C/11 Naposib ewe He onpeaeneH, n Haxkmumrte Enter.

Moxa Lsdestrial Switch

EDS-510E-3GTXSEP

Usemamme
Passenrd

Logm

weaBERven|

MpumeyaHue:
Mo ymonyaHuio naponb B nocnegosatenbHol, Web- n Telnet-koHconu, He 3agaH, T.e. NoJsie nNapons
nycroe.

3. BO3MOXHO, 414 3arpy3ku CTpaHuLbl aAMUHUCTPUPOBAHUA NPUAETCA MOAOXKAATb HECKO/IbKO
cekyHa. Ona goctyna K ¢yHKUMAM KOMMYTATOpa WMCMO/b3yWTe MEHI0, pacrosiaratolieeca B
NeBOM YaCTV OKHA aAMUHUCTPUPOBAHMA.

RACCA EtherDevice™ Switch EDS-510E Series v e Cor

] EDE-SH BE-3ETErr
St L T i T

Fsurasr sy Frotoos (1]

T T T
1P A0 i admin e, ob -
Comlgnlion (g Ik
virinl Profa: o w
agexibics 3
u Fgn L by P n i
P i
oo
TN 17 e e
PRI N e e

weEeSERVER|

OmkntoyeHue docmyna Yyepes Telnet u web-ob6o03pesamers

Ecan Bbl nogxnoyvaete KOMMYTAaTop K CeTM obLiero nosb3oBaHUA M He cobupaeTecb NOJ/b30BaTbCA
DOYHKUMAMM HACTPOMKM KOMMYTATOPa Yepes CeTb, Mbl pEKOMEHAYeM OTKAoUUTb Telnet-koHconb 1 web-
nHTepdelic KommyTtatopa. s oTKAYeHMA GYHKLUMIA HAaCTPOMKN 3aMaMTe B MEHIO NOC/eA0BaTeNbHOM
KOHconu: Basic Settings —> System, oTkntounte Telnet- 1 Web-KOHCO/1b Kak MOKa3aHO HUXKe:

14



HOXA EcherDevice Switch EDE-S10E-3GTHSFP

| [(Usar Account] [Trusted Access] [Fort]l [Networkl
[Date and Time] [DIP)] [GARP Timer] [Restarc] [Factory default)

[Firmware Upgrade] [Config File) [Login made] [Aevivare] [Main mernu]
Systemn Idantific

ion

Switech Name 1 1
Switch Location [Switch Location
1
Switch Description [EDE-510E-3GTHEFP 1
Contact Information | 1
Serial NO. 031zl
Firnware Version ¥3.3 build 13061518
MAC Addraess 00=90=E8=ZZ=EZ=ZE
Talnet Consols [Enabla |
Web Configuration [htcp or hoops)
Web hurs=-logout (=) [300 1

Age-tine (5) [30D 1




3

OcHOBHble PYHKLMM

B 3Toil rnaBe oONMCbIBAaeTcA MPOLECC MOMYyYEHWA [AOCTYNa K OCHOBHbIM  GYHKUMAM HaCTPOMKM,
MOHUTOPUHIA U aAMUHUCTPUPOBAHUSA KOMMYyTaTopa. MpeaycmoTpeHo Tpu cnocoba nosiydyeHua Aoctyna
K YNpaBAeHUID KOMMYyTaTOPOM: MocnegoBaTesibHad KoHCob, Telnet-koHconb n web-o6o3peBatens.
Hactpoika yepe3 nocnegoBatenbHyto USB-KOHCONb yaobHa B Tex cayyanx, ecam IP-agpec KommyTaTopa
HeunsgecTeH. [na poctyna 4vepe3 USB-KoHconb coeauHute USB-nopTt kKommytatopa ¢ COM-noptom
KomnbloTepa. [ocTyn K KommyTtaTtopy no cetu Ethernet mam Internet ocywecrensetca uyepes Telnet-
KOHconb unu web-obospeBaTtensb.

HocTyn yepes web-obo3peBatens — 3T0 Hambosee yaobHbIM ANA Nonb3oBaTensa cnocob HacTPOMKM
KommyTaTopa MOXA. OcHoBHble npoueaypbl HACTPOMKKM  yMNpaBAAeMOro KommyTatopa 6yayt
npeacTaB/eHbl B 3TOM rNaBe Ha NpuMmepe AocTyna yepe3 web-uHTepdeiic. B uenom, oTanuma mexay
TEXHO/IOTUAMM YNpaBAeHUA Yepes nociegosaTtensHyto USB-kKoHconb, Telnet n web oyeHb HeBeNMKK.

B 31O rnaBe b6yaeT paccmMoTpeHo:

[JomawHana ctpaHuya (Home)

CuctemHble HacTPoukm (System Settings)
Ucnonb3oBaHue TexHoNorMmM nutaHua no PoE (Tonbko gna mogeneii ¢ PoE)
BuptyanbHblie cetn VLAN

MopTbl

®dunbTpayma WNMPOKOBeELATENbHOro Tpadpuka
QoS

Security

DHCP

SNMP

Industrial Protocol

AwvarHoctuka

MoHuTOpUHr

YnpasneHue Aoctynom
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domawHaa cmpaHuua

JdomawHaa cTpaHuua (Home) nokasbiBaeT KpaTKyto MHpopmauuio 0 KommyTatope Moxa, BKAoYas
CUCTEMHYIO MHOOPMALMIO, MPOTOKOJbI PE3EPBMPOBAHMSA, KYPHaAN COBLITU U M306parKeHWe camoro
ycTpoiictBa. bnarogaps AaHHOM MHPOpMaLMM onepaTopbl MOTYT JIEFKO MOHATb CTaTyC CUCTEMbI U
nopToB.

Swilch Hama

Switch Location Swilch Location

Swilch Descriplion EDS-510E-3GTHSFP

Systern Up Time: Jd14h54m2as

Redundancy Profocol: Mone

Cuold =tart 201306M9, 1203

Port 7 link an 20130619, 1503

Port G1 link an 201306M8, 18:04

172.21.1.12 zdmin Auth. ak 2013/06M09, 10004

Poat G link o 20120619, 1905

Configuration change activated 201308M8 1811

Configuration change activated 201306108, 18:12

Configuration change activated 20130618, 1813

172.21.1.12 admin Auth. ok 20130620, 08:15

CucmemHsle HGCI’T)DOUKU

BbasoBble HacTpolikm (Basic Settings) — 3To Habop 6a30Bbix nNapameTpoB, HeOb6XOAUMbIX

agMUHUCTPaTopam aaa paboTbl ¢ KommyTaTopamu MOXA.
System Information (MHgopmayus o cucmeme)

Hactpoiika napametpa System Information nossoaut 6bicTpee MAEHTUOUUMPOBATL Pa3/INYHbIE
KOMMyTaTOpbl, paboTatlowme B CeTu.

System Information

Switch Name
Switch Location Switch Location
Switch Description EDS-G516E

Contact Information

Switch Name (Uma kommymamopa)

Mapametp OnucaHue 3HauyeHue No YMOYAHUIO
Makc.30 cumBosioB [aHHbIi napameTp onucbiBaeT | Managed Redundant Switch
po/ib,  KOTOPYK  BbINOAHAET | [CEPUMNHDIN HoMmep
KOMMYTaTOop. Hanpumep, | kommyTaTopal

Factory Switch 1.

Switch Location (MecmononoeHue Kommymamopa)

MapameTtp OnucaHue 3HauyeHue No yMmon4aHuo
Makc.80 cumonos [aHHbIi napameTp onucbiBaeT | Switch Location
MECTOMNO/IOXKEHNE
KOMMyTaTopa. Hanpumep,

production line 1.

17



Switch Description (OnucaHue kKommymamopa)

Mapametp OnucaHue 3HayeHue No YMONYAHUIO
Makc.30 cumonos JaHHbIA napameTp onucbiBaeT | Het
6onee nogpobHyto
nHbopmaumo o KommyTaTope.

Contact Information (KoHmakmuasa uHgpopmayus)

Mapametp OnucaHue 3HayeHue No YMOYAHUIO

Makc.30 cumonos JaHHbIA napameTp onucbiBaeT | Het
nHbOpMaUMIO O TOM, KTO HeceT
OTBETCTBEHHOCTb 33 NOALEPHKKY
LAHHOTO KOMMYyTaTopa W KakK
CBA3ATbCA C STUM Ye/IOBEKOM.

User Account (Y4yemHas 3anuce nonb3osameris)

KommyTaTop Moxa nopaeprkuBaeT ynpaBieHUMEeM aKKayHTamMu, B TOM 4uCie CO3[aHue, aKTUBaUMIO,
U3MeHeHne, OTKNKYEHNE U yAaneHune YYeTHbIX 3anucent. Ectb ABa ypoBHA AO0CTyna KOH(I)MI'ypaLI,MVIZ
afAMUHUCTpaTopa 1 nonb3osaTena. [lonb3osaTtesb admin nmeeT BO3MOXHOCTb MOIHOCTbIO npon3soanTb
KOHd)MI'ypVIpOBaHVIe N N3MEHEHNE HACTPOEK KOMMYTATOPa, user MMeeT TOJZIbKO BO3MOXHOCTb YTEHUA
napameTpoB N HEe MOXXET BHOCUTb HUKAKUX N3MEHEHUN.

MpumeyaHue:

1. BbicoKkMI ypoBeHb 6e3onacHOCTU obecneynt cMeHa Naposb Cpasy e nocse NepsBoro BXo4a B
cucTemy.

2. Mo ymonyaHuto nosnb3osatesb admin He MOXKeT 6bITb yA3NEH UM OTKHOYEH.

User Account

Active s

Autharity admin -
LIser Name

Password

Confirm Password

Crevie I oo |

Account List
| Active | UserName | Authority [ |
admin admin
User USEr Dielete
Active (Akmueayus)
MapameTtp OnucaHue 3HauyeHue No ymon4aHuio
Checked YuyetHaa 3anucb nossonseT | Checked
(MpoBepeH) Nnoay4ynTb AOCTYN K NapameTpam
KoMMyTaTopa.
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Unchecked YyeTHaA 3anucb He nos3BoAseT

(He npoBepeH) NoNYy4YUTb AOCTYN K NapameTpam
KOMMyTaTopa.
Authority (YuemHas 3anucs, nonHomo4vus)
Mapametp OnucaHue 3HayeHue No YMONYAHUIO
Admin YyeTHas 3anucb admin | admin

nossonseT  WU3MeHATb  Bce
napameTpbl KOMMyTaTopa.

User YyeTHan 3anucb user no3sonseT
TO/IbKO npocmaTpuBaThb
napameTpbl KOMMyTaTopa.

Co3daHue Hoeoli yuemHolii 3anucu

Haxmunte Create, BBegmte nma yquHOﬁ 3alMn1CnU N Napo/ib, a TakKxe I'IpVICBOlZTG nonHomoumna. Haxmure

Apply ans pobaBneHus 4aHHOM YYETHOM 3anNucK B CMIMCOK yYeTHbIX 3anucei (Account List).

MNapametp OnucaHue 3HayeHMe N0 YMON4YaHUIO
Uma nosb3osaTtena (User | Uma nonb3oBatens Het
Name)
Makc.30 cumBonos
Maponb MNaponb (4-16 cumBonoB) Het

UsmeHeHue cyuwjecmeyroweli yuemHoli 3anucu

BbibepuTe HeobXoouMylO Y4YeTHYI0 3anucb B CMWCKe Yy4yeTHbix 3anuceit (Account List), BHecute

n3meHeHuA 1 Haxkmute Apply ona coxpaHeHus.

User Account

Active

Authority admin -

User Mame

Old Password

Password SMMPY3 requires 8-characters password

Confirm Password

Account List

“hcive | Usordame | oy | |
admin admin

user user Dedete

Y0aneHue cywecmeyroweli yyemroli 3anucu

BbibepuTe He06X0AMMYIO YHETHYIO 3aMnCb B CNUCKE yUYeTHbIX 3anunceit (Account List) n HaxkmuTe Delete.
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User Account

Cemo

L L ===

AtE +
Authorty L e Would you like 1o delete sccount “testuserl”
Usar Name
Old Password
Pasawaord l ou J CANCEL
Confirm Password
Acoount List
| Active | Userbame | Authority ] |

admin admin

el T Diebete |

teshiser] admin Dielete |

HacTpoiKa ceTeBbIx NapamMeTpoB NO3BOJISAET N0J1b30BATE/IAM 334aBaTb NapameTpbl agpecos IPv4 un IPv6
AN HAaCTPOMKKM A0CTyNa K KomMyTaTopy Yyepes ceTb. KommyTtatopbl Moxa noaaep»kusatot agpeca IPv4 n

IPV6 1 mOryT ynpaBnATbCA C MOMOLLbLIO KaXKA0ro U3 HUX.

IP Settings (Mapamempol cemu)

Hactpowku IPv4 BKtouatoT B cebs IP-agpec KommyTaTopa M Macky noAaceTH, a Takxke IP-agpec wnatos3a no
yMmonyaHuio. Kpome Toro, ectb NoAa Ana ykasanua IP-agpeca 1-ro u 2-ro cepsepa DNS.

HacTpoiikm agpeca IPv6 BkatouatoT B ceba asa Tmna agpecos: aapec Link-Local Unicast n agpec Global

Unicast. Agpec Link-Local penaet KommyTaTop AOOCTYNHbIM 4epes

IPv6 ana BCex YCTPOWCTB,

NOAK/IOUEHHbIX K TOW e /IoKa/NbHOM noaceTu. [na NOAKAOYEHMA K ceTu 6osbliero pasmepa C
HECKO/IbKMMM CErMEHTaMM TUN agpeca KoMMyTaTopa Ao/xKeH 6biTb Global Unicast.

IP Settings

GetIP From DHCP -

IP Address

Subnet Mask 25(255.255.255 128
Default Galeway

15t DNS Server

2nd DNS Senver

IPvE Global Unicast Address Prefix

IPvE Global Unicast Address

IP¥6 Link-Local Address

Get IP From ([Moayyams IP-adpec om)

Mapametp OnucaHue 3HayeHue No YMONYAHUIO
DHCP (c nomouubto DHCP) IP-agpec KommyTaTopa Oyaet | DHCP
Ha3HayeH aBTOMaTUYECKU

DHCP-cepsepom.

BOOTP (c nomoubto BootP)

IP-agpec KommyTaTopa Oyaer
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Ha3HayeH ABTOMATMYECKU
ceTeBbiMm BootP-cepsepom.

Manual (Bpy4Hyto)

3agaHue IP-agpeca
KOMMYTaTOpa BPY4YHYHO

IP Address (IP-adpec)
Mapametp OnucaHue 3HayeHue No YMONYaHUIO
IP-agpec KommyTaTtopa Moxa HasHauvaer IP-agpec | 192.168.127.253
KommyTatopa Moxa B cetu
TCP/IP.
Subnet Mask (Macka nodcemu)
Mapametp OnucaHue 3HayeHue No YMONYAHUIO
MacKa noacetm KommyTtatopa | Onpegenser Tmn  cetm, K | 24(255.255.255.0)
Moxa KOTOpOW NoAK/OYEH
KOMMYyTaTopa Moxa
(Hanpumep, 255.255.0.0 ans
cetu K/lacca B nu

255.255.255.0 gna cetn Knacca
Q).

Default Gateway (Mapwpymu3amop 1o ymoa4aHuio)

MapameTtp OnucaHue 3HayeHue No yMoN4YaHUIo
IP-agpec mapwpyTtmsaTtopa Onpegenset IP-agpec | Het
MapLpyTn3aTopa, KOTOPpbI
coeamHaer LAN c BHewHel

CeTblo.

DNS IP Addresses (IP-adpeca DNS-cepsepos)

Mapametp

OnucaHue

3HayeHue No YyMON4YaHUIO

IP-agpec nepsoro DNS-cepBepa

IP-agpec DNS-cepsepa Bauen
ceTu. Mocne 3apaHua IP-agpeca
DNS-cepsepa Bbl moxeTte
seBoantb URL kKommyTaTopa EDS
(Hanpumep,
www.PT.company.com) B
6pay3epe BMmecTo BBeAeHMUA |P-
agpeca.

Het

IP-agpec sToporo DNS-cepsepa

IP-agpec DNS-cepsepa Bawen
cetu. KommyTaTtop oynet
nbiTatbcA paboTaTb CO BTOPbIM
DNS-cepsepom B cny4yae
OTCYTCTBMA  COeAMHeHua ¢
nepsbim

Het

IPv6 Global Unicast Address Prefix (Prefix Length: 64 bits) (Mpegpukc adpeca Global Unicast,
MakKc.0uHa npegukca — 64 6uma)

MapameTtp OnucaHue 3HauyeHue No ymon4aHuio
Mpedukc agpeca Global Unicast | 3HaueHne npedukca p[onxkHO | Het
cootBetctBoBaTtb RFC 2373
“IPv6 Addressing Architecture,”
("Appecaumsn apPXUTEKTYpPbI
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IPv6"), ucnonb3ya 16-6uTHble
LecTHaaLaTepUYHble 3HaYeHusn,
pasgeneHHble ABOETOUYUAMMU Ha
8 vacteii. OpgHO pABoOMHOe
ApoeTtoume MOHO
NCcnonb3oBaTb B agpece, YTobbl
YKasaTb HY)KHOE KO/AN4YecTBo
Hynel, Heobxoammoe  AnA
3ano/IHeHUs HeonpeaeieHHOro
nons.

IPv6 Global Unicast Address (Adpec Global Unicast)

NapameTtp Onucaxue 3HaueHue No YMONYAHUIO

Het OtobpaxkeHne apgpeca Global | Her
Unicast IPv6. CeTeByto 4acTb
agpeca Global Unicast moxHo
HacTpouTb, YKasaB npeduKc
Global Unicast n mucnonbsya ID
nHTepdeiica EUI-64 B mnagumnx
64 6utax. Host-yacTb agpeca
Global Unicast aBTOMaTMyecku

reHepupyeTtca c
NCNONb30BaHUEM
MoandULMPOBaHHOM EUI-64
dopmbl naeHTuduKaTopa
nHTepodeiica (MAC-agpeca
KomMmyTaTopa)

IPv6 Link-Local Address (Adpec Link-Local)

Mapametp OnucaHue 3HauyeHue No YyMOYaHUIo

HeTt CeteBaa 4acTb  JsiIOKanbHoro | Het
agpeca — FE80, a yacTb xocTa
JIOKaNbHOTO afpeca
aBTOMATUYECKM FeHepupyeTcs ¢
NCNOIb30BaHMEM
MOoANOULMPOBAHHOWN EUI-64
dopmbl naeHTndmrKaTopa
nHTepdelica (MAC-agpeca
KOMMyTaTopa)

IPv6 Neighbor Cache (mabauya cocedHux ycmpoiicme)
NHdopmauma, cogepskalianca B Tabimue cocefHUX YCTPOWCTB, BKAoUaeT B cebs IPv6-aapeca CMeKHbIX
Y3108, Ux agpeca Link-Layer n MHpOpMaLMiO O TEKYLLLEM COCTOAHMM 3anncei.

IPv6 Neighbor Cache

IPvG Address Link Layer (MAC) Address E
fe80-290-eBf fel2: 406 00-90-e8-02-04-06 Reachable

Date and Time (Hacmpoliku cucmemHo20 epemeHu U 0ambl)

KommyTtaTop Moxa MMeeT OYHKUMIO YCTAaHOBKM CUCTEMHONO BpPEeMeHM Ha ocHoBe WHdopmauuu,
nonydyeHHol oT NTP-cepBepa, a TaKKe MOXKeT MPUMHUMATbL 4aTy W Bpems, 3afaHHble NoJ/Ib30BaTENEM.
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Enarop,apﬂ 3TOMY TaKue CI)YHKLI,VIVI, KaK aBTomMmatunyeckoe COO6LLI,€HVIe 0 cobbiTnn no e-mail, cogepKat
MHd)opmau,mo O TOYHOM BpeEMEHU HACTyn/1eHUA cobbITuA.

MpumeyaHue:

KommyTaTtopbl Moxa He 061aaatoT Yacamu peasbHOro BpemeHu. Monb3oBaTelb AOKEH YCTaHABANBATD
aKTya/ibHble AaTy U BPEMA NOCAE KaXA0MN nepesarpyskun ycTpomnctea, 0CobeHHO, eCan OTCYTCTBYET CBA3b
¢ NTP-cepsepom nnun NHTepHeT-coeguHeHune.

System Time

System Up Tima

Current Time
Clock Source
Time Settings

& Manual Time Settings
Date (™™ IMWMDD)

Time (HH:MM-S5)

Enable NTPISNTP Server

Time Zone

Daylight Saving
Start Date
End Date

Offsetihr)

System Up Time

Dd1h59mS0s
2013/D6M9 15:43:48

@ Local NTP ENTP

2013 106 118

15 : 43 ;48

Sync. from Local Device Time 2013619 15:43:556

(GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

Month Week Diay Hour

MoKkasbiBaeT, Kak A0Ar0 KommyTaTop Moxa 6bla BKAOYEH M paboTaeT C MOMEHTA NocaegHero

XO/I04HOrO 3anyckKa.

Current Time (Tekyuwjee epems)

Mapametp OnucaHue 3HayeHue No YyMONI4YaHUIO
3apaHHoe nosb3oBatesiem | 3ToT  napameTp  no3sosaeT | Het
TeKyllee Bpems 3agaTb BpemA B dopmaTe
rog/mecau/umcno.
Clock Source (MIcmouHuk epemeHu)
Mapametp OnucaHue 3HayeHue No YMONYaHUIO
Local (mecTHOE Bpems) NCTOYHMK BpemeHn — mecTHoe | Local
Bpems
NTP McTouHunk BpemerHn — NTP
SNTP McTouHuK BpemeHun — SNTP

Time Zone (Yacoeoii nosc)

Mapametp

OnucaHue

3HayeHue No YMONYaHUIO

Time zone (4acoBoit nosc)

Mossonser OCYLLECTBAATbL
nepesoj BpemeHun us MpuHBKYa
(GMT) B mecTHOe Bpems.

GMT (Bpems no MpuHBMYY)
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Daylight Saving Time (lepexod Ha nemHee epems)

HacTpolikn nepexofa Ha /feTHee BpPemsa MCNOAb3YOTCA ANA  aBTOMATUYECKOro nepexosa,
COOTBETCTBYHOLLErO CTaHAAPTaM CTPaHbI.
Start Date (Qama Hayana)

Mapametp OnucaHue 3HayeHue No yMmoNn4aHuo

3agaHHaAa nosb3oBaTenem Aata

[aHHbI NapameTp onpeaenseT

Het

Havana [aTy nepexoga Ha  JieTHee
Bpems.
End Date (Qama okoHYaHUSA)
Mapametp OnucaHue 3HauyeHue No yMmoN4YaHUo
3agaHHas nonb3oBatenem Aata | [JaHHbIM napameTp onpegendet | Het
OKOHYaHUA AaTy OKOHYaHUA NneTHero
BpeMeHM!.

Offset (Konuyecmeo yacoe npu nepeeode epemeHu)

Mapametp

OnucaHue

3HauyeHue No yMoN4YaHUIo

3agaHHoe nosib3oBaTenem
KOJINYECTBO 4YacoB

[aHHbIA napameTp onpeaenser
KO/IMYECTBO 4acoB, HA KoTopoe
Bpems OO0/KHO 6bITb
nepeeegeHo Bnepes  npu
nepexofe Ha nNeTHee Bpems.

Het

MpumeyaHue:

M3meHeHme 4acoBOro Nosaca npuBeaeT K MU3SMEHEHUIO TEeKYLLLero BpeMeHH. HaCTpOVITe YyacoBoM nonAc 4o

HaCTPOWKN BpeMEHMU.

Ecnv onumm NTP nnmn SNTP BKAtoueHbl, Bam Tak»ke HE0H6X0AMMO HACTPOUTL ceaytolWme napameTpbi:

Time Server IP/Name (IP-adpec/ums cepeepa epemeHu)

Mapametp OnucaHue 3HauyeHue No ymon4aHuio
IP-agpec/vuma loro cepsepa | IP-agpec uMau gomeHHoe wmA | Het
BpeMeHM (Hanpumep, 192.168.1.1 wunun
time.stdtime.gov.tw nnm
time.nist.gov)
IP-agpec/vuma 2oro cepsepa | KommyTatop 6yaeT nbiTaTbCA

BpemeHun

paboTaTb CO 2blM CeEpPBEPOM
BPEMEHM B C/y4ae OTCYTCTBUA
coeamHeHus ¢ 1bim.

Enable NTP/SNTP Server (BkaoueHue NTP/SNTP cepsepa)

MapameTtp

OnucaHue

3HaueHue no YMONYAHUIO

BK/toueH/BbIK/t04eH

BkatoyaeT  PYHKLMOHaNbHbIE
BO3MOKHOCTU cepsepa
SNTP/NTP o189 KnueHToB.

BbikntoyeH

IEEE 1588 PTP

NHbopmauma ans gaHHoro pasaena e3ata c caita NIST (http://ieeel1588.nist.gov/intro.htm)
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«M3mepeHne BpeMeHU A0/MKHO NPOUCXOANTb B COOTBETCTBMM C [MPOTOKONOM CUHXPOHM3ALMN TOYHOIO
BPEMEHWN AN CETEBbIX U3MEPUTENbHbIX CUCTEM U cucTem ynpasneHus (ctaHgapt IEEE 1588-2008) c
LEeNnblo CUMHXPOHM3ALMKM 4YacoOB pPeasibHOr0 BPEMEHM, YCTAHOBAEHHbIX B KOMMOHEHTAX CUCTEMbI
aBTOMATM3aUMM SNEKTPOIHEPreTUYECKMX 0O BEKTOB.

CtaHpapT |IEEE 1588 (Hos6bpb 2002 roga) pacliMpaeT BO3MOXHOCTM NpumeHeHus Ethernet-ceteir B
CUCTEMAxX YNpaBiAeHWA, NOBbIWAET MNPOU3BOAUTENLHOCTL ceTel. B nocnegHee Bpemsa Bce 6onblue
3HEpPreTMYecKnX CUCTEM MCMONb3YIOT CUBbHO pachnpefeneHHble CeTW, KOTOpble He MOryT OTBeYaTb
KECTKMM  TpeboBaHMAM K CUHXPOHM3AUMKM BpemeHW. PaccmaTpuMBaembll CTaHAAPT peryaupyet
OoTHOWeHUA master-slave mexkay Yacamm M obecneymBaeT cobstogeHMEe KOHKPETHbIX TpeboBaHU Ko
BPEMEHMW B CUCTEMAX I/IEKTPOIHEPTETMKN. BCe ycTporcTBa NoayyatoT MHGOPMALUIO O BPEMEHM OT YacoB
grandmaster. [MpoToKon B NepByto ovepeb NpegHasHavyeH Ana yaobHoro ynpasaeHna ceTbloy.

Kak Ethernet-kommymamop eausiem Ha cCUHXpoHu3ayuro IEEE 1588?

NHdopmaumn ana gaHHoro pasgena s3arta c cainta NIST (http://ieeel1588.nist.gov/switch.htm):

«Ethernet-koMmyTaTop BHOCWUT 334€epPXKY B HECKOJbKO MWKPOCEKYHA MPU CUHXPOHU3ALMU MeXay
yacamm grandmaster 1 yacamu slave, cootseTcTBytOWMMHK cTaHAAPTY IEEE 1588. TakuM 3a4epKKU MOTYT
NPMBOAWUTL K OLWWBKAM B CUHXPOHM3AUMK. [ANTENbHOCTb 33a4eprKeK 3aBUCUT OT KOHCTPYKLMM
KOMMYyTaTopa M OoT ocobeHHOCTel ceTeBOro Tpaduka. IKCNepMMEHTbI C MPOTOTUNAMKM npoTokona |IEEE
1588 nOKasanu, 4TO 3aZep’KKamu MOXKHO ynpaenatb. Hanpumep, 6narogaps WMCNOAb30BaHUIO
CTATUCTUYECKUX OaHHbIX C YCTPOWCTB, paboTatowmx no IEEE 1588, MOXKHO BbIABUTL CpeaHME 3a4ePKKK,
M 3aTeM MX KOMNEHCMPOBATb ANA AOCTUHEHMA MaKCMMabHOM TOYHOCTU CUHXPOHU3ALNK BPEMEHU Y.

Bo3moxcHo nu co30aHue Ethernet-kommymamopos, 3aujuueHHbIX om KonebaHuli
epemeHU 3a0epxKu?

Ethernet-kommyTaTop ¢ noaaep:kkoi |EEE 1588 ponxeH He ponyckaTb o6pa3oBaHMA ovepean B
nepegaye nHopmaunn. OH foNKEH OTANYATLCA OT OObIYHOrO KOMMYTATOPa ABYMS NapameTpamu:

RUITTT
. ]
R [TT'
, !
-
i |||||I|I .

Yacbl Grandmaster: MorpaHuyHble yacol O6blyHble  yackl (ordinary
OnpegensatoT OCHOBHOE (boundary clock): clock):
BPEMA CUCTEMDbI BbinonHatoT ¢yHKumMio Slave BbinonHatoT ¢yHKumMio Slave
no OTHOLLIEHUIO K Nno OTHOWEHUIO K master-
Grandmaster u  ¢yHKUUIO YCTPOMCTBY
master K cBoum slave-
yCTponcTBam

1. B KomMmyTaTope A0/KHbI BbiTb peannsoBaHbl GYHKLMM NorpaHnYHbIX Yacos (Boundary Clock) u
npo3payHbix Yacos (Transparent Clock).

2. KommyTaTop A0AXeH BbiTb HAaCTPOEH Tak, YTobbl NepeaasaTh coobueHns IEEE 1588 cnocobom,
aNbTepPHATMBHbLIM cnocoby nepenayn obbl4HOro TpadumKa.
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Takolt KommyTatop OyAeT CMHXPOHM3MPOBATb Yacbl BCEX YCTPOWCTB, MOAK/AOYEHHBLIX K HeEMmy, C
MaKCMMabHO BO3MOXHOW TOYHOCTbIO.

PTP Settings (Hacmpoliku PTP)

PTP Settings

Enable [EEE 1588 PTP

Clack Made

Sync Interva

Dalay-request Minimum

Imterval
Damain
Transport Mode
Role

Operation (Pa6oma cmaHdapma IEEE 1588/PTP)

Mapametp OnucaHue 3HayeHue No YyMONI4YaHUIO
IEEE 1588 PTP | BkatoyaeT nau BblkatovaeT paboTty IEEE 1588 BbikntoueH
BK/IOYEH

Clock Mode (Pexcum yacoe (ycmaHaenuseaem pexcum 4acoe Kommymamopad))

Mapametp

OnucaHue

3HayeHue No YyMON4YaHUIO

vl BC

Bkntoyaet perkmMm paboTbl NOrpaHUYHbIX YacoB
(boundary clock) IEEE 1588 v1

v2 E2E 2-step TC

BkatoyaeT pexkum paboTbl Npo3payHbIX Yacos
(transparent clock) IEEE 1588 v2 edge-to-edge
C 2-L1aroBbIM METo40M

v2 P2P 2-step TC

BkntoyaeT pexkum paboTbl Npo3payHbIX Yacos
(transparent clock) IEEE 1588 v2 peer-to-peer
C 2-L1aroBbIM METO40M

v2 E2E BC BKntoyaeT pexnm paboTbl NOrpaHUYHbIX YacoB
(boundary clock) IEEE 1588 v2 edge-to-edge
v2 P2P BC BKntoyaeT pexnm paboTbl NOrpaHUYHbIX YacoB

(boundary clock) IEEE 1588 v2 peer-to-peer

vl BC

Syncinterval (ycmaHaenusaem epemeHHOl uHMepsan 011 coobuwjeHuli CUHXpoHuU3ayuu)

Mapametp OnucaHue 3HayeHue No YyMONIYaHUIO
0,1,2,3nm4 0(1c),1(2c),2(4¢c),3(8c)nm4(16¢c). |0
Nopaepxuneaetca IEEE 1588 V1.
-3,-2,-1,0mmm 1 -3 (128 mc), -2 (256 mc), -1 (512 mc), 0 (1 ¢)

nnn 1 (2 c). Nopgaeprkmeaetca IEEE 1588 V2.
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Delay-request Minimum Interval (uumepean epemeHuU OMNPAsKU 3anpoca 3a0epiKu)

Mapametp

OnucaHue

3HayeHue No YMONYAHUIO

0,1,2,3,4nm5

MWHUMaNbHbIN MHTEpPBA/ BPEMEHWN OTMNPABKU
3anpoca 3a4epPKKn.

0(1c)

Domain (Homep domeHa)

Mapametp

OnucaHue

3HayeHue No YMONYaHUIO

_DFLT (0), _ALT(1),
_ALT(2) uan _ALT(3)

Uma nopaomeHa (IEEE 1588-2002) waum
Homep gomeHa (IEEE 1588-2008) B PTP-
coobuieHnmn

0(default domain)

Transport mode (mpaHcnopmHebiii npomoKon 0ns nepedayu coobujeruli IEEE 1588 PTP)

Mapametp OnucaHue 3HayeHue No YMOYAHUIO
IPv4 nnn 802.3/Ethernet . IEEE 1588 PTP V1| IPv4
nogaepXmseaet TonbKo IPv4
. IEEE 1588 PTP V2

nogaepxusaet u IPv4, u IPv6

Role (ponb)

Mapametp

OnucaHue

3HauyeHue No yMOoNYaHUIo

Member or Master

Ha3HayeHMe KommyTaTopa Ha poab Member
nnu GrandMaster

Member

Ecnv BbIOpaH Apyroi pexum, Bam TaKKe HeobxoAMMO HacTPOUTb caeayloLne napameTpbl:
Announce Interval (ycmaHasaueaem uHmepeasn omnpasKku onosewarouwjux coobweHuii)

Mapametp

OnucaHue

3HayeHue No YyMON4YaHUIO

0,1,2,3nm4

0(1c),1(2c),2(4c),3(8c)nnm4(16¢c)

1(2c¢)

Announce Timeout (ycmaHaeausaem maiimaym noayvyeHusa coobujeHulii)

Mapametp OnucaHue 3HayeHue No YyMON4YaHUIO
2,3,4,5,6,7,8,9mamn 10 | MHOXuUTENDb ana onpeaenenua | 3
TalMayTa MoJlyYeHUss OMOBELLAIOLLErO
coobLLeHns No WHTepBany OTMPABKM
OMOBELLAOLLETO COODOLIEHUA.
PDelay-request Minimum Interval (uHmepean epemeHU oMnpPasKu 3anpocd 3a0epicKu)
Mapametp OnucaHue 3HayeHue No YMONYaHUIO
-1, 0, 1, 2, 3, 4 | MMHMUManbHbIA MHTepBan BpemeHu otnpasku | 0 (1 c)
wan 5 3anpoca 3a4epKKu.
-1(512mc),0(1c),1(2c),2(4c),3(8¢c),4(16
c),5(32¢)
priority1
Mapametp OnucaHue 3HayeHue No YMONYaHUIO
0-255 YcTaHoBKa nepsoro npuoputeta; 0 = Hamsbiclwnn | 128
npuopuTeT, 255 = camblii HU3KUI NpUopUTET
priority2
Mapametp OnucaHue 3HayeHue No YMOYAHUIO
0-255 YcTaHoBKa BTOporo npuoputeta; 0 = Hausbiclwnn | 128

npuopuTet, 255 = camblii HU3KUIN NpUopUTET
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Clock Class

Mapametp OnucaHue 3HayeHue No YMONYAHUIO
0-255 [aHHbIi napameTp ob6o03HayaeT oTcnexuBaHue | 248
BPEMEHW UAN YaCTOTbl, YCTAHOBAEHHbIMW Yacamm
grandmaster.

Clock Accuracy (TouHocme 4acoe)

Mapametp OnucaHue

3HayeHue No YMONYaHUIO

0x21 [aHHbIV napametp O3Ha4aeT TOYHOCTb
CUHXPOHM3auMM ¢ master-yacamun. 3HayeHue
0x21 roBOpUT O TOM, YTO TOYHOCTb BPEMEHMU
KommyTatopa — 40 100 Hc.

0x21

Timescale (wkana epemeru)

Mapametp OnucaHue

3HayeHue No YMOYAHUIO

PTP nan ARB ° LWkana spemeHn PTP: Mpu HOpmanbHOM
paboTe WKana BpemeHW HenpepbiBHA. EAnHMUA
BPEMEHWN — CEKYHAA B MexayHapoaHOW cucteme
eanHunL,

° LLkana BpemeHn ARB: Mpu HopmanbHOM
pabote nepuon BpemMeHM YCTaHAB/IMBAETCA BO
BpeMs  aAMMHUCTPATUBHbIX paboT. [epuog,
MOXKeT 6bITb cObpolleH Bo Bpema paboTbl. Mexay
aAMUHUCTPATUBHBIMWN PaboTamM LKaNa BpemMeH!
HenpepbIBHa. JdononHuTenbHble
aAMMHUCTPaTMBHbIE pPaboTbl  MOryT BbI3BaTb
OLWMOKM B LWIKaNe BPEMEHW.

PTP

ARB Time (epems ARB)

Mapametp OnucaHue 3HayeHue No YMOYAHUIO
0-255 Bpemsa oTcuéTa (B cekyHaax) PTP-yacos 0
Leap59
Mapametp OnucaHue 3HauyeHue No YMOYAHUIO
True or False | MocneaHsaa muHyTa TeKkywero UTC-gHs | False

(MpaBaa unu Noxb) copgeput 59 cekyHg. Ecam wkana
BpemeHu He PTP, To 3HauyeHue byaerT False.

Leap61

Mapamertp OnucaHue

3HaueHue no YMO4aHUIO

True or False | MocnegHaa muHyTa Tekywero UTC-aHs
(MpaBaa unu Noxb) cogeput 61 cekyHg. Ecam  wkana
BpemeHu He PTP, To 3HauyeHue byaerT False.

False

UTC Offset Valid
Mapamertp OnucaHue 3HauyeHue No YMOYAHUIO
True or False | Echu Bpema cmeuweHuna UTC BepHo, To | False

(MpaBaa unu Noxb) 3HayeHue byaet True, ecnn HeT, To False.

UTC Offset

Mapamertp OnucaHue

3HauyeHue No ymon4aHuio

0-255 Nmetoweeca cmelteHne UTC (B cekyHaax)

0
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PTP Status (CocmosaHue PTP)
Tekywee coctoaHme |[EEE 1588 PTP.

FPTF Status

Clock Madea V1 BC

Offset From Master (ns)
Grandmaster JUID
Farent ULID

Clock Stratum

Clock Identifier

PTP Port Settings (Hacmpoliku PTP-nopma)
Tekywme HacTponku PTP-nopra.

Port  Enable _______[saws |

1 PTP_DISABLED
PTP_DISABLED
PTP_DISABLED
PTP_DISABLED
PTP_DISABLED
PTP_DISABLED
5 PTP_DISABLED
G1 PTP_DISABLED
G2 PTP_DISABLED
G2 PTP_DISABLED

= & N e L R

AsmomamuvecKkue npedynpexoeHus

Tak Kak npombiwneHHble Ethernet-cetm uyacto TeppuTopuanbHO pacnpegeneHbl, aboeHTbl CeTU He
BCErAa 3HaloT, YTO NPOUCXOAMUT B APYrMX KOHLAX CeTW. ITO 3Ha4uT, YTO MPOMbIWAEHHbIN Ethernet-
KOMMYTaToOp, K KOTOPOMY MOAK/OYEHbI abOHEHTbI, AO0/KHbl OMOBELLATb agMWHUCTPATOPOB CETU O
BO3MOXHbIX aBapusax B PeXMMe PeasibHOro BpemeHu. [axke Korga WMHMKeHepbl LeHTpa ynpaB/ieHus
Haxo4ATCA BHE AMCNETYEPCKOW B TeYeHue ANUTE/IbHOro nepuoaa BPemMeHM, OHM BCe PaBHO MOTyT
oCTaBaTbCA WMHPOPMMUPOBAHHBIMW O COCTOAHUM YCTPOWMCTB MOYTU MOCTOAHHO. KommyTaTopbl Moxa
obecneuynBaloT pas/MyHble MeToAbl aBTOMAaTUYECKOro npeaynpexaeHua onepatopoB o cbosAx, B
YyacTHoCTU, e-mail coobLeHns n peneiHbln BbIXo4,

HacTpoiika TMnoB cobbiTui

CUCTEMHble COBbITUA OTHOCATCA K 0b6lein ¢GyHKUMM KommyTaTopa. Kaxpgoe cobbiTve MosKeT 6biTb
aKTMBMPOBAHO HE3aBMCMMO APYr OT Apyra C Pas/iMyHbIMK TUNaMK NpeaynpexaeHuin. AGMUHUCTPATOP
MOXET TaK}Ke NPUHATb pelleHne O CTENEHN BaXKHOCTM COBbITUA CUCTEMBI.
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System Event Settings

v

Cold Start
/ Narm Start
v/ Config. Changed
v PWR 1 Off->On
v PWR 2 Oft->0On
v PWR 1 On->Off
v PWR 2 On->0Oft
v Auth. Fall
v Password Changed

TAMAAM b o

& '
Trap Relay1

Critical v
Waming -
Waming v
Waming v
Warmning v
Warning v
Warning v
Warning v

Waming -

CuctemHoe cobbiTne

OnucaHue

Switch Cold Start
Xono00HebIl cmapm

MTaHWA NONHOCTbIO BbIK/IOYEHO, U 3aTEM BK/HOYEHO.

Switch Warm Start
lFopavuli cmapm

KommyTaTtop nepesarpyaetca, Hanpumep, Npu MU3MEHEeHUU
ceTeBbIx NapameTtpos (IP-agpec, macka ceTn n 1.4.).

Configuration Change
U3meHeHUe HacmpoeK

Kakana-To u3 HacTpoek 6bina nsmeHeHa.

Power Transition (On—>Off)
lMepemerHa numaHusa On—>Off

KommyTaTop BbIKNtOYEH.

Power Transition (Off->0n)
MepemeHa numarus Off > On

KommyTaTop BKAtOYeEH.

Authentication Fail
Cboli asmopuszayuu

BBeaeH HeBepHbIii Naponb.

Password Change
CmeHa napons

Monb3oBaTtenb UsmeHuN napo/ib yHETHOVI 3anncu.

TACACS Authentication Fail
Cb6oli asmopuszayuu TACACS

Bbinn BBeAEHbI HenpaBu/ibHblE AaHHbIE y‘-IETHOf/'I 3anucum.

RADIUS Authentication Fail
Cb6oli asmopuszayuu RADIUS

Bbinn BBeAEHbI HenpaBuabHblE AaHHbIE y‘-IETHOf/'I 3anucu.

RSTP Topology Changed
Tonosnoaua RSTP 6bina usmeHeHa

Bblna mameHeHa TonosorMa RSTP-ceTM (OTHOCUTCA TOMIBKO K
KOpPHIO AepeBa).

RSTP Root Changed
KopeHb RSTP 6611 usmeHeH

KopeHb RSTP 6b1/1 U3MEHEH.

DI1/DI2 (On->Off)

Lindpposoit Bxoa 1/2 BbIKAOYEH.

DI1/DI2 (Off>0n)

Uundposoit Bxoa 1/2 BKAKOYEH.

ABC-02 Status

Onpepenset, korga ABC-02-USB-T noaxatoueH/oTKaoueH K/oT

CocmosaHue ABC-02 KOMMYTATOPa, Koraa ABC-02-USB-T ABTOMATUYECKHU
nmnopTupyet/aKkcnoptnpyet/nponssoant pe3epBHOEe
KOMMPOBAHME HACTPOEK.

Master Changed Master-yctpolicteo cetn Turbo Ring 6bi110 U3meHeHo.
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CmeHa Master-ycmpolicmea

Coupling Changed
UsmeHeHue nuHuu Coupling

PesepBHas nanHuA Coupling akTMBMpoBaHa.

Turbo Ring Break
Obpvis Konbya Turbo Ring

O6psbIB KonbLa Turbo Ring.

Web log in
Bxo0 & web-o0603pesamersnsb

Kakoil-nmbo M3 aKKayHTOB BOLWIE/N B KOHCO/b HacTpoek web-
obospesarens.

Rate Limit On/Off
OzpaHuyeHue
8Ks1/8bIKAA

CKoOpoCcmeb

|_|OpT OTK/TIO4EH M3-3a npesblilleHNA CKOPOCTU nepenayvyn AaHHbIX,
YCTaHOBﬂE‘HHOﬁ ANA 3TOro nopTa.

Port Looping
3aKoneyossisaHue nopma

npOM3OLLIﬂO 3aK0/1bLlOBbIBaHWE NOpTa.

LLDP Table Change
UN3zmeHeHue 8 mabauye LLDP

MN3meHUAncb NoaxNtoYeHHble YCTPOMCTBa, YTO OoTo6pasnnoch B
Tabnuue LLDP.

Fiber DDM Warning*

Ecnu cooTBeTcTBYlOLLEE 3HAYEHUE COCTOAHUA OMTOBONOKOHHOTO
nopTa NpesbIlLAeT Nopor, onpeaenieHHbIn pyHkumen Fiber Check.

*MoaaeprkmMBaeTca ToNbKo B cepumn EDS-518E.

EcTb 4eTblpe TMNa aBTOMATMYECKUX MpeaynpexLeHMA O npousowenlwunx Ha KommyTtatope EDS

cobbITuAX:

Tun OnucaHue

Trap YBegomneHnus byayT nocblnaTbCsa Ha cepeep trap, Korga cobbiTme
NPOUCXOANT.

E-Mail YBegomneHus 6yayT nocblNaTbCA Ha CepBep 3NEKTPOHHOM NOYThI,
onpegeneHHbln B pasgene Hactpoek Email Setting, Koraa
cobbITMe NPOnUCXOaMT.

Syslog YBegomneHus 6yayT 3anmMcaHbl B CUCTEMHbIV KypHan Ha syslog-

CucmemHeoll #cypHan cepBepe, onpenenéHHom B pasgesne HactpoeKk Syslog Server
Setting.

Relay KommyTtatopbl cepun EDS E umeer umdposbie Bxoabl Ans

Pene NoAKAoYeHUA [aTYMKOB. MpK HacTynaeHnn cobbiTUA YCTPOMCTBO
nownet aBTOMATU4YecKoe npeaynperKAeHne C  MOMOLLbIO
pefieiiHoro BbIXoaa.

NMpedynpexcdeHusa

Tun OnucaHue

Emergency Cuctema HenpurogHa K aKcnayatauum.

Aeapus

Alert Jencrene f0MKHO 6bITb COBEPLUEHO HEMEAEHHO.

Tpesoza

Critical Kputuyeckume ycnosus.

OnacHocmb

Error OwmnboyHble ycnosus.

OwubKa

Warning Ycnosue npeaynpexaeHus.

MpedynpexcdeHue

Notice HopmanbHoe, Ho 3HauyMmoe cobbiTue.

YsedomneHue

Information NHbopmaumnoHHoe cooblLeHme.

UHpopmayus

Debug CoobueHune ypoBHA OTNAALKM.

Omnaodka
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HacTpoiiku cobbiTUii nopToB

CobbiTus NOpTa CBA3aHbI C AEATE/IbHOCTbIO KOHKPETHOro NopTa.

Port Event Settings

o 2
4 3
v 4
td 5
¥ i
s T
W G
o a2

Port R Traffic- P
- Threshold| Duration sl - =
Drwerload - Trap Relay1
- 1 . ) . 0 1 § . .

Naming — *
0 1 [ [ Warning =
0 1 ] | | Warning -
0 1 | [ [ | Warning  * |z
0 1 [ | Warning -
0 1 ] [ [ Warning -
0 1 | [ [ Warning -
0 1 Naming -
I 1 1 I I Warninga w7

CobbiTe nopta

Mpeaynpexpatowmii Email otnpasnnaerca, Koraa...

Link-on

MopT NoACOeAMHEH K YCTPOMCTBY.

Link-off

MopT oTcoeauMHeH (Hanpumep, BbIAEPHYT Kabenb, UK
BbIK/TIOYMIOC YCTPOMCTBO, K KOTOPOMY MNOACOEAMHEH NOPT).

Traffic-Overload
MpesbiweHue mpaguKka

MpeBbiWweH nopor Tpaduka Ha AaHHOM NOPTy (Koraa AaHHasA
bYHKLMA BKAOYEHA).

Traffic-Threshold (%)
Mopoe mpagpuxa (%)

BeeauTe uMcno, He paBHOE HY/I0, eCN aKTUBUpPOBaHa GyHKLMA
Traffic Overload.

Traffic-Duration (sec.)
MpodonrumensHocmos mpaguxa
(cekyHObI)

CoobuweHns o npeBblweHUN TpaduKa MoCbiNaloTCcA vepes
WHTEpPBan, paBHbIM 3HadyeHuto Traffic Duration, ecam B 3aToT
nepuog nNpesbleH Nopor TpaduKa.

MNpumeyaHue:

®yHKumm Traffic Overload, Traffic Threshhold (%) u Traffic Duration (c) B3aMmocBsizaHbl. Mpy akTUBaUUK
Traffic Overload BBegute 3HaueHue Traffic Threshhold (He paBHoe Hynw) m Traffic Duration (1-300

CeKyHA).

HacTpoiiku Email

Email Setup

Mail Senver

TCP Part

User Mame

Passward

1st Recipient Email Address

2nd Recipient Email Address
3rd Recipient Email Address

4ih Recipient Email Address

N T
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Moail Server (lMoumoelii cepsep)

Mapametp OnucaHue 3HayeHue no
YMOJIYaHUIO
IP address or url IP-agpec nnum url noytoBoro cepeepa. Het
IP-adpec unu url

TCP Port (llopm SMTP)
Mapametp OnucaHue 3HayeHue no
YMOJIHaHUIO
TCP Port number Homep nopta TCP no4ytosoro cepsepa. 25
Homep nopma TCP
User Name (Umsa akkayHma)
Mapametp OnucaHue 3HauyeHue no
YMOJIHaHUIO
Makc. 45 cumBonos Baw email-akkayHT. Het
Password Setting (Hacmpoiika napons)
Mapametp OnucaHue 3HayeHue no
YMOJIHaHUIO
Password Maponb email-akKayHTa. BoeiknoveH
lMapone
Email Address (Email-adpec)
MapameTtp OnucaHue 3HauyeHue no
YMONYaHUIO
Makc. 30 cumBonos Bbl moxeTe HacTpoutb 4 email-agpeca pana | Het
nosilydeHus CUrHaNbHbIX coobLeHnin ot
KommyTtatopa Moxa.

Sending a Test Email (Omnpasums mecmoebiii Email)
Mocne 3aBepllieHMA HACTPOIMKM email-onoBeweHnit ana mx aktmeauum Haxkmute Apply, 3aTem Test,
yTobbl YOEAUTLCSA, YTO HACTPOIMKa Npon3BeaeHa NPaBUbHO.

MpumeyaHue:

ABTOMaTMYeCcKMe npegynpexaeHua no e-mail 6yayt oTtcbinatecas SMTP-cepBepom C MOAAEPKKOM
MmexaHu3moB ayteHTuduKkaumm CRAM-MDS5, LOGIN, PAIN metogos SASL (Simple Autentification and
Security Level).

Mbl HacTOATENbHO pPEKOMEeHAyeM He BBOAWUTb MMA W Maponb, ecan e-mail coobuweHua moryt
O0CTaBAATLCA 6e3 NCN0Nb30BAHUA MEXAaHM3MOB ayTEHTUDUKALNUMN.

HacTpoiiku XypHana cobbiTuii

dyHkuma Syslog nepepaét KypHanbl cobbiTiA Ha syslog-cepeep. ®yHKuMA noaaepkuBaer 3
HacTpamBaembix syslog-cepBepa C BO3MOMKHOCTbtO YyKasaHusa ux UDP-noptos. Korga npoucxogut
cobbiTne, oHo ByaeT oTnpasneHo B Buae syslog UDP-nakeTta Ha yKasaHHble cepBepbl CUCTEMHOTO
KypHana.
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Syslog Settings
Syslog 1
Server
UDP Port 514 (1~65535)
Syslog 2
Server
UDF Port 514 (1~65535
Syslog 3
Server
LIDP Port 514 (1~65535
[ Apoly
Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
Syslog server Beegute IP-agpec syslog-cepsepa 1/2/3, | Het
Cepsep Syslog ncnosibayemoro Balueri ceTtbio.
Port Destination Beeaute Homep UDP-noprta syslog-cepsepa 1/2/3. | 514
(1...65535)

Mopm cepsepa

NpumeyaHue:

Cneayowme cobbitva 6yayT 3anucaHbl B Event Log (B KypHane cobbiTuii) KommytaTtopa Moxa u
OTNpaBAEeHbl Ha cneumanbHbIi syslog-cepsep:

e XonogHbl cTapT
e [opAaunii ctapT

e  AKTMBMPOBaHbl U3MEHEHWNA HACTPOEK
e [lepemeHa nutaHusa 1/2 (On->0ff, Off>0n)
e OwwnbKa aBTOPU3aLMM

e (CmeHa napons

e M3meHeHWe ToNonornn ceTm/NpoToKoa pe3epBnpoBaHmA
e HacTpoiku ycTpoiicTBa Master HEKOpPPEKTHblE

e Cratyc ABC-02

e Bxopg B web-obo3peBatenb
e OrpaHuyeHue CKOPOCTU BKA/BbIKA (OTKAOUYEHHDbIN NOpPT)
e  3aKo/bLOBbIBaHME NOpPTa

e [leperpyska Tpaduka noprta
e OwwnbKa aBTOpU3auumM dotlx
e (CBA3b N0 NOPTY €CTb/HeT

Korpa

CocToaHMe onoBeLweHUa No pene

nponcxoaunTt cobbiTMe cUCTeMbl

nanM  noptos w“ Cpa6aTbIBa€‘T onoseuieHne no pene,

aAAMWUHUCTPATOP MOMKET BbIK/IOUYNUTL anmnapaTHyto CMpeHy, HaxKas KHonKy Apply. CobbiTue no-npeskHemy
6yAeT 3aperMcTprpoBaHoO B KypHane cobbITUiA.
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Relay 1 Alarm Cut-Off (AC0)

Relay Warnning Status

Apply

Ucnons3zosaHue mabauupb

| MAC-adpecos

Tabnnua MAC-agpecoB noKasblBaeT cnncok Bcex MAC-aapecoB, nepefaBaembiX Yepes KoOMMmyTaTop
Moxa. NMapameTp Ageing time (15...3825 cekyHAa) onpegenset Npoao/IKUTENIbHOCTb BPEMEHMU, B TEUEHUE
KoTopo# 3anmcb MAC-aapeca MOXKeT 0cTaBaTbCA B NamATM KommyTaTtopa Moxa. Korga Bpems mctekaer,
3aNnCcb aBTOMATUYECKM YOANAETCA U3 NaMATU KOMMYTATOpa, OTMEHMB Nepeagpecaumio Kagpa K sTomy

KOHKpPETHOMY MNOpPTY.

Tabnnua MAC-aapecoB MOXKeT 6biTb CKOHOUIypUpPOBaHa ANA OTobpaxKeHus HecKonbKux rpynn MAC-
aZlpecoB KOMMYTATOPOB, KOTOPbIE BbIBUPAKOTCA M3 PACKPbIBAKOLLErOCA CNIMCKa.

MAC Address Table

Ageing Time (sec) 300
Al [=] Page 12 [=]

[index | WAC_— [ Twpe | Pon |
1 00-14-2z-da-16-da Unicasil) G1
2 00-19-21-b0-26-58 Linicasil) G1
3 00=1Q-ct-d5-d9-06 Linicasi]) G1
4 00-1e-4-51-83-03 Linicasy]) G1
5 00-1e-90-88-28-1c Linicasi]) G1
B 00-21-9p-51-a8-24 Linicasyl) G1
T 00-23-54-21-20-68 LinicasH]) =1
B 00-90-28-00-90-28 Linicasil) G1
9 00-90-28-20-01-5d Linicasyl) G1
10 00-90-26-2e-5-1c Linicasi{l) G1

Boinadarowjuli cnucok

ALL

Boibepute paHHbIN  nMapameTp AnA  NoKasa Bcex MAC-agpecos
KommyTatopa Moxa.

ALL Learned Bbibepute AaHHbIM NapameTp gaa nokasa MAC-agpecoB, M3yYeHHbIX
KOMMYTaTOpPOM B npoLiecce paboTbl.

ALL Static Lock BbibepuTe gaHHbIN NapameTp ANA NOKasa CTaTUYeCcKn 3ab/10KMPOBaAHHbIX
MAC-agpecos Ha KommyTaTope Moxa.

ALL Static Bbibepute AaHHbIA nNapameTp A/ MNOKasa CTAaTUYECKUX, CTAaTUYEeCKu

3a6/710KMPOBAHHBIX U CTAaTUYECKUX LWMpOKoBeLaTebHbix MAC-agpecos
KommyTaTopa Moxa.

ALL Static Multicast

Bbibepute AaHHbIN napameTp ana nokasa CTaTUYeCKUX
wnpokosewartenbHbix MAC-agpecos KommyTaTopa Moxa.

Port x

Bbibepute paHHbIM  napameTp A4nA  nokasa Bcex MAC-agpecos
onpefeneHHbIX NOPTOB.

Tabnunua byaeT BKAOYATDL C

neayowpe gaHHble:

MAC

MAC-agpec

Type

Tun MAC-agpeca

Port

MopT, KoTopomy npuHaanexxnt MAC-agpec
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CucmemHele ¢alinei

O6HoBAEHUE MUKpPONPOrpaMmmHoOro obecneyeHus

EcTb TpM cnocoba obHOBAEHMA MWUKPOMPOrpamMmMHoOro obecnedyeHua KommyTaTopa Moxa: ¢ noMoLbto
NoKanbHoro ¢awnna *.rom, ypaneHHoro TFTP-cepBepa, a TaKXe C MNOMOLLbIO YCTPOMCTBA
aBTOMaTMYECKOro pesepBHOro KonmposaHus (ABC-02).

Firmware Upgrade

& Local TFTP Server Auto Backup Configurator (ABC-02)

Upgrade Firmware From
Upgrade

JlokanbHbIN dann
1. Ckauaite *.rom ¢ainn 06HOBAEHHOM NPOLLMBKM C CaUTa WWW.Moxa.com.
2. KAukHUTEe Ha KommyTaTtop (B OKHe KoHdurypatopa Moxa EtherDevice Server Configurator),
MPOLUMBKY KOTOPOTro Bbl XoTnTEe 06HOBUTD.

TFTP-cepBep
1. Beegute IP-agpec TFTP-cepsepa.
2. Beegute umsa ¢aitna c npowmnskoi (*.rom) n HakmuTe
KHonKy Upgrade.

YcTpoiicTBO aBTOMATUYECKOro pe3epBHOro Konuposanus (ABC-02)
1. Ckauaitte *.rom ¢aiin 06HOBAEHHOM NPOLWMBKM C CaliTa WWW.moxa.com.
2. CoxpaHute ¢dain B nanke Moxa Ha yctpoiictee ABC-02. Umsa daitna He AOMKHO NpeBbiwaTb 8
CUMBOJIOB 1 pacwmnpeHune daina LoNKHO O6bITb .rom.
3. Hanaute daiin c npowmnsKom (*.rom) n Haxkmute KHonKy Upgrade.

Firmware Upgrade

Lol TFTP Server % Aulo Backup Configurator (ABC-02)

Upgrade Firmware From m

IMONA
IHIS_INI

Pe3epBHOE KONMPOBAHUE U BOCCTAHOBJIEHUE HACTPOEK

EcTb Tpu cnocoba pe3epBHOro KOMWPOBAHMA W BOCCTAaHOB/JIEHWMA HACTPOEK KommyTtatopa Moxa: ¢
NMOMOLLbIO SIOKANIbHOTO pe3epBHOro ¢aiina, yganeHHoro TFTP-cepBepa, a TakKe C NOMOLLBIO YCTPOMNCTBA
aBTOMaTMUYECKOro pe3epBHOro KonmposaHus (ABC-02).
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Configuration Backup and Restore

@ Local TFTP Server Auto Backup Configurator (ABC-02)

Backup Configuration File to Local Device Backup

Restore Configuration From

¥! Auto load configuration from ABC to system when boot up

Auto backup to ABC-02 when configuration change

il

Restore

NoKanbHbIN daiin

1.

HaxkmuTte KHonKy Backup ans cosgaHus pesepsHoM Konuu ¢ainna KOHPUrypaLmm Ha N0KaAbHOM
ANcKe.

2. [lna BoccTtaHOBNEHMA HaCTpOeEK HaVI,EI,MTe ¢af/'1n Ha OKaNbHOM AMCKe N HaxXmuTe Restore.

TFTP-cepBep
1. Beegute IP-agpec TFTP-cepsepa.
2. Beegute mms daiina c pe3epBHON Konuein HacTpoek

(KonnuyecTso CMMBONOB He AO0MHO MpeBblllaTb 54 CMMBOA, BKAKOYas paclumpeHue .ini) u
HaxxmuTe KHonKy Backup/Restore.

YcTpoiicTBO aBTOMaTM4YECKOro pesepsHoro konuposaHusa (ABC-02)

1.

HaxkmuTe KHonKy Backup gnsa coxpaHeHus daiina ¢ pesepBHOM Konuein HacTpoek. Pann byapet
coxpaHeH B nanke Moxa Ha ycTponctee ABC-02 ¢ umeHem *.ini (Hanpumep, Sys.ini).

ObpaTtute BHUMaHMe, 4YTO B Nanke 6yayT coxpaHeHbl ABa ¢aiina: sys.ini 1 MAC.ini. CoxpaHeHue
AByx ¢aiinos Heobxogmmo, 4Tobbl OonpenennTb, Kakon d¢dann Oypetr Mcnonb3oBaTbCs NpU
aKTMBALMM aBTOMATUYECKOM 3arpy3ku KoHdurypaumm ¢ yctpoiictea ABC B cuctemy.
MpumeyaHue: Uma darna MAC.ini npucBamMBaeTca ¢ UCNONb3oBaHMEM nocneaHux 6 umdpp MAC-
aapeca KommyTaTopa, 6es npobenos.

HaxmunTte Browse aia Bbibopa daitna ¢ pesepBHOM KOMNMeN HACTPOeK U HaxmuTe Restore ans
3aMyCcKa 3arpy3Ku HaCTPoOeK B KOMMYTATOP.

3. Auto load configuration from ABC to system when boot up (ABTomaTuueckas 3arpyska

KOHoUrypauuum c ycrpoiictea ABC B cucremy)

MpoBepbTe, ycTaHOBAEH K dnaxkok Auto load configuration from ABC to system when boot up
N HaxkmuTe KHonKy Apply. ObpatnuTe BHUMaHWe, YTO 3Ta GYHKLMA BKAOYEHA MO YMOYAHUIO.
BbIK/lOUMTE  KOMMYyTATOp, 3aTem MoAkAoumte ycTpolicteo ABC-02. Tpwu  BKAOYEHMMU
KOMMYyTaToOpa CUCTEeMa aBTOMATUYECKM OOHapPYKWUT KOHOUrypaumoHHbIM ¢ain Ha ABC-02.
KommyTaTop pacno3HaeT uma daina co cnenytoLleii nocnes0BaTeIbHOCTbIO MPUOPUTETOB:
MNepsbii: MAC.ini

BTopoit: Sys.ini

Ecnv nogxogAwmMin  KOHOUIYpPauUMOHHbIM  dann  He HaWAeH, BKAOYMTCA CBETOAMOAHbLIN
WHAMKATOP HEUCNPABHOCTU, @ KOMMYTaTOp ByAeT 3arpyKaTbCA HOPMAJbHO.

MpumeyaHue: Uma danna MAC.ini npucBanBaeTcs ¢ UCMO/Ib30BaHWEM nocnegHux 6 umdpp MAC-
agpeca KommyTtaTopa, 6e3 npobenos.

4. Auto backup to ABC-02 when configuration change (ABTomaTtuuecKas 3arpy3ka KOH$Urypauum

Ha ycTpoiicteo ABC, ecnv HacTpoiKu 6bi1M U3MEHEHDI)
MpoBepbTe, ycTaHoBAeH M dnaxkok Auto backup to ABC-02 when configuration change wu
HaxXmuTte KHonky Apply. O6paTuTe BHUMaHME, YTO 3Ta GYHKLMA BbIK/IOYEHA MO YMOAYAHUIO.
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Yctpoiicte ABC-02 MOXKET aBTOMaTMYECKM CcoBeplaTb pe3epBHOe KonupoBaHue d¢alinos
KOHpUrypauum KommytaTopa. B To Bpema Kak ABC-02 noaKNo4aeTca K KOMMYTATOPY, BKAOYUTE
aBTOMATMYECKYIO 3arpy3Ky KoHdurypauum Ha ycrporictBo ABC, ecan HacTpoiku 6biau
nameHeHbl (Auto backup to ABC-02 when configuration change), a 3atem Ha)XmuTe KHOMKY
Apply. MNocne TOro, Kak HACTPOMKM U3MEHATCA, KOMMYTATOp OyAeT co34aTb pPe3epBHYIO KONUKo
Tekywen KoHourypaumm B nanke [His_ini Ha ycTpoictee ABC-02. Uma daiina — cuctemHas
fata/spema (MMDDHHmm.ini).

Mpumevanme: MM=mecau, DD=geHb, HH=4ac, mm=muHyTa.

PesepBHOe KonuposBaHue log-daitnos

Ectb Tpu cnocoba pe3epBHOrO KOMMPOBAHWA WU BoccTaHoBNeHUs log-dalinos KommyTaTopa Moxa: ¢
MOMOLLbIO /IOKANbHOIO AUCKAa, yAaneHHoro TFTP-cepBepa, a TaKXe C MOMOLLbIO YCTPOMCTBA
aBTOMaTMYECKOro pesepBHOro KonmposaHus (ABC-02).

Log File Backup

& Loca TFTF Sénder Auly Backup Coniguralor (ABC-02)

Auto backup of event log o prevent cvarwmie

JlokanbHbIX daiin

Haxmunte kHonKy Backup ansa pesepsHoro konnposaHuA log-daina Ha NOKanbHbIA AUCK.

TFTP-cepsep

Beeaute IP-agpec TFTP-cepBepa n nma ¢aiina, a 3atem HaxkmuTe KHonKy Backup.

YCTPOICTBO aBTOMATUUYECKOro pe3epBHOro KonuposaHusa (ABC-02)

HaxkmuTe KHonKy Backup ana coxpaHeHua ¢aiina koHdurypaumm Ha ABC-02. daiin 6yaet coxpaHeH Ha

ABC-02 B nanke Moxa c umeHem Sys.ini.
Auto backup of event log to prevent overwrite (ABTomaTuuyeckoe pesepBHoe KonuposaHue log-
daiinos Bo n3bexkaHue 3aTMpaHUa NpeabIAYLLMX SaHHbIX)
31a JyHKUMA npeaHasHayeHa [ANA NOAAEP)KAHMA [ONTOCPOYHOro XpaHeHua log-3anuceit
KommyTaTopa. Ethernet-kommyTtaTopbl Moxa cnocobHbl xpaHuTb Ao 1000 log-3anucein. Korga
JocTuraetca npegen xpaHeHua, 1000 3anuncen, KOMMYTaTOP YOANAET CAMYIO CTapyto COXPaHEHHYIO
3anucb. ABC-02 mMoXeT ObiTb MCMOJIb30BaH 415 PE3ePBHOr0 KOMUPOBAHUA 3TUX AaHHbIX. Koraa
yuncno log-3anuncet KommyTtatopa gocturaet 1000, ABC-02 coxpaHuT camble cTapble 100 3anuceit n3
KOMMyTaTopa.
Bkntounte Auto backup of event log to prevent overwrite 1 HaxkmuTe Apply. MNocne aToro, Koraa
ABC-02 noagkntovaeTca K KommyTaTtopy, log-dainbl cobbiTmin Bcerga 6yayt coxpaHaTtbca B ABC-02
aBTOMATMYeCKW, Koraa uucno log-3anuceir kommyTatopa gocturaet 1000. Kakpgaa pesepsHas
KonuAa HeceT B cebe 100 cambix cTapbix log-3anucen, copmmnpoBaHHbIX B oaMH palin ¢ UMeHem
MMDDHHmMm.ini (cuctemHble aata 1 Bpems) Ha ABC-02. daiin coxpaHaeTca B nanky His_log.
MpumevaHue: MM=mecau, DD=geHb, HH=4yac, mm=munHyTa.

Log-dalin HeceT B cebe cneaytowyto MHpopmaLmio:

Index NHpekc cobbITHA npuceanBaeTcs ansa naeHTMdMKaLmm
UHoekc nocnenoBaTeIbHOCTU CODbITUIA.
Bootup Number Moka3blBaeT, CKONbKO pa3 KommyTaTop Moxa 6bln nepesarpyseH uau
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Konuyecmeo HayasbHbIX | CKONBbKO ObINO «XONOAHbIX» 3arpy3oK.

302pYy30K

Date Jata obHOBNsAETCA Ha OCHOBE YCTAHOB/MEHHOM Ha cTpaHuue System
dama Settings (MapameTpbl cucTembl).

Time Bpems obHOBAAETCA Ha OCHOBE YCTAHOB/JIEHHOIO Ha CTpaHuue System
Bpems Settings (MapameTpbl cucTeMbI).

System Startup Time Bpems 3anycka cucTembl, CBA3aHHOIO C NPOM30LLELWMUM COBbITUEM.
Bpems 3anycka cucmemel

Event Mpousowealwee cobbiTHe.

Cobbimue

KHonKa nepe3anycka KommyTtartopa (Reset)

KHonKa nepesanycka KommyTtatopa Moxa (Reset) moxeT 6biTb McMosb3oBaHa Ana 6bicTporo cbpoca
HaCTPOEK KOMMyTaTopa W ANA COXpaHeHuAa KoHdurypaumm u log-daiinoB Ha ycrponctese ABC-02.
Haxkmute KHoMKy Reset Ha nepegHelt naHenn kommyTtatopa EDS, 4yTobbl co3a4aTh pe3epBHYHO KOMWUIO
TEKyLLEeN KOHOUTYpaL MM CUCTEMHbIX HAacTpoekK u log-daiinos Ha ABC-02.

MpumeyaHue:
He nssnekaiite ABC-02 npu o6HOBAEHWW, PE3EPBHOM KONUPOBAHUN UM BOCCTAHOB/IEHWUM HAaCTPOEK.

Turbo Ring DIP Switch (DIP-nepekntoyamens Turbo Ring)

Pasgen Turbo Ring DIP Switch no3sosseT nonb3oBaTento OTKAOYATL YeTBEPTLIM DIP-nepekntovatens,
pacnofioXKeHHbI Ha BepxHen naHenn KommyTtatopa. Mo yMONYaHWIO OH BCKAKOYEH W HACTpoeH AnA
ncnosb3oBaHMA No npotokony Turbo Ring v2. Korga nonb3oBatenb M3meHseT nosnoxkeHue 4oro DIP-
nepeknatoyatena B coctoAHne ON, Ha KommyTaTope 3anycTUTCA MNPOLECC WMHULMALMKM NPOTOKOAA
pe3sepsuposaHua Turbo Ring. Huxe nokasaHo nogpobHoe onncaHue:

Turbo Ring DIP Switch

Disable the Turbo Ring DIP Switch
1. To enabie the entire set of Hardware DIP switches, uncheck the “Disable the Turbo Ring DIP Switch” option
2. To disable the entire set of Hardware DIP switches, check the "Disable the Turbo Ring DIP Switch™ option

Set DIP switch as Turbo Ring
@ Sel DIP switch as Turbo Ring V2

Mapamertp OnucaHue 3HauyeHue No YMOYAHUIO
Disable the Turbo | He BbibpaH: He BbibpaH
Ring DIP switch Mpotokon Turbo Ring aKTuBMpyeTcA
(DIP-nepekntoyaTenb | aBTOMaTUYECKM B TOT MOMEHT, Koraa 4bli
Turbo Ring | DIP-nepekntoyaTens byaet ycTaHOBAEH B
BbIK/IOYEH) nonoxeHuve ON.
BbibpaH:

Mpotokon Turbo Ring He aKTuBMpyeTcs
aBTOMATM4YECKM B  HE3aBUCMMOCTU  OT
nonoxeHua 4oro DIP-nepekntoyartena.

Set DIP switch as | Echm DIP-nepekntoyatens BKAwouyeH, To | Set DIP switch as Turbo Ring v2
Turbo Ring npotokon Turbo Ring 6yaeT aKTMBMPOBAH,
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(BknounTb PyHKUMIO | Korga DIP-nepekntoyatenb byanet
Turbo Ring) yCTaHOBAEH B nosioxeHue ON.

Set DIP switch as | Ecniv DIP-nepekntoyatenb BK/AKOYEH, TO
Turbo Ring v2 npotokon Turbo Ring v2  byaer
(BknounTb PyHKUMIO | aKTMBMpPOBaAH, Korga DIP-nepekntoyatenb
Turbo Ring v2) 6yaeT yctaHoBAeH B nosioxeHue ON.
MpumeyaHue:

Koraa 4bii DIP-nepekntoyaTens (Turbo Ring) yctaHoBneH B nonoxkeHne ON, nosb3oBaTeNb HE CMOXKET
oTKMounNTbL GyHKUMo Turbo Ring ¢ nomouwbto web-obospeBaTtens, nocnegosatenbHoit unm Telnet-
KOHCONMU.

Ecnan Bbl xotuTe BKAoUnTb VLAN u/nnm dyHKumio port trunking (o6begmHeHne noptos) Ha n06om 13
nocneaHnX YeTbipex NMOpPTOB KOMMYTATOpPa, He ucrnosib3ynte 4bin DIP-nepekntoyatens Ana aktusauum
$yHKumm Turbo Ring. B Takom cny4dae ucnosib3yite web-obospeBatens, nocieaosaTesibHyo uam Telnet-
KOHCOMb AnA akTMBauum ¢yHKumm Turbo Ring.

Restart (Mepe3azpyska)
[aHHaa GyHKLMA NO3BONAET NO/b30BaTENsIM BbICTPO Nepesarpy3mTb cuctemy (KommyTtaTtop).
Restart

This funchon will restart the system

Factory Default (3asodckue Hacmpoliku)

[aHHas GyHKLMA NO3BOIAET N0Ab30BaTENAM BbICTPO COPOCUTL KOMMYTATOP K 3aBOACKMM HACTPOMKaM.
OHa MoKeT 6biTb aKTMBMPOBaHa C NOMOLLbIO NocaegoBaTenbHoi USB-KoHconu, Telnet-koHconn u B
web-o603peBartene.

Factory Default

Warning ! The switch will be reset to factory default and then restar

MpumeyaHume:

Mocne BOCCTaHOBNEHMA 3aBOACKMX HAcTpoeK, Bam HyxHO 6yaeT ucnonb3oBaTb HACTPOMKKM CETM MO
YMOAYaHMO, 4TODObl BOCCTAaHOBUTL COeAMHEeHMe ¢ KommyTaTopom Moxa uepes Web- uan Telnet-
KOHCO/b.

Ucnonb3osaHue mexHono2uu numaHuA PoE (monbko 0na modeneli ¢ PoE)

TexHonorus nutaHus no cetam Ethernet (Power over Ethernet) cTtaHoBUTCA Bce Gosiee nonynsipHow
6narogapa  BbICOKOW CTeneHW HagexHocTu Ethernet-kommyTaToOpoB ¢ TaKoW  TeXHONOTMEN,
npeaocTaBAAOWMX HEOBXOAMMYIO MOLLHOCTb ANA 3anMTbliBaemblX ycTpoicTs (PD) B Tex caydyanx, Koraa
HeT BO3MOMHOCTU YCTaHOBKM 610Ka NUTaHMA MAM OH He MoXKeT obecneduntb Heo6XxoAMMbIN ypPoBEHb
MOLLHOCTH.
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MonyyaTb NUTaHWe No TexHonornu PoE moryT cneaytolime OCHOBHbIE TUMbl YCTPOMCTB:
o Kamepb! BugeoHabaoaeHus
e [laTumKku BBOAa/BbIBOAA ANS cucTem 6e3onacHoCTH
e [lpmblWwneHHble BecnpoBoAHbIE TOYKKU A0CTYyNa
o |P-TtenedoHbl

Ha camom pene, uHterpauma B eauHyI0 CeTM nepesayun AaHHbIX — HE PeAKOCTb A1 BUAEO0-, FTON0COBbIX
M NPoOYUX [aHHbIX, TPebyoWMX BbICOKOM CKOPOCTU Mepefaym B MNPOMbIWIEHHbIX YCIOBUSAX.
KommyTaTtopbl Moxa ¢ POE ocHaleHbl 601bWMM KOAMYECTBOM AONOAHUTENBHbBIX GYHKLWA ynpaBaeHus
Bblgayel MUTaHWA, YTO OCOBEHHO LUEHHO ANA KPUTMYECKM BaxHbix Ethernet-ceteit, BKAouvas cetu
cuctem 6esonacHocTn. Kpome Toro, kKommyTatopbl POE Moxa ¢ noapeprkvMBatoT CTaHAAPT BbICOKOM
MoOLLHOCTU POE+, BO3MOXHOCTb NUTaHWA OT 24 B NOCTOAHHOIO TOKa U GYHKUUN pe3epBUPOBAHHbIX CETEMN
Turbo Ring n Turbo Chain co BpemeHem BoccTaHoBAeHMA A0 20 mc.

PoE Settings (Hacmpolixku PoE)
HacTpoiKkn no3BonsOT No/b30BaTE/N0 33a4aTb MOLLHOCTb NMTaHUA no PoE, orpaHmuuTb goctyn K PoOE-

NnopTy, OrPaHNYUTL MOLWHOCTb POE-NopTa 1 npoBepATb 3annUTbiBaeMble YCTPOMCTBA Ha HEMCNPABHOCTMU.
OnuncaHMe KaxKgon HaCTPOMKM NPeaCTaBNEHO HUXKE:
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PoE Settings

PoE System Configuration

PoE Pawer Qutput

PoE power output managed by

Denmy next port when exceed

Total allocated power

Total measured power

Pok Port Configuration

[Port | Power | Outpu ode | Power Allocaion | Lagacy PD Detection

Engble =

Ablocated Power v

240 Watts

G0 Watts
E Watts

G2
G3
G4

#| Enable
#| Enable
¥ Enable
#| Enable
¥ Enable
#| Enable
#| Enable

#| Enable

PoE Device Failure Check

202.3 af 'at Auto ¥
202.3 afat Auto ¥
$02.5 af'at Auto ¥
023 af 'at Ao *
025 af st Amta ¥
2025 aff'at Auta v
3023 afat Auta ¥

202.3 af'at Auta ¥

3
3

ar

b

PoE Device Failure | No Response Timeout Check Period
Check (Cycles 1-10) [Seconds 5-300)
G1 =] 10

No Response Action

Mo Acton
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action
Mo Action

Mo Action

PoE System Configuration (CucmemHoie Hacmpoliku PoE)

MpumeyaHue:
HacTpolikn moryT oTamM4aThCA, B 3aBUCMMOCTM OT TOTO, Kakoi Tun dpyHKuumn «PoE power output managed
by» («Bbixog nutaHus PoE ynpasnseTtca ¢ nomoupblo...») BbibpaH «Allocated Power» («BbliaeneHHasn
MOLLHOCTb») Uan «Measured Power» («M3mepeHHas MOLLHOCTbY).

PoE power output managed by: Allocated Power
Boixod numaHusa PoE ynpaensemcsa ¢ noMmowbko...: BbioesneHHasa mouwHocmeo
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Enable

PoE power output managed by Allocated Power v

240  Wans

Deny next port when exceed

Total allocated power

Total measured power 2

PoE power output managed by: Measured Power
Bbixod numaHusna PoE ynpaenaemcs c nomowbto...: U3mepeHHas MOWHOCMb

PoE System Configuration

PoE Power Output Enable ~

PoE power output managed by Measured Power «

Deny low prioaty port when

axceed

240 Watts

Total allocated power 16 Watts

Total measured power 4 Watls

PoE System Configuration Settings (CucmemHbie Hacmpoliku PoE)

PoE power output (Bbixod numarus PoE)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
BkntoueH BKAtoyaeT nogayvy NMTaHMA Ha 3anMTbiBaeMoe YCTPOMCTBO BkntoueH
OTKNtOYeH BbIkntoYaeT nogavy NMTaHUA Ha 3anNuTbiIBaeMOoe YCTPOMCTBO

PoE power output managed by

Mapametp OnucaHue 3HayeHue no
YMO/IHAHUIO
Allocated Power Echn  3anuTbiBaemoe yCTPOMCTBO NOAKAHOYEHO W 3TO | BKaroueH
BeldeneHHaA Bbl3BaNO NpeBblleHMe 0obWwei CyMmMbl  MOLLHOCTH,
MOWHOCMb pacnpefeneHHoOM Ha BCe 3anuTbiBaemble YCTPOMICTBa,
KOMMYyTaTOp He HyaeT 3anuTbiBaTb AaHHOE YCTPOMICTBO.
Measured Power | Ecin  3anuTbiBaemoe yCTPOWCTBO NOAKAOYEHO M 3TO | BbikatoyeH
U3mepeHHaA Bbl3BaNO MpeBbileHWe obwen cymmbl M3MepAeMon
MOWHOCMb MOLLHOCTM  3anMTbiBaeMbIX  YCTPOWCTB, KOMMyTaTop

OTKNOUYUT OT MWUTAHUA YCTPOMCTBO C CaMbiM HU3KUM
NPUOPUTETOM.

Deny next port when exceed (Omkmoyume OaHHbIl Nopm, Ko20a npesvilieH rnopo2 CyMmdapHoli
MouwHocmu)

[daHHas ¢yHKuMAa paboTaeT TONbKO TOrAa,
(«BblaeneHHas MOLHOCTbY).

Korga ycrtaHoBneH napameTtp «Allocated Power»

Mapametp ‘ OnucaHue 3HaueHue no
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YMOYAHUIO

wattage YcTaHOBKa nopora MaKCUManbHom cymmapHon | 240 Bt
MOWHOCMb BblAENEeHHON MOLLHOCTM Ans Bcex noptos PoE

Deny low priority port when exceed (OmkaoYums nopm ¢ cambiM HU3KUM Npuopumemom, Ko20d
npesbiweH nopoz cymmapHoli mowyHocmu)

[daHHaa ¢yHKumMAa paboTaeT TO/MbKO TOrAaa, KoOrga ycrtaHosneH napametp «Measured Power»
(«M3mepeHHan MOLHOCTbY).

Mapametp OnucaHue 3HayeHue no
YMOJIHAHUIO
wattage YcTaHOBKa nopora MaKCMManbHoM cymmapHoi | 240 Bt
MOWHOCMb N3MepeHHOM MOLLHOCTU AnA Bcex nopToB PoE

Total allocated power (CymmapHas evideneHHasa MouwHocmo)

Mapametp OnucaHue 3HauyeHue no
YMO/I4aHUIO
wattage Mopor MaKCUMMabHOM CyMMmapHom BblAe/IeHHOM | TONIbKO YTeHune
MOWHOCMb MOLLHOCTU Ana Bcex noptos PoE

Total measured power (CymmapHasa usmepeHHAs MOWHOCMb)

MapameTtp OnucaHue 3HauyeHue no
YMO/IYaHUIO
wattage Mopor MaKCUMaIbHOM CyMMmapHom n3mepeHHon | ToNbKO YTeHue
MOWHOCMb MOLLHOCTU Ana Bcex noptos PoE

PoE Port Configuration (Hacmpolika nopmoe PoE)

PoE Port Configuration

[Port | Power | Ouiput ode | Power Alocation | Legacy PD Detecton

G1 # Enabls 5023 af at Aurc ¥ 0
G2 # Enabls 8023 af at Auto ¥ 0 3
G3 #| Enabls B02.3 af'at Awto ¥ 30 3
4 # Enabla £02.3 af'at Auto ¥ 0 F
G5 #| Enabla E02.3 af at Aute ¥ 30 g
G6 #| Enabla §02.3 af'at Auto ¥ §
GT #| Enabla 5023 af'at Auto ¥ <
GB # Enabls £02.3 af at Aute ¥ N i
Power (MumaHue)
Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
BkAatoueH Mo3BonsAET oCyWwecTBAATb Nepesayvy AaHHbIX U MUTaAHUA | BKatoveH
yepes nopt
OTKANtOYEH HemepneHHO OTKAOYAET AOCTYN K NOPTY
Output Mode (Pexcum ebieoda)
Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
802.3 af/at Auto Mopmaya nutaHma no npotokonam |EEE 802.3 af/at. | 802.3 af/at Auto
Jonyctmblii OManasoH COMpPOTUBAEHMA ans
3anuTbiBaeMbIX YCTPOICTB — OT 17 KOMm A0 29 KOm
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High Power Pexxum «High Power» obecneuyvMBaeT MaKCMMasbHYyLO
MOLLHOCTb NMUTAHMA YCTPOMCTB. [onyCcTMMbIA AMana3oH
COMPOTUBNEHMA ANA 3aNUTbIBaeMbIX YCTPOUCTB — OT 17
KOm po 29 KOm, a 3HayeHue pacnpeseneHua
MOLLHOCTM HA MOPT aBTOMATUYECKWU YCTaHABAMBAETCA
36 Br.

Force Pexxum «Force» obecneymMBaeT nodadyy nNUTaAHUA K
YCTPOMCTBAM, He MOoAAEPKUBAOLWMM NPoTOKoNbl IEEE
802.3 af/at. Jlonyctumbin AnanasoH COMPOTUBAEHMSA
AN 3anuTbiBaeMbix ycTpoiicte — ot 2.4 KOm, a
AManasoH pacnpegenenma mowHoctn — ot 0 go 36 Br.

Power Allocation (BoideneHHaa mowyHOCMb NUMAHuUs)

Mapametp OnucaHue 3HaueHue no
YMONYaHUIO
0..36 B pexunme nNUTaHMA Force MaKcumanbHaa | 36
pacnpegenaeman MOLWHOCTb MOXeET gocturatb 36 BT

Legacy PD Detection (O6Hapy»ceHue ycmapeswux 3anumbisdembix ycmpolicma)
Ethernet-kommyTtaTtopbl ¢ PoE obnagator ¢yHKumen Legacy PD Detection. Korga anektpuyeckas
€MKOCTb 3aMMTbIBAEMOrO YCTPOMCTBA Bbiwe 2.7 MK®P, npoBepKa cUCTeMbl € MomoLblo GyHKUMK Legacy
PD Detection paspeluaet nogayy nuTaHUs Ha YCTPOMCTBO. ECAN BKIOYUTL AaHHYIO GYHKLNIO, MPOBEPKa
3anUTbIBAaEMOrO YCTpoMcTBa 3aimeT oT 10 go 15 cekyHA A0 MOMEHTA NoAayn NUTaHuA.

Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
BkntoyeH ®yHKuuA Legacy PD Detection Bkato4veHa. OTkntoyeH
OTKNtOYeH ®yHKUMA Legacy PD Detection BbikatoyeHa.

Power Priority (lMpuopumem noda4yu numaxus)

Ucnonb3yihte ¢yHKumMio Power Priority, Korga Bbixoa nutaHuMa PoE ynpaBnseTca C NOMOLLbHO
nsmepeHHon moltHoctu (PoE power output managed by: Measured Power). Yem meHblue HOmep, TEM
Bbille NPUOPUTET. Bbl MOXKeTe yCTaHOBUTb OAMH U TOT XKe NpUopuUTeT ANA pasndHbix PoE-nopTtos, HO
€C/IM HAaCTPOMTb ABa NOPTA C OANHAKOBLIM NMPUOPUTETOM, TO MOPT C MEHbLUMM HOMEPOM MnopTa byaer
nMmeTb 60/s1ee BbICOKUI NpropuTeT. YCTaHOBKA HOMepa NopTa MOKeT ObITb B AMana3oHe oT 1 Ao obuwero
KonmyectBa noptoB. Korga mamepeHHada MoLWHOCTb POE npeBbicUT 3afaHHbIN Npeaes, KOMMyTaTop
OTKNOUUT POE-NOPT € CaMbIM HU3KMM NPUOPUTETOM.

Mapamertp OnucaHue 3HaueHue no
YMO/I4aHUIO

oT 1 po obuwero | Yem meHblle Homep, Tem Bbile npuoputeT. Korga | MopagKoBsblii
KO/IMYecTBa NOPTOB | U3MepPeHHaa MolHOCTb POE npeBbicUMT 3adaHHbi | Homep PoE-nopTa
npegen, KOMMYTaTop OTKAKOYMT POE-MopT C cambim
HU3KUM NPUOPUTETOM.

PoE Device Failure Check ([poeepka ycmpolicme Ha HeucnpasHocmu no PoE-cemu)

Ethernet-kommyTatop POE MoOKeT KOHTPOAMpPOBaTb COCTOsHME PaboTbl 3anNUTbiBAEMbIX YCTPOMCTB C
ncnosb3oBaHWem npotokona IP. Ecan 3anuTbiBaemoe YCTPOMCTBO BbIXOAMT M3 CTPOA, KOMMYTATOp He
MONYYMT OT HEro OTBET Ha ping-3anpoc, 1 MO UCTEYEHUWN OnpeadeseHHOro NepMoaa BpeMeHn npouecc
ayTeHTUdUKaumm ObyaeT nepesanyleH. 9To yAoOHbIM cnocob obecneyeHUss HaZEKHOCTU CeTU U
CHU}KEHWA PacXoA0B Ha ynpaB/ieHue.
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L3

G2 IF
e P
54 P
G5 P
(36 P
a7 P
= P

Enable (BkntoveHue)

ck
ot PoE Device Fallure | Mo Response Timeout Check Perlod
Check (Cyches 1-10) Seconds 5--300)
Gi IP 3 n

Nao Action v

3 10 o Action L
3 10 REET v
3 i) Mo Action L
1 0 o Action L)
3 0 Mo Acton v
3 10 Mo Actien ¥
3 i) Mo Achon ¥

Ho Response Action

Mapamertp OnucaHue 3HaueHue no
YMONYAHUIO
BKkatoueH PYHKUMA NPOBEPKMN YCTPOICTB HAa HEMCMPABHOCTU BK/OYEHA. BKAtoyeH
OTKAOYeH PYHKUMA NPOBEPKMN YCTPOICTB HA HEMCMPABHOCTM BbIK/TIOYEHa.
PoE Device IP Address (IP-adpec 3anumesieaemoix ycmpolicme)
Mapamertp OnucaHue 3HaueHue no
YMONYAHUIO
Makc.15 cumsonos BBog, IP-agpeca 3anuTbiBaemMblx yCTPOMCTB Het

No Response Timeout

(Konuyecmeo yuknoe npu oxudaHuu omeema)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
1..10 LInknbl npoBepKkn A40CTYyNHOCTWN yaaneHHoro IP-agpeca. | 3
Check Period (Mepuod nposepku)
Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
5...300 Mepnopa nposepku yaaneHHoro IP-agpeca. 10
No Response Action (felicmeue npu omcymcmeuu omeema om ycmpolicmea)
Mapametp OnucaHue 3Ha4yeHue no
YMOIHaHUIO
No Action Bespelicteue. No Action
besdelicmsue besdelicmesue
Reboot PD Mepesarpyska 3annTbIBAEMOro YCTPONCTBA C
lepe3azpy3ka 3anumsi6aemoz0 | NOMOLLbIO BbIKNOYEHUA/BKAOYEHNA
ycmpolicmea nutaHua PoE.
Power Off PD BbikNtOYEHME 3aMUTbIBAEMOrO YCTPOWMCTBA C
BoiKnoyeHUe 3arnumei8aemozo | MOMOLLbLO BbIKNOYEHUA/BKAOYEHNA
ycmpolicmea nutaHua PoE.
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PoE Timetabling (Pexcum pabomei PoE)

PoE Timetabling

O6bl4HO Yy 3anNUTbIBaEMbIX  YCTPOWCTB  HeT Fer0l v [ Enable
HeobxogmMmocTn pabotatb 24 B CyTKM, 7 OHeil B SuartTime  EndTime
Hegento. Ethernet-kommyTtatopbl ¢ PoE nossonstoT
No/sb30BaTe/IAM  HacTpamMBaTb  PEXWMMbl  PaboThbl
Kaxkgoro PoE-nopta anA ontumusaumm 3atpat Ha

NMNTaHNe CUCTEMDI.

Aty
Port (lMMopm)
Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
Port BkntoyeHme 3apaHee onpeaeneHHOro nopTa. Port1
Mopm lMopm 1

Enable (BknaroueHue nopma)

Mapamertp OnucaHue 3HaueHue no
YMOYAHUIO
Checked BKk/ito4aeT NnopT Ha onpeaesieHHbIN Nepuos BpeMeHu. Unchecked
BknroyeH OmeknroyeH
Unchecked OTKAOYaeT NOPT Ha ONpeLeneHHbI Nepruos BpemeHMu.
OmeknroyeH

MON, TUE, WED, THU, FRI, SAT, SUN (IH, Bm, Cp, Ym, [1m, C6, Bc)

Mapametp OnucaHue 3HayeHue no
YMOIYAHUIO
Checked BKntoyaeT nopt B onpeaeneHHble AHU Heaenu. Disable
BKntoueH OmekntoveH
Unchecked OTKAOYaEeT NopT B oNpefeneHHble AHU Heaenu.
OmeknroyeH

Start/End Time (Bpema cmapma/okoHyaHusa pabomeoi)

Mapametp OnucaHue 3HaueHue no
yMON4YaHUIO
Configured time | No3BosAeT NOAb30BaTENO HACTPOUTL BpemA cTapta u | 0..24
period OKOHYaHWsA pPaboTbl 4711 3aNUTbIBAEMbIX YCTPOMCTB.
Hacmpolika

spemeHuU pabomol

PoE Warning Event Setting (Hacmpoliiku onoseweHusa o cobbimusx)

Tak Kak npomblwneHHble Ethernet-ceTv yacto TeppuTOpuanbHO pacnpeneneHbl, abOHEHTbl CeTU He
BCErA4a 3HaloT, YTO MPOUCXOAMT B APYrMX KOHLUAX CeTU. ITO 3HAYMT, YTOo POE-NOPTbI NOAKAIOYEHHbIE K
3anNuUTbIBaEMbIM YCTPOMCTBAM, OO/IXHbl OMNOBEWaTb aAMUHUCTPATOPOB CETU O COBbLITUAX B pPeRMMe
peanbHOro BpemeHu. [axe Korga MHMKeHepbl LUeHTpa ynpaBAeHWUA Haxo4AaTCA BHE AMCNEeTYEepCKon B
TeYeHne AO/MTeNbHOrO nepuvoda BPEMEHW, OHM BCe PaBHO MOryT 6biTb MPOUHPOPMMPOBAHBLI O
BO3HWKHOBEHWN COBbITUA, CBA3AHHOIO C 3aNUTbiBaeMbIMK ycTpoicTBamu. Ethernet-kommytatopsl ¢ PoE
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noaAeprKMBaAlOT HECKOJIbKO crnocoboB onoseweHus o cobbitumn: SNMP trap, Email n ¢ nomouwbto
penenHoro Bbixogda. HacTpolKku onoBelleHMA O cobbITUAX HaxodaTcs Ha cTpaHuue System Event

Settings.

System Event Settings

Ll

u
Trap
& Ll

¥

PoE PD On Warning -
* PoE PD OF ‘ * Wamning ¥
+ PoE Exceed Systam Threshald + + Warmning 7
L PoE FETBad o o Wasning L
- PoE Cwver Temperatune o - Waming ¥
L PoE VEE ko + ¥ Wamning ¥
- FoE PO Ower Cumant v’ v Waning v
- PoE PD Chack Fail i L W -
- PoE Exceed Power Sudgel o - Wamning v

Warning Type (Cnocobbi onosewjeHusa o cobbimuu)

Cnocob onoBelyeHUa OnucaHue

Trap OnoseleHna ByayT nocblaaTbca Ha cepsep trap, Koraa cobbiTue
NPOUCXOANT.

E-Mail OnoselleHns 6yayT NOCbINATLCA Ha CEPBEP 3JIEKTPOHHOM MOYThI,
onpegeneHHoln B pasgene Hactpoek Email Setting, Korga
cobbITUE NPOUCXOAMT.

Syslog OnoseleHna ByayT 3anMcaHbl B CUCTEMHbBIN KypHan Ha syslog-

CucmemHebll #ypHan cepsepe, onpenenéHHom B pasgene HacTpoeKk Syslog Server
Setting.

Relayl KommyTtatopbl cepun EDS E umeetr umdposble Bxogbl Ans

Penel NOAKNIOYEHUA AaTYMKOB. NPU HACTyNIeHUN CobbITUA YCTPOIMCTBO
nownetT aBTOMaTUYECKOe OMOBELLEHME C NMOMOLLBI PEeNenHoro
BbIXOZ4a.

Event Type (Cobbimus)

CobbiTue

OnucaHue

PoE PD power on
Modaya numaHus no PoE-nopmy
BK/OYEHA

NMogaya NnUTaHUA Ha 3anUTbiBaemoe yCTpOﬁCTBO.

PoE PD power off
Modaya numaHus no PoE-nopmy
8bIKMOYEHA

Moaaya NUTaHUA BbIKAOYEHA.

PoE over current

OrpaHuyeHnn No Harpyske nopTa:

3awuma PoE-nopma om | CraHgapt 802.3 af — 350 mA
nepezapysku CraHgapt 802.3 at — 600 mA
High Power — 720 mA
Force — 600 mA
PoE PD Failure Check Korga KommyTtaTop He MoJsiyd4aeT oTBeTa OT 3anuTbiBaemoro
lposepKa 30ruMbIBaeMbIX | YCTPOMCTB B TEYEHME ONpeaeieHHOro Nepnoaa BpeMeHu.

ycmpolicme Ha HeucnpagHocmu

Over-measured Power Limit
lpesbiweHue nopoza uzmepeHHoUl
MowHocmu

Korga cymma notpebneHna nuTaHMA BCeX 3anUTbIBAaEMbIX
YCTPOMCTB NpeBbIWAET Nopor obLlel N3MEPEHHOM MOLLHOCTU
PoE.
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PoE FETBad
Owubka pabomeoli
mpaH3ucmopa

r1071€8020

Korga noneson MOI-TpaH3MCTOp MOpTa BbIlWENn M3 CTpoA,
CBAMXKUTECH C TEXHUYECKON noaaepKoi Moxa.

PoE over Temperature
MosbiweHHaa memnepamypa

MpoBepbTe TeMnepaTypy OKpyrKatowen cpeabl. Ecan oHa Bbiwe
75°C, nepeycTaHOBMTE KOMMYTaTOP B COOTBETCTBYIOLLEN cpede.
Ecnu Temnepatypa Huke 75°C, CBAMMUTECH C TEXHWYECKOW
noaaep:kkon Moxa.

PoE VEE Uvlo - VEE (PoE input
voltage) under Voltage Lockout
bnokuposka numaHus npu
MOHUM(EHHOM HanpsameHuu
NUTaHMA KOMMYTATOpPa

Ecan HanpAxeHue nNUTaHMA KOMMyTaTopa nagaet HuxKe 44 B
NMOCTOAHHOIO TOKA, OTPEryINpynTe HaNpAXKeHUe B MPOMEXKYTKe
mexay 46 n 57 B NOCTOAHHOrO TOKa, 4TOObl YCTPAaHWUTL 3Ty
npobnemy.

Over Allocated Power Limit
lpesbiweHue nopoea evideneHHOoU
MowHocmu

Korga cymma noTtpebneHua nuTaHUA BCEX 3anuTbiBaEMbIX
YCTPOWMCTB MpeBbIaeT Nopor obuien BbiAENEHHOMW MOLLHOCTH
PoE.

MpumeyaHue:

PeneliHblli BbIXxoA, He noaaep*kusaeT Tpu Tuna cobbiTuit: External FET has failed, PSE chip is over

temperature u Vi (POE input voltage) under voltage lockout.

PoE Diagnose (uazHocmuKa PoE)

PoE Diagnose

Diagnose Configuration

w
®
@
=2
4
<

m Device Type PoE Port Configuration Suggestion

G1 Not Present N/A N/A
G2  Not Present N/A NA
G3 I|EEE8023a 4 50

G4  Not Present N/A N/A
G5 |EEE8023at 4 50

G6  Not Present NA N/A
G7  Not Present N/A A
G8 NIC N/A NA

Select IEEE 802 3 aflat auto mode

Select IEEE 802 3 af/at auto mode

Disable PoE power output

®yHKuMa PoE Diagnose no3BonseT Mo/Ab30BaTeNAM HabAlo4aTb 3a COCTOSAHMEM  3aMWTbIBaEMbIX
YCTPOICTB M NpeanaraeT BapMaHTbl KOHOUTypauun Ana Toro, YTobbl BbI6paTb ONTUMasbHbIE HAaCTPOMKM

ANA 3aNnUTbiBaeMblIX yCTpOVICTB.

[lna AMarHoCTUKM 3anNUTbIBaEMbIX YCTPOMCTB HEOBXOAMMO BbIMOJHUTL CAeAYIOLIME Warn:
LWar 1: Beeante Homepa NopToB, KOTOPble HEOBXOAMMO NPOANarHOCTMPOBaTb.

LLar 2: HaskmuTe Activate (AKTMBMpPOBaTD).

LWar 3: CucTema NoKasKeT COCTOAHUE BbIBPaHHbIX 3aMMTbIBA@MbIX YCTPOMCTB.
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Diagnose Configuration (HacTpoiika ¢GyHKUUM AUarHOCTUKU)

Port Number (Homep nopma)

Mapametp OnucaHue 3HayeHue no
YMOIYAHUIO
Checked [006aBuTb NOPT AN ANATHOCTUKM. Unchecked
BkniroyeH OmeknroyeH
Unchecked Ypanutb NopT M3 CNUCKA AMArHOCTUPYEMbIX.
OmkKnryeH

Device Type (Tun ycmpoiicmea)

Mapametp

OnucaHue

Not Present
Hem coeduHeHus

HeT coeamnHeHus ¢ NOPTOM KOMMYTATOpPa.

NIC CeTeBas nnata KOMNbtOTepPa NOAKAIOYEHA K MOPTY KOMMYTaTOpPa.

Cemesas naama

Komneomepa

IEEE 802.3 af 3anutbiBaemoe ycTpoiicteo IEEE 802.3 af noaxito4eHo K nopTy KOMMyTaTopa.
IEEE 802.3 at 3anutbiBaemoe ycTpoiicteo IEEE 802.3 at nogknto4eHo K NopTy KommyTaTopa.
Legacy PoE Device YcTapesllee 3anMTbiBaeMoOe YCTPOMCTBO NMOAKAOYEHO K MOPTY KOMMYTATOpPa,
Ycmapeswee HanpAMKeHNe KOTOPOro C/IMWIKOM BbICOKO/HU3KO, WM E€MKOCTb KOTOPOro
ycmpolicmeo PoE C/INLLKOM BbICOKa.

Unknown HenssecTHoe 3annTbiBaeMOe YCTPOMCTBO NOAK/OYEHO K MOPTY KOMMYTATOPA.
HeuszsecmHoe

ycmpolicmeo

Classification (Knaccugpukayus)

Mapametp OnucaHue
N/A HeT Knaccudukaumm nopra.
0..4 Knacc ot 0 go 4.
Unknown HewnsBecTHbIN Knacc NopTa, Bblle, Yem Knacc 4.

HeuszsecmHsili knacc

Voltage (V) — HanpayceHue (B)

Mapametp OnucaHue
N/A HeT BbIXO4HOrO HanpAXKeHue nopTa.
Voltage HanpsaxeHune nopra.
HanpaxceHue

PoE Port Configuration Suggestion (PekomeHdayuu no Hacmpolike PoE-nopma)

Mapametp

OnucaHue

Disable PoE power output

an O6Hapy)'KEHMM ceTeBoM nnatbl KOMnNbOTEPA WUAN HEU3BECTHOIO

OmKaw4Yume  nUMAHUe | 3aNUTbIBAEMOTO YCTPOMCTBA, CUCTEMA MNPEASIONUT OTKAKYUTL NoJady
PoE nuTaHwna no PoE.

Enable “Legacy PD | Npn ob6HapyXeHUM 3anuTbiBAaEMOro ycTpolcTtBa C 6onee BbICOKOM
Detection” eMKOCTbI0, CcucTemMa nNpegnoxuMT BKAOUUTL GyHKUMIO Legacy PD
Bknroyume ¢yHkyuto | Detection.

Legacy PD Detection

Select Force Mode Mpwu 0bHapyKeHUK 3anuTbiBaemoro  yctpomctea ¢ bonee

Bkrnroyume pexcum Force

BbICOKMM/HM3KMM conpotusneHnem wunun 6onee BbICOKOM €MKOCTbHO,
cncrtema nNpeanoXUT BKAKOYUTb peXnm Force.

Select IEEE 802.3 af/at

Mpn ob6HapyKeHUn 3anuTbiBaeMoro YycTpoicTBa co cTaHgapTtom |EEE
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auto mode
Bknroyumoe pexcum 802.3
af/at Auto

802.3 af/at, cuctema npegnaraet BbibpaTth pexum 802.3 af/at Auto.

Select high power output
Bknaoyume 8bICOKYHO
8bIXOOHYIO MOWHOCMb

Mpy 0bHapy*KeHUW YCTPOWCTBA HEM3BECTHOM KAacCUPMKaLMKM, cUcTEMA
npegnaraeT BbI6paTb BbICOKYO BbIXOAHY MOLLHOCTb.

Raise external power
supply voltage to greater
than 46 VDC
YemaHosumbe ucmoYHuUK
numaHus c
HanpaxceHuem 6onee 46
B nocm.moka

Mpn 06HapyKEHUN BHELLHErO MCTOYHMKA MUTAHMA C HANPAXKEHNEM HUXKE
46 B, cuctema npegnaraeT NOBbICUTb HaNPAXKeHUA.

Enable PoE function for
detection
Bkaroyume ¢pyHKUyuo PoE

Cuctema npegnaraet BKAoUMTL GyHKUMIo POE.

PoOE Port Status (CocmosaHue PoE-nopma)

PoE Port Status

Monitoring Configuration

Hefresh Hate

FaE Slatus

VEE Vollage

Port Status

10 G0 c@ O

geconds (5~300 seconds)

L]

=11 Valts

5@ oD or0 ce®

B Powered i Fauht

Tastum Dewcription
3 ot Poesent i) Divabsles ) Pobentisl Legacy P
P ) Legacy Powensd

Power _ Consumption | PD Failure Check
e N ) N
G1 OFF

Enable NiA MNUA NIA MUA Disablad
32 Enable OFF HiA A A A Disablad
G3 Enable OM 4 15 1] 1 Dizabled
G4 Enable OFF N A NIA M Disablad
G5  Enable ON 4 16 50 1 Disabled
Gh Enable OFF NiA MNiA NIA A Disablad
G7 Enable OFF M R 1 A, Tl Dizablad
Ga Enable OFF Ni& MNIA HIA MUA Disablad

HacTpoiika MOHUTOPUHra

Refresh Rate (Y\acmoma ob6HoeneHus)

Mapametp

OnucaHue 3HaueHue no
YMONYAHUIO

5...300 YactoTta 06HOBNEeHMA cocToaHMA PoE-nopra. 5
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PSE Status (CocTroaHune moayna nutaHua)

VEE Voltage (HanpaxceHue numarus)

Mapametp

3HaueHue no
YMOIYaHUIKO

OnucaHue

Read-only
(TonbKo uTeHue)

OTtobpaxkeHue Het

HanpA>xXeHuA.

BblgaaBaemoro KOMMYTAaToOpOm

Port Status (CocTtosaHue nopTta)

Status Descriptian

[:} Mat Prassent O Disabled

Q) Powered

& ric

& Fault

@ Legacy Powered

@ Potential | egacy PD

OnucaHue cocmosaHusa

Mapametp

OnucaHue

Not Present
Hem coeduHeHus

HeT coegnHeHUA ¢ NOPTOM KOMMyTaTopa. HeT BbixogHOW MoLHOCTM POE.

Powered Bbigaérca nutaHue PoE.

Cucmema numaemcsa

NIC Cuctema obHapy»Kuia ceTeByto NaaTy KOMMbOTEPA, NOAKAOYEHHYIO K NOPTY
Cemesas naama | KommyTaTopa. HeT BbixogHoM mowHocTw PoE.

Komnbomepa

Disabled ®dyHKUMA POE Ha nopTy oTKAtoYeHa. HeT BbIxoagHOM MoLHOCTK PoE.

dyHKkyuA PoE

OMKYeHa

Fault B pexume Force cuctema onpegenvna napameTpbl 3anuTbiBaemoro
OwubKa YCTPOMCTBA BHE AONYCTMMOrO AnanasoHa.

Legacy Powered B pexume Force cuctema onpegenuna ycrapesllee 3anuTbiBaemoe
Ycmapeswee YCTPOMCTBO.

3anumeigaemoe

ycmpolicmso

Potential Legacy PD B pexkume 802.3 af/at nnu High Power cuctema onpegenvna noteHUnanbHO
lomeHyuanbHo yCTapeBLUee 3aNnTbiBAEMOE YCTPOMCTBO. HeT BbIxogHOM MmowHocTH PoE.
ycmapesuwee

3anumeoeligaemoe

ycmpolicmeo

Port Description (OnucaHue nopma)

Mapametp

OnucaHue

Status
CocmosHue

®yHKUMA POE BKAKOYEHA.

Power Output
Bbixo0Has
MOWHOCMb

BbixogHaa mowHOCTb Kaxaoro PoE-nopTa.

Class
Knacc

Knacc ycTpoicTs, NOAKAOUYEHHBIX K KaxKaomy PoE-nopTy.

Current (mA)
MompebneHue moka
(MA)

daKTHYecKoe 3Ha4YeHME TOKa, I'IOTpe6ﬂ‘r'IEMOFO Ka*4bIM POE-ﬂOpTOM.

Voltage (V)
HanpsxceHue (B)

daKTUYecKkoe 3HaYeHne HanpAaXxeHuA, I'IOTpE6ﬂﬂeMOI'O KaX4biM POE-I'IOpTOM.

Consumption

daKTMYecKoe 3HaYeHNe MOLLHOCTU, NoTpebasemon Kaxapii POE-noptom.
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(Watts)
Mompebnsemas
mMowHocmo (Bm)

PD Failure Check | CocTtosiHMe npoBepPKMU 3anNUTbIBAEMbIX YCTPOMUCTB, NOAKAOYEHHbIX K KaxKaAoMy

Status PoE-nopTy, Ha HENCNPABHOCTMK.

CocmosaHue Alive: 3anuTbiBaemoe yCTPOMCTBO PErypsiipo OTBEYAET Ha ping-3anpochl.
npogepku Not Alive: 3anuTbiBaemoe yCTPOMCTBO He OTBEYCET Ha pPing-3anpochl.
3anumelgaemeix Disable: TMMpoBepKa 3anuTbiBaeMblX YCTPOMCTB Ha HEWUCMPABHOCTU He
ycmpolicme Ha | aKTUBUPOBaAHa.

HeucripasHocmu

PoE System Status (CocmosHue PoE-cucmemoi)

PoE System Status

Maonitoring Configuration

Rafresh Rata h seconds (5~300 seconds
System Power Status
Sum of measurad power — Sum of allacated pawer
Wl of allocated power
Currant mns,
4800 _
3E40.
26880
1920
G50
I.'jLIIIIJLIIIII i IIIII__I]I¢II rrrrnrrrn IIIIIII_JI&IHIIIIIIIIIIIIII rn Iéj.rld ARR RN LARRRRNIRE] ”JJHdI
Sec.
Monitoring Configuration (HacTpoiika MOHUTOPUHra)
Refresh Rate (Yacmoma ob6HoeneHus)
Mapamertp OnucaHue 3HaueHue no
YMOJ4AHUIO
5...300 YactoTa 06HOBAEHMA cocToAHMA POE-cnctemsl. 5

System Power Status (CocmoaHue cucmembl NUMaHus)

CocTosiHMe CUCTEMbI MUTAHMA OTParKaeT rpaduk co cregyrowmmm napameTrpamu: Sum of measured
power (Cymma usmepeHHbix mowiHocmeli), Sum of allocated power (Cymma ebideneHHbix mouyHocmeli)
n Max of allocated power (MakcumanoHas ebideneHHAs MOWHOCMb).
e Sum of measured power (Cymma M3MepeHHbIX MOLLHOCTEN) Ha rpadMKe OTpakeHa PO30BbIM
LBEeTOM.
e Sum of allocated power (Cymma Bblaensiemblx MOLLHOCTEN) Ha rpaduKe OTparKeHa CUHUM
LBETOM.
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e Max of allocated power (MakcumanbHasi Bblgensiemana MOLWIHOCTb) Ha rpaduke oOTpaxKeHa
KPaCHbIM LBETOM.
paduK oTparkaeT 3TM napameTpbl Ha ocax Current (mA) — Tok (mA) u Sec. (second) - CekyHaa, oH
06HOBNAETCA C YacTOTOM OOHOBAEHMA COCTOAHMA NOPTOB.

Ucnonv3osaHue supmyansHeix cemel Vliirual LAN

Hactpolika BupTyanbHbix ceTelt (VLAN) Ha KommyTaTopax Moxa no3BoauT yBennuntb 3GGeKTUBHOCTb
paboTbl ceTu, pas3fensda ee Ha HECKONAbKO NIOTMYECKUX, @ He OU3NYECKUX, CermeHToB. YNpPaBaAaTb
JNIOTMYECKMMM NOACETAMM rOBbIMHO ropasao nerye.

BupmyansHsle cemu VLAN

BupTtyanbHas nogcetb VLAN — 3TO rpynna ycTPOMCTB, KOTOpble MOryT ObiTb pPacnofioXKeHbl B
NPOM3BO/IbHLIX TOYKaX CETU, HO B3aMMOAEMCTBYIOT APYr C APYroM TaK, Kak 6yATo npuHagfnexart K
ogHomy ¢usmnyeckomy cermeHty. Mcnonbsysa VLAN, nonb3oBatenb MoOXKeT pa3brBaTb CETb Ha CErMeHTbI,
He 6yAy4Yu orpaHMYEHHbIMU GUINYECKMMU COEAMHEHMAMM, KaK 3TO BbIBAET B TPAAUUMOHHDBIX ceTax. Kak
NpaBuao, CETb Pa3AeNAloT Ha CErMeHTbI Mo CAeayloWwmnm NapameTpam:

e Mo paboumm rpynnam — VLAN oTaena mapKeTuHra, puHaHcoB, pa3paboTKu.

e [lo AomKHOCTHbIM rpynnam — VLAN AMPEKTOPCKOro COCTaBa, MEHEAMKepOoB, OCTa/IbHOro
nepcoHana.

¢ o rpynnam nonb3oBateneit — VLAN nosnb3sosaTtenen e-mail, nonbsosatenen mynbTumeannHbIX
NPUAOXKEHWUIA.

KommyTtaTtop A

1 2 3 a 5 6 7 8
Heckoneko KOMMYTATOROE 0bbEOMHEHD] B
.! MarMcTpanbHyH CETh

\ KommyraTop B
1 2 3 4 5 & 7 B
Coon Y TYYYY?
VLAN 1
CekTtop 2
VLAN 2

Cektop 3
VLAN 3

lpeumywecmea VLAN

OCHOBHOE NPEeMMyLLECTBO BMPTYasibHbIX CETEM B TOM, YTO OHM NO3BOJIAIOT CErMEHTUPOBATb CETU
ropasgo 6osee rmbko, Hexenu TpaguumMoHHoe ¢usmyeckoe pasaeneHue ceteir. UcnonbsosaHue VLAN
TaKXKe faet caeayloline npenmyLLecTea:

e O6neraer nepemeLyeHne YCTPOMUCTB B CE€TU: MCNoNb3ya TPAAULMOHHbIE CETU, aAMUHUCTPATOPDI
CeTU TPATAT OYeHb MHOFO BpPEMeHM Ha paboTy, CBA3aHHYylD C nepekommyTauuei. Ecau
Nno/ib30BaTe/IN NEPEXOAAT B APYry0 NOACETb, aAPECa XOCTOB NPUXOAUTCA OOHOBAATL BPYUHYIO.
K npumepy, ecin KomnbloTep MapKeTosiora, Haxogawmica B cetm VLAN Marketing,
nepemeLLaeTcs B APYron KabuHeT, TO KOMNbIOTEP AO/IKEH COXPAHUTL CBOK MPUHAANEKHOCTb K
rpynne Marketing. C ncnonbsosaHnem VLAN notpebyeTcs AvWb Ha3zHaA4YUTb HOBbIA MOPT KaK

54



npuHagnexKawmin kK cetn VLAN Marketing. MpoknaabiBaTb KakuMe-nMbo HOBble COegMHEHMUA He
notpebyetcs.

e ObecneunBaeTt AONOJHUTENbHYIO 6€30NaCHOCTb: YCTPOICTBA, NPUHAaANEKaLUME K OAHOW U TOW
e VLAN, moryT B3aMmoZecTBoBaTb TO/IbKO C ycTpolicTBamm Toi ke VLAN. Ecaun ycTponctey mns
VLAN Marketing Hy»HO ycTaHOBUTb coeauHeHune c ycTpolictBom m3 VLAN Finance, Tpaduk
nponaeT Yyepes MapLpPyTU3aToOP UM KOMMYTATOp 3-r0 YPOBHS.

e [MomoraoT KOHTpoOAUpOBaTb TpaduK: B TPAAMLMOHHBIX CETAX MOTYT BO3HWKAaTb Meperpysku,
CBA3aHHbIE C HA/IMYMEM LUIMPOKOBELLATENBHOIO TPadUKa, MAYLLErO KO BCEM YCTPOMCTBAM CETU.
VLAN nosbllWaeT Nponu3BOAUTE/NbHOCTb CETU, MOCKObKY 00beaAnHAET Te YCTPOMCTBA, KOTOPbIe
JNIOTMYECKU B3aMMOAENCTBYIOT TOSIbKO APYr C APYrom

VLAN B kommyTaTtopax MOXA ans croiiku 19”
KommyTtatopbl EDS obecneumator noagep:kky VLAN ctraHgapta IEEE 802.1Q-1998. 3ToT cTaHaapT
no3BonsAeT TpaduKy ¢ Heckonbkmx yctponcte VLAN npoxoauTb yepes ogHO PuUsnYeckoe coeguHeEHMe.
CraHgapT IEEE 802.1Q-1998 no3Bo/seT NOAKAOHATb KaXKabli NopT Bawero KommyTtaTopa K:

e Jlioboi cetn VLAN, HasHa4YeHHOW agMUHUCTPATOPOM

e Heckonbkum cetam VLAN ogHoBpeMeHHO, ¢ ncnosb3oBaHmem teros 802.1Q
CtaHaapT TpebyeT, uTobbl A0 nepefaun TpaduKa yepes KommyTaTop bbinm onpeaeneHbl Tern 802.1Q
VLAN ID gna Kaxaom ceTtu.

YnpasneHue cetbio VLAN
Mo ymonyaHuto kKommyTtatop Moxa numeet To/bKo oaHy VLAN co cnegyowmmmn XxapakTepmucTMKamm:
e l/ma cetn VLAN — Management VLAN
e Ter 802.1Q VLAN ID — 1 (ecnu TpebyeTca TerMpoBaHue)
Bce nopTbl KOMMYTaTOpPa M3HaYaIbHO pasmelleHbl B ogHoi VLAN. 3To eaNHCTBEHHAA NoACeTb, KOTOpas
No3BO/ISET NPOrpaMMHOMY 0b6ecrneyeHMo CETEBOTO YNPaBIeHMA MMETb AOCTYN K KOMMYTaTopy.

B3aumogeiictBue mexay VLAN

Ecnum yctpoiicteam n3 ogHolt VLAN HeobxoaMmo B3aMmMoaencTBOBaTb C ycTpolcTBamu us apyront VLAN,
Heobxo4MM MapLLpyTU3ATOP UAM KOMMYTaTOp 3-ro ypoBHA. ToNbKO Npu noakatodeHnn ceteit VLAN K
3TUM YCTPOMCTBAM ByAeT BOSMOXKHO B3aUMOAENCTBUE MEXAY HUMU.

Cetn VLAN: TerMpoBaHHOE U HETermpoBaHHOE Y/1€HCTBO

KommyTtaTtop Moxa nogaeprkmnsaet 802.1Q VLAN TermpoBaHune — cuctemy, KoTopaa no3soaseT Tpaduky
Heckonbknx VLAN npoxoauTb yepes oaHy OM3MYEcKyto (MarucTpanbHyto, TPAHKOBYHO) AuHMUIO. Tpu
HacTpoike VLAN HeobxoamMmo NoHMMATb, Koraa TpebyeTca TermpoBaHHOE, a KOrAa HeTermpoBaHHoe
YneHcTBO. ITO onpeaenseTca ciegytowmm obpasom: ecan nopT Haxoautca B oaHow cetu VLAN, oH
MOKEeT ObITb HETErMPOBAHHbBIM Y/IEHOM, HO ecan TpebyeTtca, 4Tobbl NOPT Bbl OAHOBPEMEHHO YNEHOM
HeckobKnx VLAN, f0/13KHO ObITb 3343aHO TEFMPOBAHHOE Y/IEHCTBO.

MopT, NOAK/IIOYEHHBIN K XOCTy (Hanpumep, KaveHTckomy MMK), 6yaeT HeTerMpoBaHHbIM Y/IeHOM OAHOM
VLAN un byaet HasHadyeH MopTtom poctryna (Access Port) KommyTaTopa, B TO BpemMsa Kak coeauHeHus
MeXay KommyTaTopamu 6yayT TermpoBaHHbIMM 4yneHamu Bcex VLAN u 6yayT HasHauveHbl TpaHK-
noptamu (Trunk Port).

CraHgapT IEEE 802.1Q-1998 onpegensier, kak VLAN paboTaloT B OTKPbITOM CETM C KOMMYyTauumein
naketos. CeTeBOi NaKeT, oTBevatowmi craHaapty 802.1Q, HeceT AOMNOAHUTENbHYIO WMHbOPMaUULIO,
NO3BO/IAOLLYI0O KOMMYTATOPY onpeaenunTb, K Kakoi VLAN npuHagnexut nopT. Ecan ppeinm HeceT TaKyto
A0MNONHUTENbHYI0 MHOOPMALNIO, 3TO TErMPOBaHHbIN dpelim.

Ons NpoXoXKAeHWs MaKkeToB HecKonbkux VLAN depe3 oaHy ¢U3MUYECKY (MmarnctpasbHylo, TpPaHK-)
JINHUIO CBA3K KaXKAbIN NaKeT JO/MKEH coaeprKaTb naeHTndukatop VLAN. 3T0 no3BoAAET KOMMyTaToOpam
onpeaenntb, K Kakoit VLAN oTHocuTcA KaxKaplit nakeT. [ns cBasm mexay cetamu VLAN Heobxogmmo
MCNO/b30BaTb MapLUpyTM3aTOP.
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KommyTtatop MOXA noagaepkusaet Tpu TMNa HacTpoeK noptos VLAN:

Nopt pocryna (Access Port): lMopT coeAMHEHWS C EeAUHCTBEHHbIM HETEermpoBaHHbIM
ycTpolictBom. [Monb3oBaTtento Heobxoammo 3agaTb PVID noprta (no ymonyaHuio), KoTopblit
yKa3biBaeT, K Kakol VLAN npuHagnexuTt yctpoictso. Korga naker ¢ nopTa AocTyna nocTynaet
Ha TpPaHK-NopT (nopTt TpebyeT, 4TObbLI BCE MaKeTbl HecAUM Ter- MHOPMaUMIo), KOMMYTATOpP
BcTaBuT PVID B 3TOT nakeT, 4tobbl nomoub cneaylowemy Kommytatopy 802.1Q VLAN
NaeHTMOMLMPOBaTb ero.

TpaHk-nopt (Trunk Port): TMNopT coeamHeHns c¢ LAN, coctosuleit M3  HECKO/IbKUX
HeTermpoBaHHbIX/TErMPOBaHHbIX YCTPOWCTB U/MAM KOMMYTATOpPOB MAM Xabos. TpaduK TpaHK-
nopta nomKeH cogepxatb Ter. lNonb3oBaTenun Takxe moryT 3agaTtb PVID gna TpaHK-nopra.
HeTernpoBaHHbIM NakeT NOAy4YnT Takol xe VID, Kak n HasHayeHHbIn nopTy PVID.

M6puaHbiii nopt (Hybrid Port): MopT noxox Ha TpaHK-MopT, 3@ WMCKAOYEHWEM TOro, 4TO
Nnosib30BaTeNN MOTYT YKa3blBaTb TEMM, KOTOPble ByAyT yAaneHbl U3 NCXOAALLMX NAKETOB.

Cneaytolwmii pasgaen nokasbiBaeT, Kak UCMo/1b30BaTh PasHble TUMbl MOPTOB B Pa3HbIX MPUNOMNKEHUAX.

lMpumepsbl npunoxceHud, ucnons3yrowux VLAN

YCTpolcTED A NopTt 7: nopT gocTyna,
HeTervpoeaHHoe PVID 4
YCTROMCTED,

npuHagnekawee VLAN 5 MopT 3: TpaHK-

YerpoicTeo |
HeTerupoeaHHoe

' » YCTPORCTED,

! "tlllu L npuHagnemalwee VLAN 4

Kommyratop A oot ity KommyTatop B MopT 5: NopT AocTyna, YeTpoicteo H

PVID 3 r HeTermpoeaHHoe

g ———— = Vg verpoi
: " ] ! ] lj = veTRO¥iCTED,
E\?FI;; TORT ARCTY IS MopT 2: TpaHk-nopT, PVID 2, Mopt 6: nopT gocTyna, TIPS A cac oo
Fixed VLAN (Tagged)=3, 4 HUID 5 VLAN 3
" * Hlngggye "
YcTpocTeo B Xab MopT 4: nopt YCTpoWCcTED G
HeTerupoeaHHoe nocryna, PVID 2 HeTerupoBaHHoe
YCTROMCTED, ] [|||" : . yCTpoNCTED,
npuHagnexawee VLAN 2 \ " :;z:::::z:Hoe npuHagnexawee VAN 5
1 |“ ; YCTROMCTED,
l“" & 1 1’& NpHHaAnekalWwes VLAN 2
¥
£ - 1 | YerporcTeo E
I |||||||| . i ﬁ TerMpoBaHHoe
Yecrpoicteo C YeTpoiicTee O verpoiictse,
HeternpoBaHHoe TEFMD?BEHHDE GTSTMEMEMEE i
VCTRONHETED, YCTROWCTED,
NpUHaAnemaLEee npuHaanexawes VLAN
WLAN 2 3,VIiD 3

B faHHOM npumepe:

MopT 1 coeanHeH ¢ eANHCTBEHHbIM HETErMPOBaHHbIM YCTPOMCTBOM, NpuHagnexawmm VLAN 5;
OH A0/1’KeH BbITb HaCTPOEH Kak «nopT aoctyna» (Access) ¢ PVID 5.

Mopt 2 coeamHeH c ceTbto LAN. CeTb coAep)KMUT [fABa HETerMpoBaHHbIX YCTPOMCTBA,
npuHagnexawme VLAN 2, ogHo TermpoBaHHoe ycTpoictBo ¢ VID3 u oaHO TerMpoBaHHoe
yctpoiictBo ¢ VID4. Mopt 2 posmkeH ObiTb HACTPOEH KaK «TpaHk-nopt» ¢ PVID2 pgns
HeTepupoBaHHbIX ycTpoicte M Fixed VLAN (Tagged) ana TerMpoBaHHbIX YCTpoucTB 3 u 4.
MOCKONbKY 0AMH NOPT MOXKET MMETb OAMH YHUKaNbHbIN PVID, Bce HeTermMpoBaHHble YCTPOICTBA
Ha O4HOM M TOM K€ NMOPTY AO/IXKHbI NPUHAANEKATb K 0AHOM U Tol e VLAN.

MopT 3 coeaAnHEH € APYrMM KOMMYTATOPOM. OH J0/KeH ObITb HACTPOEH KaK «TPaHK-NopT». OHK
6yaeT ncnosbzosaTtb npoTokon GVRP.
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e [lopT 4 coegMHEH C OAHMM HETEermpoBaHHbIM YCTPOMCTBOM, NpuHagnexawmm VLAN 2; oH
JomKeH BbITb HACTPOEH Kak «nopT aoctyna» ¢ PVID 2.

e [lopT 5 coegmMHeH C OAHMM HETEermpoBaHHbIM YCTPOMCTBOM, NpuHaanexawmm VLAN 3; oH
JomKeH BbITb HAaCTPOEH Kak «nopT goctyna» ¢ PVID 3.

e [lopT 6 cOoeAMHEH C OAHMUM HETEermpoBaHHbIM YCTPOMCTBOM, NpuHagnexKawmm VLAN 5; oH
O0KeH BbITb HAaCTPOEH Kak «nopT aoctyna» ¢ PVID 5.

e [lopT 7 coegMHEH C OAHUM HETEermpoBaHHbIM YCTPOMCTBOM, NpuHaanexawmm VLAN 4; oH
JomKeH BbITb HACTPOEH Kak «nopT goctyna» ¢ PVID 4.

Mpu TaKoM HacTpoiiKe:

e [lakeTbl OT ycTpoicTBa A 6yayT NpoxoauTb 4Yepe3 «TPaHK-NopT 3» ¢ TernposaHHbim VID 5.
KommyTtatop B pacnosHaeT ux VLAN, HanpaBuT nakeTbl Ha MNOPT 6, W 3aTem, yOanus Terw,
nepeaact Ha ycTpomncTeo G.

e [laKkeTbl oT ycTpoictea B 1 C 6yayT npoxoguTb Yepes «TPaHK-NopT 3» ¢ TernpoBaHHbim VID 2.
KommyTatop B pacnosHaet mx VLAN, HanpasBuT nakeTbl HA NOpT 4, n 3aTtem, yOoanue Terw,
nepeaact Ha yctponctso F.

e [lakeTtbl oT ycTpoiictBa D 6yayT npoxoauTb yepes3 «TPaHK-NMopT 3» c TermpoBaHHbim VID 3.
KommyTtatop B pacnosHaet ux VLAN, HanpaBuT MmakeTbl Ha nNopT 5, W 3atem, yaanus Teru,
nepepacT Ha yctpolicteo H. MaKkeTbl oT ycTpolictBa H ByayT npoxoauTb Yepes «TPaHK-NopT 3» C
PVID 3. KommyTtaTtop A pacnosHaeT ux VLAN, HanpaBuT NakeTbl Ha NOPT 2, HO, HE yAaNAAa Tern,
nepeaact Ha yctpoicTtso D.

e [lakeTbl OT ycTpoictBa E OyayT npoxoauTb yepes «TPaHK-NopT 3» ¢ TermposaHHbiMm VID 4.
KommyTatop B pacnosHaetT ux VLAN, HanpaBuT nakeTbl Ha NOPT 7, W 3aTem, yOanuvse Terw,
nepeaact Ha yctpolictso |. MakeTbl OoT ycTponcTea | byayT npoxoauTb Yepes «TPaHK-MopT 3» C
TernposaHHbiMm VID 4. KommyTtaTtop A pacno3Haet ux VLAN, HanpaBuT NakeTbl Ha NOPT 2, HO He
y4anasa Teru, nepeaact Ha ycTponctso E.

Hacmpolika supmyarneHoii cemu VLAN

[na HacTpoiiku pexknumos 802.1Q VLAN u Port-Based VLAN kommyTaTopa ncnonbsyite ctpaHuuy VLAN
Settings.

Pexcumer VLAN

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
802.1Q VLAN Bkntovaet pexkum 802.1Q VLAN. 802.1Q VLAN
Port-based VLAN Bkntoyaet pexxkum Port-based VLAN.
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VLAN Settings: 802.1Q (HacTpoiiku pexkuma 802.1Q VLAN)

VLAN Settings

VLAM Mode BOZAQVLAN  [=]

Dwick Sailing Panel
Port Type PVID  Tagged VLAN Untagged VLAN Forbidden VLAN
G1.C4 Trunk [=] 1 3

Mote: Use port descriplion such as “8°, *G&°, *1-6°
Mote: §5,G1:53 means the configuration will be copied to pord 58.61,G2.G3

VLAN ID Configuralion Table

Enable GVRP

Managemant VLAMN ID 1

[Port [ Type | PID | Tagued VLAN | Untagoed VLAN | Forbidden VLAN |
_'!31 _Trun-'. = |1 _3 -
Gz |[Tunk  [+]|1 2

_'!33 | Trunk =1 _2 3
s |[rune =] 3

B pexume 802.1Q VLAN napameTpbl HacTpolikmn gensatca Ha Quick Setting Panel (MaHenb 6bicTpold
HacTpoliku) n VLAN ID Configuration Table (Tabanua HacTpolikn VLAN ID). Quick Setting Panel (MaHenb
6bICTPOI HAacTPOIKK), KaK NPaBUI0, UCMOb3yeTca AN HacTPOMKK napameTtpos VLAN ana rpynn nopros,
Nno Haxatuio KHonku Add HacTpoiku 6yayt nepeHeceHbl B MaHenb HacTpoiku VLAN ID (VLAN ID
Configuration Panel). VLAN ID Configuration Table (Tabnunua HacTpolikn VLAN ID) ncnonbsyetca ans
HaCTPOMKM KOHKPETHOro nopTa.

Quick Setting Panel (MaHenb 6bICTpOM HacTPOMKH)

AAMUHKUCTPATOPbl MOryT ucnonb3oBaTb Quick Setting Panel (MaHens 6bicmpoli Hacmpoliku)
napametpos VLAN pgnAa oTAenbHbiX NOPTOB MAW FPYNn NOPTOB KOMMyTaTtopos cepun EDS E. Ona
HaCTPOMKM rpynn nopToB BBEeAMTE MMeHa MOpToB B cTonbue Port yepes 3anatyto (,) ANA OTAeNbHbIX
NnopToB MK Yepes ABoeTouue (:), YTobbl yKasaTb AnanasoH noptos. Hanpumep, «G1, G3» — ana nopTtos
G1 n G3, a «G1:G3» — gna noptoe G1, G2, G3. [lanee, Nnpn HeObBXOAMMOCTUN, HAaCTPOMTE NapameTpbl
Type, PVID, Tagged VLAN, Untagged VLAN wu Forbidden VLAN, Haxkmute KHonky Add, uTtobbl
nepemecTuTb HAaCTPOWMKKN BHU3 NO TabaunLe B HAXKHEN YacTU OKHa.

VLAN ID Configuration Table (Ta6auua HacTpoiiku VLAN ID)

Enable GVRP (BkntoueHne ¢pyHKumM GVRP)

Mapametp OnucaHue 3Ha4yeHue no
YMOIYaHUIO
Checked/Unchecked YcTaHoBuTe GNarKoK, 4Tobbl BKAOYUTL dyHKUMO GVRP. | Checked
BKntoyume/ebikaouume | CHUMUTE GNaXKoK, YTOBbI OTKAIOUNTL GyHKLMIO GVRP. Bkaroyume

Management VLAN ID (VLAN ID daa ynpaeaeHus Kommymamopom)

Mapametp OnucaHue 3Ha4yeHue no
YMOIHaHUIO

VLAN ID from 1 to 4094 | VLAN ID cuctembl ynpaBaeHusa gaHHbIM KoMMyTaTtopom. | 1
VLAN ID om 1 0o 4094

MpumeyaHue: Hekomopole u3 caedyrouwux napamempos mMmoaym 6bime usmeHeHsl 8 naHesau 6eicmpol
HacmpodKu.
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Port (Mopm)

Mapametp OnucaHue 3HauyeHue no
YMO/THAHUIO
Port name ToNbKO YTEHUE N/A
Uma nopma
Port Type (Tun nopma)
Mapametp OnucaHue 3HauyeHue no
YMOJTHAHUIO
Access Mopr, NCNONIb3yeMblit ana nogknatoyeHuns | Access
Mopm docmyna €4UHCTBEHHOIO HETErMPOBAHHOIO YCTPOMCTBA. Mopm docmyna
Trunk MopT, UCNONb3yeMbIN ANA COeAMHEHUA C APYION CETbIO
TpaHK-nopm 802.1Q VLAN.
Hybrid MopT, wcnosib3yemblt ANA COeAMHEHUA C  APYrMm
FubpudHsIli nopm kommyTatopom Access 802.1Q VLAN wuau c agpyrom
ceTtblo LAN, cogepauei B cebe TermposaHHble u/mam
HeTermpoBaHHble ycTpoiicTBa n/mnn apyrue
KOMMYTaTOpPbl/KOHLEHTPATOPbI

BHumaHue!

JAN

nepegaym naketos pasinyHbix VLAN pasnmyHbim KommyTtatopam Moxa.

MpY NOCTPOEHNM OTKA30yCTOMUYMBOM ceTU HasHaybTe NopTbl Redundant Port, Coupling Port u
Coupling Control Port TpaHK-nopTamu, NOCKO/IbKY 3TW NOPTbl PaboTaloT Kak maructpanb aas

Port PVID ([Mopm PVID)
Mapametp OnucaHue 3HauyeHue no
YMOJIHaHUIO
1to 4094 VLAN ID no ymonyaHuto p[na HeTermposaHHbIX | 1

JAuanazoHsl VID om 1 0o

4094

YCTPOMCTB, NOAKAIOUYEHHbIX K NOPTY.

Fixed VLAN List (Tagged) — Cnucok ¢pukcuposaHHbix VLAN (TeaupoeaHHbIx)

Mapametp OnucaHue 3HauyeHue no
yMONYaHUIO
1to 4094 [daHHoe none 6yaeT akTMBHbIM TOJIbKO Npu Bbibope | HeT

JAuanaszonsl VID om 1 do

4094

pasnnyHbix VID.

TPaHK- MAM rmbpuaHoro Tuna nopta. lNponuwwnTe
VLAN ID TermpoBaHHbIX YCTPONCTB, NOAK/IOYEHHbIX K
nopty. Wcnonb3yiTe 3anAaTble p[AA pasgeneHua

Fixed VLAN List (Untagged) — Cnucok gpukcupoeaHHbix VLAN (Heme2upogaHHbix)

MapameTtp OnucaHue 3HaueHue no
yMONYaHUIO
VID range from 1 to 4094 [aHHoe none 6yaeT akTMBHbIM TONbKO Npu Bblbope | HeT

JAuanaszonsl VID om 1 do

4094

M3 nopTa MaKeTax.
pasgenenua gnanasoHos VID.

rmbpuaHoro Tmna nopta. Mponuwute VLAN ID ans
TErMPOBaHHbIX YCTPOMCTB, MOAK/OYEHHbIX K NOPTY,
TErM KOTOPbIX A0/KHbI 6bITb YAaNeHbl B UCXOOALLNX
Mcnonb3yiiTe 3anatble Ans
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Forbidden VLAN List (3anpeuweHHbliii cnucok VLAN)

Mapametp OnucaHue 3HayeHue no
yMOAN4YaHUIO
1to 4094 JaHHoe none 6yaeT akTMBHbLIM TOJIbKO Npu Bblibope | HeT
JAuanazorbl VID om 1 0o | TpaHK- uauM rmbpugHoro Tvna nopra. YcTaHoBUTe
4094 VLAN ID, KoTopble He byayT noagepuBaTbca sTUM
noptomM. Mcnonb3yite 3ansaTble ANA pasgeneHus
pasnnyHbIX gnanasoHos VID.

MpumeyaHue:
Quick Setting Panel (MaHenb 6bicmpoii Hacmpoiiku) obecneumBaeT ObICTPYIO KOHUrypauuto
HecKko/ibKux noptos VLAN ¢ 0ANHaKOBbIMW HACTPOMKaMM.

Port-Based VLAN Settings (HacTpoiika pexxuma Port-Based VLAN)

Korga BbibpaH pexum Port-based VLAN, 6yaer oTKpbiTo okHO VLAN Settings, Kak MoKasaHO HUMKe.
MocTaBbTe GNAKOK AA KAKAOFO NopTta, 4Tobbl HasHauuTb emy ero VLAN. KonnyectBo BO3MOMKHbIX
VLAN ID coBnagaetr C KO/AM4Y4eCTBOM MOPTOB KOMMYyTaTopa. B cnepyiowem npumepe Bce nNopThbl
3aKkpenneHsbl 3a VLAN 1.

VLAN Settings

VLAN Mode Port-based VLAN [+
e

m__l-!-_l-ﬁ-mlﬁ-

1 v v v J v v v v v v

2

4

6

B

10

MpumeyaHue:

®dyHKuma Port-Based VLAN nogaeprkmBaeTca cnegyowmmm Mogensimm KOMMyTaTopoB:
e Cepwus EDS (nckniouan EDS-728/828)
e IKS-6726A/6728A
®dyHKUuMA Port-Based VLAN He nogaeprknBaetca cieayowmmm mogenimm KOMMyTaTopOB:
e EDS-728/828
o IKS-G6524A/G6824A
o CepualCS

MpumeyaHue:
Korpga BkatoueHa ¢pyHKuua Port-Based VLAN, dpyHkuua IGMP 6ygeT oTKaoueHa.
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QinQ Setting (Hacmpolika ¢pyHkyuu QinQ)

MpumeyaHue:

KommyTtatopbl Moxa 3 ypoBHA nogaepkusatot ¢yHkumio |IEEE 802.1ad. [aHHaa ¢pyHKuMAa nossonaet
nosib3oBatensim ob6begMHATL ABOMHbIe 3aronoBku VLAN B oanH Ethernet-kagp.

QinQ Settings
TPID &100 (8100-FFFF, haxadecirmal valua)

[Por | QinQEnable

1-1

1-2
13
14 =
TPID
Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
8100...FFFF HasHaueHune TPID sTopomy Tery VLAN 8100
QinQ Enable (BkntouyeHue ¢pyHKyuu QinQ)
Mapametp OnucaHue 3HaueHue no
YMONYaHUIO
Enable/Disable BkntoueHune ¢yHkumm VLAN QinQ Disable
BKstouyeHa/8biknoueHa BoeiknroveHa
VLAN Table (Tabauya VLAN)
VLAN Table
VLAN Mode 802 1Q VLAN
Management VLAN 1
[index] VID | Joined Access Port | Joined Trunk Port | Joined Hybrid Port
1 1 1.4.5.6,7.61,G2, G3 2 3
VLAN Table
VLAN Mode Pon-based VLAN
[indoxl VUAN | JoinedPort |
1 1 1.4,5 6, 7.G1. G2, G3
2 2 2
3 3 3

Ucnonbayiite Tabanuy 802.1Q VLAN pas npocmoTpa co3gaHHbix rpynn VLAN, gob6aB/ieHHbIX NopToB
poctyna (Joined Access Ports), TpaHk-nopTtos (Trunk Ports) u rubpuanbix noptos (Hybrid Ports), a

TaKKe ucnosb3yite Tabaunuy Port-based VLAN ans o063opa rpynn VLAN (VLAN groups) 1 ao6aBneHHbIx
noptos (Joined Ports).
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Port Settings (Hacmpolku nopmos)

Ethernet-Port Settings (Hacmpoliku Ethernet-nopma)
HacTpokn napameTpoB MOpTa HYXHbl AAs8 TOro,
KOHTPO/INPOBATb AOCTYMN K NOPTY U CKOPOCTb Nepesiayn AaHHbIX, yNpaBaATb NOTOKOM U HAacTpamBaTb TUN

nopta (MDI nan MDIX).

yTObbI

0aTb NOJIb30BaATE/IIO  BO3MOXHOCTb

Port Settings
[Port | Enable | MediaType | Description | Speed | FlowCirl___| MDIMDIX |
1 7 1007 RI45 Auto = | Disable - | Auto -
2 4 00T RJ45 Auto » | Disable w | Auto -
3 o 100TH RI45. Auto = | Disable = | Auto -
4 7 1007 RI45 Alto = | Disable - | Auto -
5 ¢ 100TH RJ45. Auto * | Disable * | Auto o
] o 100TH R145. Auto = | Disable - | Auto -
7 ] 100T% RJ45 Auto = | Disable - | Auto -
iG1 + 1000TH RI45. Auto * | Disable * | Auto o
G2 o+ 1000TH RU45. Auto ~ | Disable - | Auto -
G3 7 1000TH R4S Auto = | Disable - | Auto -
Enable (Bkaoyume)
Mapametp OnucaHue 3HauyeHue no
YMONYaHUIO
Checked PaspeluaeT nepenayy AaHHbIX NO NOPTY. Checked
BknroueH BKknoueH
Unchecked HemepneHHo npekpallaeTt nepenayvy AaHHbIX NO MNOPTY.
BbiKnroueH

Media Type (Tun cpedvi)

Mapametp OnucaHue 3HaueHue no
YMONYaHUIO
Media Type OtobpaxaeT TMn cpeapl nepedaur gaHHbIX no | N/A
Kaxaomy nopry.
Description (OnucaHue)
Mapametp OnucaHue 3HaueHue no

YMONYAHUIO

Makc.63 cumBona | Onpegenser AOMNOAHUTENbHOE MMA MOPTa, YTobbI | HeT

NOMOYb agMUHUCTPATOPamM NPOBOAUTL pasnunume
mexay pasnnyHoimum noptamu. Mpumep: PLC 1

Speed (Ckopocmb nepedavu AaHHbIX No nopmy)

MapameTtp

OnucaHue

3HauyeHue No ymon4yaHuo

Auto

Mo3BonseT NOPTY UCNOb30BaTh

npotokon |EEE 802.3u

ans

Auto
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cornacoBaHuA
NOAKNHOYEHHbIMN

CKOpOCTH C

yCTpOMCTBaMMU. MopT n

NoAKNOYEHHble yCTpOKCTBa

CamMOoCTOATENbHO

onpeaensoT ONTUMaNbHYIO

CKOPOCTb 06MeHa AaHHbIMWN.
1G-Full Bbibepute oaHy u3
100M-Full PUKCUPOBAHHbBIX CKopocTen
100M-Half nepefayn, ecam MO KaKoM-TO
10M-Full npuumnHe $yHKUMA
10M-Half dBTOMaTU4YECKOro

cornacosaHma auto negotiation
He MOMeT bbITb MCNO/Ib30BaHa.

FDX Flow Ctrl (KoHmponb nomoka Full Duplex)
ITOT MapamMeTp paspellaeT UM 3anpeLlaeT BO3MOXKHOCTb KOHTPO/IA MOTOKA AaHHbIX B C/ydyae, ecsiu
none Speed (ckopocTb nepegayn AaHHbIX MO MOPTY) UMeeT 3HauyeHue “auto”. KoHeuHblh pesynbtart

6y[l,ET onpegeseH aBTOMaTUYECKM MexXay KommyTaTopom Moxa U NoAKAIYEHHbIMU yCTpOﬁCTBaMM.

Mapametp

OnucaHue

3HayeHuMe No yMONYaHUIO

Enable
BknroyeH

Bkntoyaer BO3MOXHOCTb
KOHTPO/IA NOTOKa npu pabote
YCTPOWCTBA B PEXUME CKOPOCTH
Auto.

BbikntoueH
Disable

OTKntovaer BO3MOXHOCTb
KOHTPONA NOTOKa npu pabote
YCTPOWCTBA B PEXUME CKOPOCTH
Auto.

BbikntoyeH
Disable

MDI/MDIX

Mapametp

OnucaHue

3HauyeHue no YMONIYAHUIO

Auto

MNossonsaer
ABTOMATMYECKMN
TAN  NOPTOB  MOAKNKOYEHHbIX
YCTPOMCTB U COOTBETCTBEHHO
M3MEeHATb CBOM T1N NopTa.

nopty
onpenenAaTtb

MDI

MDIX

Ucnonb3yiite 3HaueHns MDI
man MDIX, ecanm BO3HUKAOT
TPYAHOCTM C onpegeneHnem
TMNa nopTa C  MNOMOLbIO
byHKUMK aBTOMaTMYeCcKoro
cornacosaHuA auto negotiation.

Auto

Port Status (Cmamyc nopma)

Ta6nv1|.|,a MOKa3bIBAET CTATyC Ka*XA0ro nopTta, BKAKOYaA TN cpedbl, COCTOAHNE COeaNHEHWA, ynpaB/ieHne
NMOTOKOM AaHHbIX N COCTOAHME NOPTA.
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Port Status
N T T
1 100TX RJ45 Link Down - Disabled -
2 100TX RJ45. Link Down - Disabled -
3 100TX R145 Link Down - Disabled -
4 100TX RJ45 Link Down - Dizabled -
5 100TX RJ45 Link Down - Disabled =
3 100TX RJ45. Link Down - Disabled -
7 100TX R145 Link Down - Disabled -
G1 1000TX RJ45, 1008 Full MDIX Disabled Faraarding
G2 1000TX RJ45. Link Down - Disabled -
G3 1000TH RJ45. Link Down - Digabled -

Ucnone3osaHue ¢yHKyuu Link Aggregation

TexHonorus Link Aggregation (06beanHEHUS AMHUIA CBA3M) NO3BOAAET 06beAMHUTL HECKO/IbKO INHUIA
CeTeBOM CBA3U ANA NojsydeHua eauHoi rpynnbl Link Aggregation Group. MAC-knueHT paboTaeT ¢
rpynnow Tak, Kak byATo oHa npeacTaBsiaeT cobon 0AgHY IMHUIO CBA3U.

®yHKumAa Port Trunking B KommyTaTtopax Moxa no3BosseT ycTpoicTtBam obmeHMBaTbCA AAHHbIMU B
rpynnax, MakcMmasbHOe KOJM4YecTBO rpynn — A0 4, a MaKCMManbHOEe KO/IMYeCTBO MOPTOB B KaXKOOM
rpynne — 8. Ecnv ogHa 13 8 AMHMIA CBA3KW B Fpynne BbIMAET U3 CTPOA, OCTasibHble 7 INHUIA NPOJoAKAT
nepeaasaTb AaHHble, Pa3gennB mexay coboi NPonycKHy cNocobHOCTb KaHana.

®dyHKuma Port trunking mokeT 6biTb MCNonb3oBaHa Aas o0b6beaMHeHWs KommyTaTopoB Moxa o 8
NINHUAMM cBA3K. Ecnm Bce NopTbl Ha 3TUX ABYX KOMMyTaTopax paboTaloT B NOAHOAYMN/IEKCHOM peXume
100BaseTX, noTeHunanbHaa NPoONyckHaa cnocobHOCTb COeANHEHMA MOKET cocTaBuTb 1600 M6éuT/c.

KoHuenuwms Port Trunking

MpoTokon Port Trunking npepocrasnaeT cnegyowme NnpemmyLLecTsa:
e Bo/bLUYO TMOKOCTb KOMMYHMKALLMIA 33 CYET BO3MOXKHOCTM YBENNYUTD NMPOMYCKHY CNOCOOHOCTD
ceTu B 2 pa3a, B 3 pasa, B 4 pasa 1 aaxke o 8 pas.
e PesepBupoBaHME — €C/IN OfHA W3 NNHWUIA cBA3M obopBaHa, Tpaduk ByaeT NpoxoauTb uyepes
OCTa/ibHble IMHUWN AAHHOM FPyNMbl.
e PaspgeneHune HarpyskuM — obmeH AaHHbIMK ¢ 0gHUM MAC-KAMEHTOM MOXKET OCYyLLECTBAATLCA NO
HECKOJ/IbKUM JIMHUAM CBA3M
[Ona npepoTBpalleHMA MOAB/MEHMA LIMPOKOBELLATE/IbHOTO LWTOPMa WAM MeTenb B CeTU nepes
HacTpolikoh ¢yHKumMm Port Trunking oTKntouuMTe BCce COeAMHEHWMA MO MopTam, KoTopble Bbl xoTuTte
[06aBUTb K TPaHKY WK yaanuTb U3 Hero. MNoakntounte Bce HeobxoaMMble cOeaMHEHUA TONbKO noce
3aBepLIeHMA NpoLeaypbl HACTPONKM.
Ecnu Bce nopTbl Ha ABYyX 0OObeauHAEMbIX KOMMyTaTopaxX CKOHUrypupoBaHbl Kak 100BaseTX wu
nepenatoT JaHHble B pPeXMMe MNOJHbIA AynaeKkc, TO NOTeHUMaNnbHas MPONYCKHAaA CnocobHOCTb
coeguMHeHusa coctaBuT 1.6 6MT/c. ITO 3HAUMT, YTO MO/b30BaTENb CMOXET A0 8 pa3 yBeauyuUTb
NPOMYCKHYO CNOCOBHOCTb CeTM € NomolLbio GyHKUMKM Port Trunking mexkay ABYyMA KOMMYyTaToOpamu
Moxa.
Kaxkabih KommyTtaTtop Moxa MOXKeT MMeTb MakcuMym 4 TpaHK-rpynnbl. Korga Bbl akTuBupyete GyHKLNUIO
Port Trunking, cneaytowme HacTpoKku NopToB byayT cOpOLLEHbl HA 3aBOACKME 3HAYEHUSA MO YMOIYAHUIO
WA OTKIKOYEHDI:
e Hactpolikm pesepBrpoBaHna cBA3n byayT cOpoLLeHbl
e Hactpoiikm 802.1Q VLAN 6yayT cbpoLueHbl
e Hactpolikn Multicast-punbTpaumm 6yayT coOpoLleHsl
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e HacTpoiiku 610KMPOBKKM NOPTOB 6yAyT COHPOLLEHbI M BbIKAHOUYEHbI

e HacTtpoliku HasHauyeHus IP-agpeca ycTporictea byayT copoLleHsl

e HacTpoliKu 3epKanmMpoBaHuaA NopToB 6yayT cbpoLueHbl
Mocne akTMBaumm ¢yHKUMM Port Trunking Bbl cmoXKeTe CHOBa HACTPOWUTb AaHHble MapameTpbl A/A
Kak4oro TpaHK-nopTa.

Port Trunking (Hactpoiika ¢yHKummn Port Trunking)

Hactpoitkm Port Trunking Settings ncnonb3ytotca A4nA Ha3HAYeHWA NOPTOB B TPAHK-FPYNMbI.

Port Trunking

Group Trk1 v Type Static -
| Select | Port | MediaType | Descripon | LinkStatus |
v 1 100TX,RJ45 Link down 2
4 2 100TX,RJ45 Link down
4 100TX RJ45 Link down
6 100TX RJ45 Link down £
7 100TX RJ45 100M Full
G1 1000TX RJ4S5. Link down
G2 1000TX RJ45 Link down

[ Group | Type | MemberPorts |

Trx1 Static 1.2
Trk2 Static 3.5

LWar 1: Boibepute HyxHyto TpaHK-rpynny (Trunk Group).

LWar 2: BoibepuTe TMN TpaHKa (Trunk Type): Static (ctatuuecknit) unm LACP.

War 3: Bbibepute TpaHk-rpynny (Trunk Group), 4TOb6bl WM3MEHWUTb HY)KHble MOPTbI, €C/AU 3TO
HeobxogMmo.

Trunk Group (TpaHk-2pynna) — makcumym 0o 4 2pynn

Mapametp OnucaHue 3HayeHMe NO YMOHAHUIO
Trkl, Trk2, Trk3, Trk4 (3aBucut oT | OnpenenseT TeKywyto TpaHk- | Trkl
BO3MOXHOCTEWN MWKPOCXEeMbI | rpynmny.

KOMMyTaTopa, HeKoTopble  MopTbl
noaAep*KMBatoT To/IbKO A0 3 rpynn)

Trunk Type (Tun mpaHka)
Mapametp OnucaHue 3HayeHue No YMOHAHUIO
Static 3anaTeHTOBaAHHbIM NPOTOKO/ TPaHKa, peasn3oBaHHbIn | Static
Cmamuveckuli | kKomnaHuelt Moxa Cmamuyeckuli
LACP Mpotokon LACP (IEEE 802.3ad, Link Aggregation | Static
Control Protocol). Cmamuveckuti

Ucnone3oseaHue ¢yHKyuu Link-Swap-Fast-Recovery

®dyHKuMa Link-Swap Fast Recovery, akTMBMpPOBaHHasA Mo yMoOa4YaHMIO, NO3BoAAeT KommyTaTtopy MOXA
6bICTPO BEPHYTbCA K paboTe nocne oTKAOUYEHUA aBOHEHTCKMX YCTPOMCTB M NOAKAOYEHMA UX K APYTMM
noptam. BpemAa BOCCTaHOBNEHUA COeAWMHEHWUA COCTaBAAET MUANUCEKYHAbI, YTO JaeT OrpomHoe
NPEeMMYLLECTBO MO CPABHEHMUIO C OPUCHBIMM KOMMYTATOPaMM, Y KOTOPbIX 3TO BPEMA MOXKET PacTAHYTbCA
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00 HECKONbKMX MWHYT. Ona oTtkatodeHuna o¢yHKumm Link-Swap Fast Recovery wan noBTOpHON ee
aKTMBaUMK Mchnonb3yiTe cTpaHuuy Link-Swap Fast Recovery KoHconn wnu web-uHTepdelica, Kak
MOKa3aHOo HUXKe.

Link-Swap Fast Recovery

Enable

Enable Link-Swap-Fast-Recovery (BkatoueHue ¢pyHKyuu Link-Swap-Fast-Recovery)

Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
Enable/Disable YctaHoBuTe $1axKok ana aktmauum ¢pyHkumm Link- | Enable
BKsatouyeHa/8biknoueHa Swap-Fast-Recovery. BKknroueHa

Puabmpayua MHo20a0pecHo20 mpaguKka

dunbtpauma mHoroagpecHoro Tpaduka (Multicast Filtering) ynyywaeTr npousBoaMTENbHOCTb CeTel,
nepefalowWwmx MHOroagpecHble MakeTtbl. B AaHHOM pasgene pacCMOTPEHO, Kak  ¢uabTpauums
MHOroagpecHoro TpadurKa Mo¥KeT 6bITb NpUMeHeHa Ha Bawem KommyTaTtope Moxa.

Koruenyua gpunempayuu mHo2o0adpecHo20 mpagduka

Yto Takoe MHoOroagpecHblii IP-naker?

MHoroaapecHbli MakeT — 3TO NAKeT, MOCbIAEMbIA OAHMM XOCTOM HECKOJIbKMM ycTpoicTBam. Ero
noJsly4aT TO/IbKO Te YCTPOMCTBA, KOTOPble NPUHaA/IeXKaT K COOTBETCTBYIOLLEN ceTeBoM rpynne. Ecam ceTtb
HaCTpOeHa KOPPEKTHO, MHOTOaAPECHbIN NAKET MOXKET ObITb NOC/AAH TO/IbKO Ha KOHEYHYIO CTAaHUMIO UK
NOAMHOXECTBO KOHEeYHbIX cTaHumit cetm LAN wmam VLAN, npuHagnexawmx K rpynne noay4yeHus
MHoroagpecHoro Tpaduka. YneHbl 3TOW rpynnbl MoOryT ObiTb pacnpefesneHbl MeXay HEeCKOJbKMMU
noacetTaAmMM, NOSTOMY MHOroaapecHaa nepefaya MOXKeT NpoucxoauTb Kak BHyTpu LAN, Tak un uepes
WAN. Kpome Toro, cetun, KoTopble NogAepXMBatoT MHOroaAapecHyto nepeaady vyepes IP, moryt otcbiiaTb
TONbKO OZHY KOMWIO AaHHbIX, NOKa NyTW AOCTABKM AAHHbIX K LEeneBbiM rpynnam He pasongytca. YTtobbl
He 3aHMMaTb MPOMYCKHYKO MOJOCY CEeTU, TOJIbKO B TOYKAX pa3BeTBAEHWA MHOroagpecHble naKeTbl
aybnupytotca M nepecoinatotca ganbwe. MHOroagpecHblt nakeT MMeeT agpec rpynnbl NoayyYeHuA
MHoroagpecHoro Tpadu1Ka B nose agpeca HasHa4yeHUA B IP-3aronoske nakeTa.

MpeumyLiecTBa MHOroagpecHoro Tpadumka:

e lcnonb3oBaHue Haubonee spPeKTUBHOrO M TMOKOrO MeToAa [AOCTaBKM OAHOM U TON e
MHOPMaLMMN HECKOZIBKMM MOAyYaTeIAaM 33 O4HY Nepesauyy.

o [lOHMKEeHMe Harpy3Kn Ha MCTOYHMK Nepeaaun AaHHbIX (Hanpumep, cepBep), MOCKO/bKY emy He
NpMAEeTca AenaTb HECKO/bKO KONWiA NepeaaBaeMblX AaHHbIX.

e J¢pdeKTMBHOE WCNO/b30BAHME MPOMNYCKHOM CMOCOBHOCTM CeTM U OTCcyTCTBME npobniem npwu
pacwmpeHun rpynn noay4yeHns MHOTOagPecHoro TpaduKa.

e PaboTaeT coBMECTHO C ApyrMmu IP-npoToKonamu 1 cepercamu, Taknmmm Kak Quality of Service.

[Nna HeKOTOPbIX NPUIONKEHNA MHOTOALPECHA Nnepesaya ropasgo bonee spPeKTMBHA M pasyMHa, Yem
MHAMBUAYANbHAA paccbinka. K npumepy, MHOroagpecHas nepegada 4acTo WCMosb3yetca gns
BMAEOKOHbEPEHUNIN, MOCKONbKY 6osblune 06bembl TpaduKa [OMKHbI OTCbILIATLCA HA HECKOJ/IbKO
KOHEYHbIX CTaHUMIA OOHOBPEMEHHO, a 3TO MOMEeT BbI3BaTb 3HAYMTE/IbHOE  CHUXKEHUe
NpPoOM3BOAUTENbHOCTU CeTU. Kpome Toro, MHOrMe NpomblilwieHHbIe NPOTOKOALI, TakMe Kak Allen-Bradley,

66



EtherNet/IP, Siemens Profibus, Fondation Fielbus HSE, ncnonb3yioT mHoroagpecHyto nepegauvy. 3Tu
npombiwneHHble Ethernet-npoTokonbl — 3TO KOMMYHMKauMoHHble Mmogenn publisher/subscriber
(3patenb/nognncUmMK), OCyLLECTBASIOWLME MHOrOAAPEcHyo nepesadvy MakeToB, KOTopble Morau 6bl
«3aTonuTb» cetb Tpadpmkom. PyHKumA IGMP Snooping Nno3BonseT A0CTaBAATb MHOFOAAPECHbIN TPaduK
TO/IbKO TeM YCTPOMCTBAM, KOTOpble pPeasibHOro ero WCNoAb3ylT, CHMKaa obwuii Tpaduk B ceTax
Ethernet LAN.

dunbTpaumus mHoroagpecHoro Tpaduka

®OyHKUMA OUNbTPALMM MHOTOaAPECHOTO TpaduKa NO3BOAET rapPaHTUPOBaATb, YTO 3TOT TPadUK Nosyyart
TO/IbKO COOTBETCTBYIOLWME TPYMNNbl KOHEYHbIX CTaHumi. MNpu akTMBauumn AaHHOW ¢yHKUMM ceTeBble
YCTPOWMCTBA MOryT nepeaaBaTb MHOroagpecHble MNakeTbl TONbKO Ha MOPTbl, COEAWMHEHHble C
3aperncTpUpPOBaHHBIMU KOHEYHbIMWU CTaHUMAMU. [lBe cXeMbl, NPeACTaBAEHHbIE HUXKE, UANOCTPUPYIOT,
KaK BeZeT cebs ceTb NPU UCMOJIb30BaHUKN 1 6e3 UCNOb30BaHUA GUALTPALLMN MHOToagpecHoro TpadumKa.

Cemeb 6e3 punbmpayuu mHo2oadpecHoli nepeda4u
Bce XOCTbl MOAY4YaloT MHOTOAAPECHbIV TPAdUK, AaXKE EC/IN OH UM HE HYMKEH.

MHoroagpecHel NOToK, Mpynna 1 MHoroaapecHsit noTok, Fpynna 2

/

2 GMP Npynna 1 GMP lpynna 2 GMP Ipynna 1

Cemeo c punompayueii MHo2oadpecHoli nepedayu
XOCTbl NONYYAIOT BblAENEHHBIN TPAadUK OT APYIUX XOCTOB, NPUHASNEKALLMX TONbKO K TOM e rpynne.
MHoroagpecHel NoTok, Mpynna 1 MHoroagpecHblit NoTok, Fpynna 2

—
|

=4y =4y = =4

e e~ -t iy

pynna 2 GMP pynna 1 GMP lpynna 2 GMP Mpynna 1
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PunbTpauma mHoroagpecHoro TpaduKa U NnpombliLieHHble KommyTaTtopbl MOXA

KommyTaTtop Moxa ucnonbsyet ¢pyHKUmto IGMP (MHTepHET-NpoTOKOAN ynpaBaeHus rpynnamum) Snooping,
GMRP (MHoroagpecHbiit npotokon peructpaumm GARP) mn ¢yHKuMio aobaBneHus CTaTUYECKOro
MHoroaapecHoro MAC-aapeca Bpy4Hyto A5 aBToMmatuyeckoi duabTpaunm mHoroaapecHoro Tpaduka.

Snooping Mode (Pexum cnexceHus)

Pexxum Snooping Mode (Pexum cnexeHus) nossonsetr Ballemy KommyTaTopy nepeaasaTb
MHOroagpecHble MakeTbl TO/AIBKO Ha coOTBeTCTBylOWMe nopTbl. KommyTtatop oTcnexuBaer obmeH
OAHHbIMU Mexay xocTamu n IGMP ycTpoMcTBamMM, TaKMMM KaK MapLLPYTU3aTOPbl, U onpeaenseT nopTol,
KOTOPbIe HYXAAIOTCA B MONYYEHUN 3TUX NAKETOB, U fafiee COOTBETCTBYOWMM 0H6pa3om ycTaHaBaAMBaeT
cBou GUABTPbI.

IGMP Snooping Enhanced Mode (PacwupeHHbliii pexcum caexceHus IGMP)

Pexunm Snooping Enhanced nossonseT Bawemy KOMMYyTaTOpy NepecbiiaTb MHOrOaApecHble NakeTbl Ha
nopT Agpyroro Kommytatopa Moxa. EcAM OTKAOUMTb AaHHbIA  PeXMMm, NaKeTbl AaHHbIX 6yayT
OTNPaBAATLCA Ha NOPT Querier, TaK»Ke Kak Ha NOPT 3/1eMeHTa MHOTOaAPECHOM nepeaayn.

Query Mode (Pexcum 3anpocoe)
PeXnm 3anpocoB No3BoAseT KOMMyTaTopy paboTaTb Kak Querier, ecan y Hero camblit HU3KKMI IP-agpec B
NOACETU, K KOTOPOM OH NPUHAANEKMUT.

MpumeyaHue:
Pexxnum IGMP Snooping Enhanced noaaepkuBaeTca TO/IbKO KOMMYyTaTopamMu 2 ypOBHA.

Pexxum IGMP-3anpocos (IGMP querying) akTMBMpOBaH Ha KOMMyTaTopax Moxa Mo yMoa4YaHuio, YTobbl
nsbexaTb cMTyaLMi, KOrga MapLupyTM3aTopbl MHOroaapecHoro Tpaduka He cnenytoT npasuay Bblibopa
camoro Huskoro IP-agpeca. AKTUBMpPYHTE peXMM 3anpocoB ANA 3anycka MHOroafpecHbIX Ceccuii B
cetax, rae Het IGMP-maplipyTnusaTopoB (MAM querier-ycTpoiicTe). PeXmMm 3anpocoB MO3BOASET
nonb3osatenam BKkAKUUTb IGMP Snooping ¢ nomowpto VLAN ID. KommyTatopbl Moxa noanep*kusaroT
IGMP Snooping Bepcun 1, Bepcum 2 n Bepcumn 3. Bepcma 2 coBmectum c Bepcuen 1. Bepcuelr no
ymonuaHuio asnsetca IGMP V1/V2.

MpumeyaHue:
KommyTtaTopbl 3 ypoBHA COBMECTUMbI C /t06bIM YCTPOMCTBOM C npoTokoaom IGMP v2 n IGMP v3.
KommyTaTopbl 2 YPOBHA NOAAEPHKMBAIOT TONbKO NPOTOKoA IGMP v1/v2.

IGMP Multicast Filtering (bunbTpaumns mHoroagpecHoro Tpadpuka IGMP)

®dyHKuMA IGMP uncnonb3yetca ceTeBbIMM YCTPOMCTBAMM C Noagep:kkoih IP gna perncrtpaumm xoctos
MHoroagpecHbix rpynn. OH moXeT mucnoab3osaTbca Bo Bcex cetaAx LAN m VLAN, cocroAwmx us IP-
MapLLpyTU3aTOPOB, CNOCOBHbIX NepeaaBaTb MHOroOaApecHblit TpaduK, U APYrux CeTeBbIX YCTPOWCTB,
NoALEepKMBAOLWNX MHOroapecHyto o¢unbTpaumto. KommyTtatopbl Moxa noaaepuBatoT yHKLMIO
IGMP Bepcuin 1, 2 n 3.

IGMP sepcuu 1 u 2 pabomaem cnedyrowium obpasom:

e |P-mapwpyTtusatop (Mam querier) NnepuoanyYeckn OTCbIIaeT NaKeTbl 3aMPOCOB Ha BCE KOHEYHble
ctaHumMm LAN wam VLAN, nogcoefmHeHHble K Hemy. [na cetem Cc HeckonbKumu |IP-
MapLLpyTU3aTopamu, YCTPOMCTBOM querier OyaeT MaplipyTM3aTtop C CambiM HU3KUM |IP-
agpecom. Kommytatop c IP-agpecom HuKe, yem y apyrux IGMP queriers ceTn, MOXKeT cTaTb
IGMP querier.

68



e Korga IP-xocT nonyyaeT makeT € 3anpocoM, OH OTCblJaeT Has3ag OTYETHbIWM MaKeT, KOTOopbli
YKa3blBaeT, YTO [AHHAA KOHeYHas CTaHuuMA xoTena 6bl NPUCOEAMHUTBCA K MHOFOagpecHoi
rpynne.

e Korga oTyeTHble MaKeTbl AOCTaBAAIOTCA Ha MOPT KOMMYyTaTopa C aKTMBMPOBAHHOM yHKLMeEN
IGMP Snooping, KOMMYTaTOp MOHMMAET, YTO MOPT AO0/IKEH nepeaaTb TPaPUK MHOroaapecHom
rpynne, v ganee nepesaeTt OTYETHLIN NAKET MapLLpyTM3aTopy.

e Korga mapwpyTmsaTop MO/iy4aeT OTYETHbIM nakeT, oH o¢uKcupyeT, 4yTto B LAN wnam VLAN
TpebyeTca oTNPaBAATb TPAdOUK A1 MHOFOALPECHbIX TPy,

e Korga mapwpyTtusaTop HanpasaseT Tpapuk mHoroagpecHoit rpynne LAN wam  VLAN,
KOMMYTaTOpPbl TO/IbKO NepPechINatoT TpaduK Ha NOPTbI, KOTOPbLIE NOYYMAN OTHETHDIN NaKeET.

IGMP sepcuu 3:

IGMP Bepcun 3 noppepkmeaet "GUAbTpaLMIO UCTOUYHMKA", KOTOPbIA NO3BOAAET CUCTEME OMNPELENNTD,
KaK OTOUNbTPOBaTb MaKeTbl OT YKAa3aHHbIX UCTOYHMKOB aapecoB. CucTeMa MOXKET BeCTu nmbo 6enblit,
NMB0 YepHbI CMUCOK UCTOYHMKOB.

CpasHeHue sepcuii pyHKyuu IGMP

Bepcusa IGMP OcobeHHOCTH O6pasey,
V1 a. MNepuogunyeckuit 3anpoc RFC-1112
Bepcua 1
V2 CoBmecTnm ¢ Bepcmen 1 M AONONHEHUAMM: RFC-2236
Bepcua 2 a. 3anpocbl 4N1A KOHKPETHOW rpynnbl

b. CoobueHuns Bbixoaa 13 rpynmbl

c. Mepepaya ocobbix 3anpocoB Ansa TOro,
yTobbl YOEeauTbCs, YTO cooblleHne BbiIXoAa
6b110 NocneaHUM B rpynne

d. Bwibop Querier

V3 CoBmectum c Bepcmamun 1, 2 n AONONHEHUAMM: RFC-3376
Bepcusa 3 a. ®PuabTpauua NCTOYHMKOB

- NPUHUMATb  MHOroagpecHbin  Tpadumk  OT
KOHKPETHOTO UCTOYHMKA

- NPUHMMATb MHOTFOaZpPecHbIn TpaduKk oT ntoboro
WCTOYHMKA, KPOME YKa3aHHOTo

GMRP (MHoroagpecHblii npoToKon peructpauum GARP)

KommyTaTopbl Moxa noaaep:kvsator npotokon IEEE 802.1D-1998 GMRP (MHoroaapecHbI NpoToKo
pernctpaunn GARP), KoTopbl oTau4yaetcs OT npoTokona IGMP (MIHTepHeT-NnpoTOKoAN ynpaBaeHus
rpynnamum). GMRP — 3T0 MHOroagpecHbln NpoToKoa Ha ocHoBe MAC-aapeca, a IGMP — Ha ocHose IP.
GMRP obecneunBaeT MexaHW3M, MO3BOIAIOWMIA MPOMENKYTOUYHBIM WM  KOHEYHbIM YCTPOMCTBAM
OVHaMUYECKU perucTpupoBaThbCa U OTMEHATb perncrtpaumio B rpynne. ®dyHkumm GMRP aHanorunyHbl
GVRP, 3a nckntoveHuem toro, 4to GVRP pernctpmpyetr mHoroagpecHbole agpeca Ha noprtax. Korga nopt
nosyyaet coobuweHne GMRP-join, oH perucTpupyeT B cBoeil H6ase AaHHbIX MHOroaApecHble aapeca,
€C/IM TaKoM ajgpec He 3aperucTpMpoBaH, a BCe MHOroafpecHble MaKeTbl C 3Toro agpeca 6yayt
nepeHanpasneHbl B 3ToT nopt. Korga nopt nonyyaetr coobuweHne GMRP-leave, OH OTMeEHUT
perncTpaumnio MHOroagpecHoro agpeca B cBoein 6ase AaHHbIX, @ BCE MHOroafpecHble MaKeTbl C 3TOro
afpeca He cMoryT b6bITb NepeHanpaB/ieHbl B 3TOT NOPT.

CraTuyeckuii MHoroaapecHblii MAC-aapec
HeKoTopble ycTpoicTBa MOTyT NOALEPKMBATb TONIbKO MHOIOaZApECHbIe MaKeTbl, HO He NOAAEPKMUBAIOT
HU IGMP Snooping, HU GMRP. KommyTatopbl Moxa noagepKusatoT obaBneHne MHOroagpecHblx rpynn

BPYYHYHO 415 TPYNNOBOM GUALTPaLMM.
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BkaoyeHune puabTpaLMm MHOroagpecHoro Tpaduka

Ucnonb3yiite Web- nan nocnegosaTenbHyl0 KOHCOb ANA BKAOUYEHUA/OTKAOYeHUA dyHKUmnin IGMP
Snooping u IGMP querying. Ecan ¢yHKuma IGMP Snooping HeaocTynHa, Torada MHoroagpecHsbii IP-
TpaduK BCcerga nepeHanpasaseTcA Ha BCe NOPTbI, HArpy»Kas ceTb.

IGMP Snooping

®dyHKUMA IGMP Snooping aHanu3MpyeT BCce NaKeTbl MHOroagpecHoro TpaduKka M nepenaét nakeTbl
TO/IbKO Ha Te NOPTbl, KOTOPbIM 3TOT TPAadUK NpeaHasHa4YeH, yMeHbLlasa TemM cCaMblit 06bem Tpaduka B
ceTu.

MpumeyaHue:
Korga BkntoyeHa ¢pyHKums Port-Based VLAN, ¢yHKuma IGMP Snooping byaeT oTkntoyeHa.

Hacmpolika IGMP Snooping

f IGMP Snooping Setting

Snooping Query Imerval (sec)

Enatie Mulbcsst Fas! Forwardng Mode

Tnabe
1GMP Static Multicast Quarier Port
Snoopeg
11 12 1-3 14 24 W22 (@23 M4 H39 32{A

K
w
i
)
)
%
)
P
w
u
)

Enable IGMP Snooping (Global) — BkntoueHue ¢pyHkyuu IGMP Snooping
Mapametp OnucaHue 3HayeHue no
YMOJIYaHUIO
Enable/Disable MoctaBbTe ranouyky IGMP Snooping Enable B | Disable
Bksto4eHa/8biKo4eHa BEPXHEW YacTW CTPaHMULbl ANs BKAOYEHUA QYHKUMMK | BbiKarouyeHa
Ha KOMMyTaTope.

Query Interval (Mepuod epemeHu mexdy 3anpocamu)

Mapametp OnucaHue 3HayeHue no
YMOIHaHUIO
YucneHHoe 3HauyeHue, | 3aganTe MHTepBan mexay 3anpocamm ot 20 go 600 | 125 cekyHp,
3agasaemoe CeKyHA.
nosib3oBaTenem

Enable Multicast Fast Forwarding Mode (BkatoueHue pexcuma Multicast Fast Forwarding)

Mapametp OnucaHue 3HayeHue no
YMOJIHaHUIO
Enable/Disable AkTuBMpyinTe ranouky Enable Multicast Fast | Disable
BKntoyeHa/8biK0ueHa Forwarding Mode ana aktMBauuu 6bicTporo | BoikawoueHa
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NepecTpoeHMa  MapLpyToB  MHOroagpecHom
nepegayn JaHHbIX B CAyyYae cpabaTtbiBaHuMA
pe3epBUPOBaAHMA MO TEXHONOTUU KKONbLLOY.
Heobxogmmoe ycnosue: NpoTtokon Turbo Ring V2
unv Turbo Chain gonxKeH 6bITb BKAOYEH.

Enable IGMP Snooping (BknroyeHue ¢pyHkyuu IGMP Snooping)

Mapametp OnucaHue 3HauyeHue no

YMOIYAHUIO
Enable/Disable Bkntoyaer wam BbikAtoyaeT oyHKUMO IGMP | BKatoyeHa, ecau
BKntoyeHa/8blKAo4eHa Snooping ansa KoHKpeTHoro nopta VLAN. IGMP  Snooping
aKTMBMpPOBAHa Ha

KOMMYyTaTope.

Querier (Onpawusarowee ycmpoiicmeo)

Mapamertp OnucaHue 3HayeHue no
YMOJIYaHUIO
Disable BbikntoyaeT pyHKumto Querier. V1/V2
BoikntoyeHa
®nanku V1/V2 u V3 V1/V2: BkaovaeT GyHKUMIO OTMPaBKM 3anpocos

IGMP snooping Querier sepcuun 1 n 2.
V3: Bkaoyaetr ¢yHKUMIO OTMAPaBKM 3anpocos
IGMP snooping Querier Bepcum 3.

Static Multicast Querier Port (Cmamuyeckuli nopm Multicast Querier)

Mapametp OnucaHue 3HayeHue no
YMOYaHUIO
Select/Deselect BbibepuTe nopTbl, KoTOpble ByayT nogkatoueHbl K | Disable
Bbibpams/ommeHums MapLupyTu3aTopy. 3T nopTbl ByayT nonyyaTb Bce | BoikawouyeHa
8bibop MHOroagpecHble MnakeTbl OT WCTOYHMKA. [aHHas
¢yHKUMA OyaeT aKTMBHA TONbKO TOrAda, Koraa
BKAtoYeHa GyHKUMA IGMP Snooping.

MpumeyaHue:

Ecan mapuwpytmsaTop Man KOMmyTaTop 3 YPOBHA MOAK/IOYEH K ceTW, OH ByaeT BbICTynaTb B KayecTse
onpalmBatollero ycrporcrsa Querier, a Ha KomMMyTaTopax 2 ypoBHA pAaHHaa o¢yHKumA Oyaer
OTKNIOYeHa.

Ecnun Bce KommyTaTopbl MOXa B CETU — KOMMYTATOPbI 2 YPOBHA, TOr4a TO/IbKO OA4MH KOMMyTaTop byaeT
BbICTYNaTb B POJIM ONpalunBatoLero yctponctea Querier.

MpumeyaHue:

Pexxnm Multicast Fast Forwarding — opgHa w3 ¢yHKumin TexHonorum V-ON, obAsaTenbHas ana
KommyTaTopoB 2 U 3 ypoBHeil. bonee noapobHo — B pykosoacTee Moxa Managed Ethernet Switch
Redundancy Protocol (Ul 2.0) User’s Manual.

IGMP Group Status (Cmamyc epynn IGMP )

KommyTtaTtop Moxa nokasbiBaeT TeKyLmMe akTMBHble rpynnbl IGMP. HuKe noKasaHbl HAacTPOMKK rpynnbl
IGMP no VLAN ID.
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IGMP Group Status
| Gynomic Rouier Port | Satic Rowter Port___| Guorier Conmecied Port | Fole |

[Growp | Pon | Verson | Forbode | Sowress

NHbopmauma 0 aHHbIX HAacTpOIKax:

e Dynamic Router Port: [JaHHbII NapameTp yKasbIBaeT Ha TO, YTO MapLUPYTU3aTOP NOAKALOYaeTCA
K/nocbliaeT nakeTbl U3 3TOro nopta (-o.).

e Static Router Port: OTobparkaeT ctaTuyeckme nopTbl multicast querier.

e Querier Connected Port: OTobpakaeT NopT, NOAKAOYEHHbIN K OMNpalliMBaloLLEMY YCTPOWCTBY
querier.

e Role: OTobpakaert, asnserca v a1oT nopT VLAN onpalumBaowmm NopTom querier, Uam Her.

e Group: OTobparkaet IP-agpeca multicast-rpynnbi.

e Port: MokasbiBaeT NOPT, KOTOpbIA nosaydaeT multicast-nakeTbl WMAM NOPT, KyAa NaKeTbl
nepeaspecoBaHbl.

e Version: OTobpaxaet Bepcuto IGMP Snooping.

e Filter Mode: Yka3sbiBaeT, 4To rpynnoBoi afpec UCTOYHUKA BK/IKOYEH MM UCKIIOYEH U3 CNUCKA.
PaboTaert, korga BkaodeHa dyHKuma IGMPv3.

e Sources: IP-agpec UCTOYHMKA MHOrOaApPeCcHOro MOTOKA AaHHbIX, Korga BKAtoYeHa ¢yHKuuA
IGMPv3.

Stream Table (Tabauya nomoka)

Ha pucyHKe HUKe 0TobBpaXKeHO COCTOAHWE Nepenayn MHoroagpecHoro notoka no VLAN ID:
IGMP Stream Status

| Index | Sweam Group | Sweam Source | Port [ MemberPons |

239 255 255 250 m2.21.2.29 2

Stream Group: IP-agpec rpynnbi.

Stream Source: IP-agpec UCTOYHMKA MHOr0aApPEeCcCHOro NOTOKa AaHHbIX.

Port: MNopT, KOTOPbIN NPUHUMAET MHOTOAAPECHbIN NMOTOK AaHHbIX.

Member ports: MopTbl, KOTOPbIM NepeaspPecoBbIBaOT MHOrOaAPECHbIN NOTOK AAHHbIX.
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MpumeyaHue:
Tabnvua mHoroagpecHoro notoka IGMP goctynHa K NpoCMOTPY TOJIbKO Ha KOMMYyTaTopaxu 3 ypPOBHSA.

Static Multicast Addresses (Cmamuyveckue mMHo2oadpecHble adpeca)

Static Multicast Address
MaAC Address

Mamber Port -
G2 53

MpumeyaHue:
01:00:5E:XX:XX:XX — 3ato MAC-agpeca IP Multicast. Aktusmpyiite ¢yHKumMo IGMP Snooping ans
aBTOMaTMYECKOWN KnaccudmKaLumm.

MAC Address (MAC-adpec)
Mapametp OnucaHue 3HayeHue no
YMOYAHUIO
Integer Beegute Homep VLAN, KoTopoit npuHagnexut | Het
AaHHbIi MAC-agpec.
Member Port (BbibpaHHble nopmeoi)
Mapametp OnucaHue 3HayeHue no
YMOYAHUIO
Select/Deselect MpocTaBbTe PpaaxKKM OKONO NOPTOB, KOTOpble XoTUTe | HeT
Bbibpame/ommeHums nobasuTtb B multicast-rpynny.
8blbop

Hacmpotika npomokona GMRP

GMRP — 3TO NpPOTOKOA ynpasaeHMA MHOroagpecHbimn paccblikamu no MAC-agpecam, B oTanymne ot
npotokona IGMP, ocHoBbIBatowerocs Ha IP-agpecax. GMRP obecneunBaeT mexaHM3Mm, NO3BOAAIOLLNIA
NPOMENKYTOUYHbIM M KOHEYHbIM YCTPOMCTBAM AMHAMUYECKU PEFUCTPUPOBATLCA U OTMEHATb PErUCTPaL IO
B rpynne.
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GMRP Settings
I 3 N N
Enable GRMREF 1 2 3 4 5 & &1 ¥, L3
GMRP Status
Enable GMRP (BkatoueHue ¢pyHkyuu GMRP)
Mapametp OnucaHue 3HaueHue no
YMOIYaHUIO

Select/Deselect
BKstouyeH/8biKoueH

BkntoyaeT unm BbikAtovaeT ¢yHKUMo GMRP ana | BelknatodyeH
nopTa, BbIGPaHHOro B KOJMIOHKe Port (Ha KapTuHKe
Bbilwe).

GMRP Status (Cmamyc ¢pyHKyuu GMRP)
KommyTtaTtop Moxa oTobparkaeTt Tekywume aktmsHblie rpynnbl GMRP, KoTopble 6b11M 06HapyKeHbl.

MAC Address: MAC-agpec MHOroaapecHOM Paccbl/iKu.
Static Port: Agpec mHOroagpecHom paccbi/ikK, 3aJaHHbl B BUAE CTaTUYECKOro agpeca.
Learned Port: Aapec mHoroaapecHo paccbliikK, onpeaenieHHbln ¢ nomoubio GMRP.

®PyHKUMA HasHayeHMA MpuopuTeTa CEeTeBbIM MaKeTam Mo3BosAeT obecneynTb BbICOKOE KayecTBo
cepsuca (Quality of Service, QoS) ceT u NOBbLICUTbL HaAEXKHOCTb AOCTaBKWU AaHHbIX. [onb3oBaTesnb
MOXeT Ha3HayaTb MPUOPUTET NakeTam Takum ob6pasom, 4yTobbl Hambonee BakHble [aHHbIE
OOCTaB/IANNCL C HaMMeHbluen 3agep:kkon. PyHkuma Quality of Service (QoS) 3agaeT pag npasun ana
KOHTpoAA TpaduKa. Mpasuaa onpenenatoT TMn TpadmKa 1 TO, KaK KOMMYTATOP L0/IXKEH pearMpoBaTtb Ha
npoxoxaeHue yepes Hero Tpaduka onpeaeneHHoro Tuna. Kommyrtatop MOXA pacnosHaeT Kak Teru |EEE
802.1p/1Q CoS 2-ro ypoBHs, Tak 1 ToS Tern 3-ro yposHa. yHKLUMA QOS NoBbilaeT NPOU3BOAUTENBHOCTb

®yHKyua QoS (Bbicokoe kayecmeaso cepsuca)

N HaaeXHOCTb MPOMbILNEHHbIX ceTen.

CyLLEeCcTBYIOT YeTbipe TMMa HacTPoeK GyHKUMM QOS B 3aBCUMMUCOTU OT MOAEAN KOMMYyTaTOpa:

Tun Mopgenb
Tun 1 EDS-510E, EDS-G512E-8PoE
Tun 2 EDS-G508E, EDS-G512E-4GSFP, EDS-G516E-4GSFP
Tun 3-1 EDS-518E, IKS-6726A, IKS-6728A, IKS-6728A-8PoE
Twn 3-2 IKS-G6524A, IKS-G6824A, ICS-G7526A, ICS-G7826A, ICS-G7528A, ICS-

G7828A, ICS-G7748A, ICS-G7848A, ICS-G7750A, ICS-G7850A, ICS-G7752A,
ICS-G7852A

KoHuenyusa npuopume3ayuu mpaguka

HasHayeHune npmnopuTeTa CETEBbIM NAaKETaM NO3BOJTIAET ,ﬂ,O6VITbCF| TOro, yTOob6bI HanboNee KPUTUYHbIE KO
BpemMeHN AOO0CTaBKU WU Hanbosiee BaXKHble MaKeTbl A0CTaBNANIUCD CTabUNbHO U C MWHUMaAJIbHOM

3aZeprKKoi. MpenmyLLecTsa UCNob30BAaHUA NPUOPUTE3ALLMM TPADUKA:
e YaydweHue NPon3BOANTENbHOCTM CETU 3a CHET KOHTPOIA Had TPadUKOM 1 Neperpyskamu ceTu.




e HasHauyeHue npuopuTeTa ANA pPasHbiX TMNOB TpaduKa. Kak npasBuio, BbLICOKUI NpUopuUTET
3343eTcA MaKeTam, KPUTUYHbIM KO BPEMEHW AOCTaBKM, M AaHHbIM, Ba)XHbiM Ana OusHec-
npoL,eccos.

e (ObecneyeHne npeackasyemon NPonycKHOM CnocObHOCTU ANA MyAbTUMEANNHBIX NPUIONKEHWNN,
TaKMX KaK BUAEOKOHPepeHUnn nam nepegada ronoca no IP (voice over IP).

o [loaaep:KKa NpPon3BOANTENILHOCTU CETU NpU pocTe TpaduKa. PyHKUMA NpuopuTesaunmn Tpadumka
Nno3Bo/IMT M3b6exKaTb HE0HBXOAMMOCTU HapaLMBaHMNA NPOMNYCKHOM CNOCOBHOCTM CeTHU.

B KommyTaTopax Moxa npuoputesauma TpaduKa NOCTPOEHa Ha MCNONb30BaHMU YeTbipex ouvepeel
TpaduKa. MNakeTbl c 6onee BbICOKMM NPUOPUTETOM OTCbINAKOTCA MO OAHOM oYepenm, OCTasibHble NAKETbI
¢ 6o1ee HU3KMM NPUOPUTETOM — MO APYIMM.
Mpuoputesaums Tpaduka B EDS ocywiecTBnaeTca B COOTBETCTBMM C ABYMS CTaHAAPTAMM MapPKUPOBKMK U
KnaccuduKaumm NakeTos:

e [potokon IEEE 802.1D — mapKMpoOBKa 2-ro ypoBHA

o Differentiated Services (DiffSev) — mapkupoBKa 3-ro ypoBHs

CraHaapT mapK1MpoBKku Tpaduka IEEE 802.1D

MapKunpoBKa Tpadumka IEEE Std 802.1D, 1998 nossonser obecneynTb BbICOKUI YPOBEHb CepBMCa CETU
(Quality of Service, QoS). YpoBHM cepBuca Tpaduka 3agatoTca B 4-6anTtHom Tere IEEE Std 802.1Q,
KOTOpbIM NpeaHasHavyeH ana nepegayun naentudurkatopa VLAN, a TakKe AaHHbIX O NpYopUTETE NaKeTa
IEEE 802.1p. 4-6aliTHbIN Ter cneayeT HenocpeacTBeHHO nocne nonen MAC-agpeca nonydatens n MAC-
ajpeca otnpasuTens.

MapKnpoBKa TpadpuKa IEEE Std 802.1D, 1998 Ha3zHauaeT ypoBeHb npuoputeTa IEEE 802.1p o1 0 go 7 ans
Ka)k4oro kagpa. 370 onpegenset ypoBeHb CEPBMCA, KOTOPbIN AaHHbIA TMN TpaduKa A0NKEH NOAYYnTb. B
Tabnunue HUXKe NoKasaHbl YPoBHU NpuopuTeTa IEEE 802.1p A4nA pasnnyHbIX TUNOB TpaduKa.

YpoBeHb Twun TpadwumkKa IEEE 802.1D
npuopuTteta IEEE
802.1p

0 Best Effort (default)
HeazapaHmuposaHHbil (Mo ymoavyaHuio)

1 Background
®oHosbIl

2 Standard (spare)
CmaHdapmHsiii (pe3epsHbili pexcum)

3 Excellent Effort (business critical)
Pextum 8bICOK020 Kayecmea (Kpumu4vecKu eaxcHoe 041 busHeca)

4 Controlled Load (streaming multimedia)
KoHmponupyemas 3aepy3ka (momokogas nepedaya myabmumeouliHbix OAHHbIX)

5 Video (interactive media); less than 100 milliseconds of latency and jitter
Budeo (uHmepakmueHas cpeda); meHee 100 mc 3a0epiHKu

6 Voice (interactive voice); less than 10 milliseconds of latency and jitter
lonoc (uHMepakmueHasA cpeda); meHee 10 Mc 300epKu

7 Network Control Reserved traffic
KpumuyHeili mpaguk yrnpasaeHus cemoto

HecmoTps Ha To, uTo cTaHgapT IEEE 802.1D aBnAeTca camon pacnpoCTpaHEeHHOM CXeMon HasHayeHun
NPUOPUTETOB CETEBLIM NMaKeTaM, Y HEFrO eCTb HECKO/IbKO OFPaHUYEHNI:
e OH TpebyeT Hanunume pononaHuTenbHoro 4-6akitHoro Tera B Ethernet-kagpe, 4to 06bI4HO
ABnseTca onumelt B Ethernet-cetn. bes atoro Tera cxema paboTaTb He byaerT.
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e Ter aBnaeTca YacTbto 3aronoska IEEE 802.1Q, nostomy Ana Toro, 4Tobbl NPUMeHATb QOS Ha 2-m
YPOBHE, BCA CETb A0J/IXKHA NoaaepkueaTb TernposaHme |IEEE 802.1Q VLAN.

e DJTOT CTaHAapT noagep)Kmpaetca TOAbKO B cetax LAN un  He nogaepxusaercA B
mapupytmnsnpyembix WAN coeguHeHunax, nockonbky Tern |IEEE 802.1Q npwn npoxope 4yepes
MapLpyTU3aTop y4anatoTca.

CraHaapT mapkuposku Tpaduka — Differentiated Services (DiffServ)

DiffServ — 3To cTaHAapPT MAapPKMPOBKM 3-r0 YPOBHA, KOTOPbLIN UCNONb3YET ANA XPaHEHUA MHPOPMaLMKN O
npuoputete naketa none DiffServ Code Point (DSCP) B 3aronoske IP-npotokona. DSCP saBnsetcs
nepenoBOli TEXHONOIMEN MpUOpUTE3aLMWM MAKETOB, MOCKOJIbKY MO3BONAET 3ajaBaTb CEeTM cnocobbl
Ha3HA4YeHMA NPUOPUTETOB pPa3IMYHbIM TuNam Tpadumka. DSCP ucnonblyetr 64 3Ha4YeHUA, KoTopble
COOTBETCTBYIOT 3aJaBaemMbiM [M0JIb30BaTE/IEM YPOBHAM CepBMCA, YTO MO3BOAAET MaKCUMMANbHO
3pPEeKTMBHO ynpaBAATb CETEBbIM TPADUKOM.

MNpenmyuiecrea DiffServ no cpasHeHuto ¢ IEEE 802.1D:

e B0o3MOXHOCTb ynpaBieHus 0bpaboOTKOM pPas3/IMYHbIX TUMOB TpaduKa B KOMMYTATOpe nyTem
Ha3HayYyeHMA Kaxaomy Tmny TpaduKa CBOEro ypoBHA CETEBOMO CepBuca.

e He TpebyeT Ucnonb3oBaHMA AOMNONAHUTENbHbIX Nonel Ethernet-kaapa.

e DSCP ucnonb3yet IP 3aronoBok naketa, NO3TOMY Ha3HA4YeHHbIA MPUOPUTET COXPaAHAETCA He
TO/IbKO B /IOKA/IbHOWM CETK, HO 1 NpU Nepegade vyepes NHTepHeT.

e DSCP obpatHo coBmectum ¢ IPV4 TOS, 4yto nos3Boaser pabotaTb C CYLECTBYHOLMUMMU
YCTPOMCTBAMM, NCMONb3YIOLMMM CXEMY HasHauyeHua npuoputetos TOS 3-ro ypoBHs.

HasHauyeHue npuoputeTa TpadUKy

KommyTtatop Moxa knaccuoumumpyetr TpadmKk Ha OCHOBe 2-ro ypoBHA 7-ypoBHeBoit mozenn OSI u
Ha3Ha4yaeT nNpuopuTeT TpaduKy B COOTBETCTBUM C MHPOpPMAUMENn O NpuopuTeTe, CofeprKallenca B
npMHUMaemMom Kagpe. Bxogawmii TpaduKk Knaccuopuumpyetcs Ha ocHoBe ¢ppeirma |EEE 802.1D wu
nepeHanpaBaAeTcA B o4Yepesb COOTBETCTBYHOLLETO NPUOPUTETA B COOTBETCTBUM CO 3HAYEHMEM YPOBHA
cepsuca |IEEE 802.1p, 3agaHHOro B Kagpe. 3HaueHUn ypoBHA cepBuca 3agatoTca B 4-6anTHom Tere |IEEE
802.1Q, noatomy Tpaduk byaeT coaeprkaTb 3HauyeHMA npuoputeta 802.1p TONLKO B TOM C/ly4yae, ecnu
ceTb CKoHourypmposaHa ¢ VLAN TervpoBaHvem. TpaduK NpoXoauT Yepes KOMMYTATOp C/leaylomm
obpasom:

e [lakeT, NoNyYeHHbI KOMMYTAaTOPOM, MOKET COAEPKaTb UK He cogepKaTb Ter 802.1p. Ecam oH
He COAEpPKUT AaHHbIN Ter, TO eMy HasHadaeTca Ter 802.1p no ymonyaHuio (06bi4HO 370 0). JIbo
NaKeT MOKET BbITb MapKMpoBaH HOBbIM Terom 802.1p, YTO NPMBEAET K TOMY, YTO BCE AaHHbIE O
ctapom Tere 802.1p 6yayT noTepsaHbI.

e [lockonbky Bce ypoBHWM npuoputeta 802.1p COOTBETCTBYIOT oyepelAam TpaduKa, TO MaAKET,
NoAroTOBNAEHHBIM ANA nepefayn, byaet NnomelleH B COOTBETCTBYOLWYO ovepeab. Korga naker
OKaXKeTcs B ronose odepenmn u 6yaert rotos K nepesave, KOMMYTATOpP onpeaenmT, TerMpoBaH /in
TEKyLWNit BbIXOgHOW NopT ana gaHHou VLAN. Ecam 370 Tak, B paclwumpeHHom 3arososke 802.1D
6yaneT ncnosb3oBaH HoBbIn Ter IEEE 802.1p.

e KommyTatop Moxa npoBepuT NaKeT, MOAYYEHHbI Ha BXOAHOM MOPTEe, B COOTBETCTBUU C
Knaccuodmraumen tpadumka IEEE 802.1D M Ha3HAYUT emy NpMOpUTET Ha OCHOBe 3HayeHuA |EEE
802.1p B maHHOM Tere. MIMeHHO 3TO 3HauYeHWe onpeaenseT, K Kakoh oyepeam TpaduKa byaet
OTHeCeH MakKeT.

Ouepeau nakeros

[na BO3MOXKHOCTM MpuopuTesaummn Tpaduka KommyTatop Moxa NoaLeprKMBaeT HECKOIbKO oyepenel
nakeToB. TpaduK C BbICOKMUM MPUOPUTETOM MPOMAET Yepe3s KomMMyTaTop, He Byayun 3agepiaHHbIM
Tpadukom c 6onee HU3KMM MpuopuTeTom. Korga naker AoCTaBAAseTCA Ha KOMMYyTaTop, Ha BXoAe OH
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nofsepraetcA  onpedeneHHon obpaboTke  (Knaccudukaums,  MapKUpOBKa/pemapKkupoBKa) U
COpPTUpPYeTCA B COOTBETCTBYIOLLYIO ouepesb. [anee KOMMYTaTOP OTCbIIAET NaKeTbl U3 KaxK4oM oyepeau.
KommyTaTopbl Moxa nogaepK1BatoT ABa MeXaHM3mMa 06CnyKMBaHUA ouepeaent:

Weight Fair (Ha ocHoBe Beca ouepegm): ITOT MeToh obCAy:KMBaeT Bce oyepeamn TpaduKa,
oTAaBan NPUOPUTET BbICOKONPUOPUTETHbIM oyepeaam. B GosbLIMHCTBE Cly4YaeB, 3TOT METOA,
oTAoaeT nepBeHCTBO TpaduKky ¢ 6osiee BLICOKMM MNPUOPUTETOM, HO B C/ly4ae, ecau
BbICOKOMPUOPUTETHbIM TpadUK NpeBbllaeT MPOMNYCKHYD CNOCOBHOCTb NIMHUM, MPOXOXKAEHUe
HU3KOMpPUOPUTETHOrO TpadmrKa He BaoKnpyeTcs.

Strict (cTporuin): 3ToT mMeToA nepBbiM 0BCAYXKMBAET BbICOKOMNPUOPUTETHLIN TpaduK, ovepeab
HMU3KOMNpPUMOPUTETHOrO TpaduKa 3ajep’KMBaeTca A0 Tex Mop, Noka He 6yayT nepegaHsbl
BbICOKOMPUMOPUTHbIE AaHHble. ITOT MeToh Bceraa OTAAeT MepPBEHCTBO TPAadUKY C BbICOKMM
NPUOPUTETOM.

Hacmpolika npuopume3sayuu mpaguka

dyHKuma Quality of Service (QoS) obecneunBaeT BO3IMOXKHOCTb NpMopuTesaLmm TpaduKa ANa rapaHTUK
TOro, YTO Ba)KHble AaHHble AO0CTaBAAKOTCA NOCNEA0BATE/IbHO W B COOTBETCTBUM C rpadmkom. [ns
KnaccuduKaumm ceteBbix naketoB Kommytatop MOXA nogaeprkusaeT pacrnosHaBaHue Teros TOS 3-ro
ypoBHA u IEEE 802.1p/1Q CoS 2-ro yposHA. ®yHKumMa QoS B KommyTtaTopax Moxa nosbilwaer
NpPoOn3BOAUTENBHOCTb U AETEPMUHUIM MPOMbILLINEHHOMN CETU ANA KPUTUYECKM BAXKHbIX NPUNOKEHWNA.

QoS Classification (Knaccugukayus QoS)

Tun1l

o= E e R | W=

]

ha

]
]

-

CoS Classification

Schedulimg Mechanism Weight Fair{B-4:2:1)

4 4 J(Mormal) -
¥ 4 a(Mormal) | =)
' o A(Mormal) -
i o+ JiMormal) -
+ il JjMormal) -
s o A{Mormal) -
4 4 JiMormal) -

4 4 JiMormal) -

+ o J{Mormal) -

KommyTtatop Moxa nopaeprkusaet pacnosHasaHue TeroB TOS 3-ro ypoBHA n CoS 2-ro ypoBHA Ana
KnaccuduKaumm naketos TpaduKa.
Queuing Mechanism (MexaHu3m co30aHus o4yepedeii)

Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
Weight Fair | Y kommyTaTtopa Moxa ectb 4 ouyepeam npuoputetos. B | Weight Fair
Ha ocHose 8eca | cxeme Weight Fair uyeTbipem ypoBHAM npuopuTeTa
o4yepedu cooTBeTCcTBYIOT Beca 8, 4, 2, 1. 3Ota cxema

npegoTepalaeT 6/10KMPOBKY nepeaayn
HU3KONPUOPUTETHbLIX NAKeTOB, KOTopble 6yayT MMeTb
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Avwb  HebosblWylo 3a4epXKy B 06paboTke, no
CPaBHEHMIO C BbICOKOMPUOPUTETHLIM TPAaGUKOM.

Strict B cxeme Strict BbICOKONPUOPUTETHLIN TpaPUK 3aHMMaET
Cmpoeudi BbIXOAHOM MOPT [0 TOro, MOKa o4epedb He
ucyepnaeTca, M TOJIbKO MOJie 3TOr0 OTMPABAAOTCA
naketbl ¢ 6o0siee HU3KMM npuopuTeTOoM. ITa CXema
MOXeT  MNpUBECTU K  B6NOKMpOBKe nepegauu
HMU3KONPMOPUTETHbLIX MAKETOB, 3aTO rapaHTUpyeTcA
MaKCUManbHO 6bicTpasn [0CTaBKa
BbICOKOMPUOPUTETHbIX.

TOS Inspection (Pacno3HaeaHue 6umos TOS)

Mapametp OnucaHue 3HayeHue no
YMOIYAHUIO
Enable/Disable BK/IloYaeT nan BbIK/OYAET aKTUBALUMIO pacno3HaBaHuA | Enable

BknatoueH/BoiknioyeH | Kommytatopom 6utos TOS B nakete IPV4  ana | BkarwoyeH
onpeaeneHnAa NpMopuTeTa KaXaoro nakera.

COS Overwriting (Pacno3HasaHue mezoe COS)

Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
Enable/Disable BKAtOYaeT MAn BbIK/OYAET aKTUBaLMIO pacno3HaBaHus | Enable

BknatoyeH/BoiknioveH | Kommytatopom Teros 802.1p COS B MAC-kagpe ansa | BkarwouyeH
onpeaeneHna NPUOPUTETA KarKAoro nakeTa.

Priority (Mpuopumem nopma)

Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
Port priority Y KommyTatopa Moxa ecTb 4 oyepean npuoputetos. K | 3 (Normal)

Mpuopumem nopma | KaxKAoOMy MOPTY NPUMEHAETCA OnpeaeneHHbld Tun
ouepean: Low, normal, medium, high (HU3KWMIA,
HOpPMa/ibHbIW, CPEAHMUIA, BbICOKUNA).

MpumeyaHue:

MpuopuTeT BXoAALLero dperma onpeaenaeTca B Cie4yIOLWEM NopsaaKe:
1. TOS Inspection (pacnosHasaHue TOS)

2. CoS Overwriting (pacnosHaBaHue COS)

3. Port priority (npuoputet nopTa)

MpumeyaHue:

AZLMMHUCTPATOP MOKET aKTMBMPOBATb 3TU KnaccuduKaumMm WUHAMBUAYANbHO WM B KOMOBWHaumu. K
npumepy, ecnm Tpebyetca NopT C BbICOKMM npuoputetom, dyHKUmn Inspect TOS u Inspect COS mokHO
OTK/IOYNTb. ITO OCTaBASET aKTUBMPOBAHHbIM ToAbKO Port Highest Priority, uto o3HauaeTt, yTo BCe
Bxoaauwme dperimbl NoaydYaT Ha 3TOM NOPTY BbICOKUIA NPUOPUTET.
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Tun 2

CoS Classification

Scheduling Mechanism Weight Fair(2:4:2:1)

IE:.TL-

G1 ti 7 High -

G2 ¢ 4 High -

G3 W ol High b E

G4 ] 7 High -

G5 s d High -

GG W i High -

G7 7 7 High -

] s s High -

9 il v High - -

4 FIF }
Aoy _|

Queuing Mechanism (MexaHu3m co30aHus o4yepedeii)

Mapametp OnucaHue 3HauyeHue no
YMO/I4aHUIO
Weight Fair | Y KommyTtaTtopa Moxa ectb 4 ouepeaun npuoputetos. B | Weight Fair
Ha ocHose 8eca | cxeme Weight Fair uyeTbipem ypoBHAM npuopuTeTa
oyepedu cooTBeTcTBYOT Beca 8, 4, 2, 1. 3Jta cxema
npegoTepawaeT 610KMPOBKY nepegaiu
HU3KOMPUOPUTETHLIX NAKETOB, KoTopble ByayT MmeTb
Avwb  Hebosbluylo 3adepXKy B 06paboTke, no
CPaBHEHUIO C BbICOKOMPUOPUTETHBIM TPAPUKOM.
Strict B cxeme Strict BbicokonpuopuTeTHbIN TPAadUK 3aHMMaET
Cmpoezuli nopT BbIX0Aa A0 TOro, NOKa o4yepenb He ncHepnaeTca, u

TOZIbKO NOJ1e€ 3TOro0 OTNPaBAAKOTCA MNaKeTbl C 6onee
HU3KUM NMPUOPUTETOM. JTa cxema MOXKeT npuBecTn K
6ﬂ0KMpOBKe nepegadymn HU3KOMPUOPUTETHbIX MNAKeTOoB,
3aTO rapaHTUpyeTca MaKCMmMaJZibHO 6bICTpa‘r'| AO0CTaBKa
BbICOKOMPUOPUTETHDLIX.

TOS Inspection (Pacno3sHaeaHue 6umos TOS)

Mapamertp OnucaHue 3HaueHue no
YMONYAHUIO
Enable/Disable Bkntovaer Uu BblK/AtOYaeT pacnos3HaBaHue | Enable
BKnatoyeH/BoiknioveH | Kommytatopom 6utos TOS B nakete IPV4A  ana | BKawoueH

onpegeneHnAa NnpuopuUTeTa KaxXa40oro nakera.

COS Overwriting (Pacno3HaeaHue mezoe COS)

Mapametp OnucaHue 3HayeHue no
YMO/IHAHUIO
Enable/Disable Bkntoyaet unm BbIK/tOYaeT pacno3sHaBaHue | Enable
BkntoyeH/BoiknatoveH | kommytatopom Teros 802.1p COS 8 MAC-Kagpe ansa | BrarwoueH

onpegeneHnAa NnpuopuUTeTa KaxXa40oro nakera.
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Priority (Mpuopumem nopma)

Mapametp OnucaHue 3HauyeHue no
YMO/THAHUIO
Port priority Y KommyTatopa Moxa ectb 4 oyepeam npuoputetos. K | High
Mpuopumem nopma | Kaxxgomy MOPTY MPUMEHAETCA OnpeneneHHblh Tin | Boicokuli

oyepean: Low, normal, medium,
HOpPMa/ibHbIW, CPEAHUIA, BbICOKUNA).

high  (HW3KUA,

MpumeyaHue:

MpuopuTeT BXxoAsAwero ¢perima onpeaenseTcs B Cnelylowem nopsaaxe:
1. ToS Inspection (pacnosHasaHue TOS)

2. CoS Overwriting (pacnosHaBaHue COS)

3. Priority (npuoputet nopta)

Tun 3
. Qo3 Classification

Schaduling Mechanism

"l’."l‘F"I CET R R ]

IE__
2 + - v
i] " r v
4 - - ]
. - ]
] + - v
T + - v
g o o« -
<] o i ¥

Queuing Mechanism (MexaHu3m co30aHus o4epedeii)

Mapametp OnucaHue 3HauyeHue no
YMOYAHUIO
Weight Fair | Y KommyTaTopa Moxa ecTb 4 oyepeau npuoputetos. B | Weight Fair
Ha ocHose geca | cxeme Weight Fair ueTbipem ypoBHAM npuopuTeTa
o4yepedu cooTBeTCcTBYlOT Beca 8, 4, 2, 1. 3Ota cxema
npepoTepaLwaeT 6/10KMPOBKY nepegauu
HU3KOMPUOPUTETHLIX NAKETOB, KOTopble ByayT MMeTb
Avwb  HebosblWylo 33a4epXKy B 06paboTke, no
CPaBHEHMUIO C BbICOKONPUOPUTETHLIM TPAhUKOM.
Strict B cxeme Strict BbICOKONPUOPUTETHLIN TPAaPUK 3aHMMaET
Cmpoeuli nopT BbIXOAa A0 TOro, MOKa o4yepenb He ncyepnaertcsa, u

TOZIbKO nNoOJse 3TOro OTnpaBaAKOTCA MNaKeTbl C 6onee
HU3KUM NMPUOPUTETOM. JTa cxema MoXeT npuBecTn K
6}'IOKVIpOBKe nepegadyn HU3KOMPUOPUTETHbIX MaKeToB,
3aTO rapaHTUpyeTca mMmakKCMmasZibHO 6bICTpa’r'I A0CTaBKa
BbICOKOMNMPUOPUTETHDbIX.
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TOS Inspection (Pacno3HasaHue 6umos TOS)

Mapametp OnucaHue 3HauyeHue no
YMO/THAHUIO
Enable/Disable Bkntovaer unm BbIKAtOYaeT pacno3sHaBaHue | Enable
BkntoveH/BbiknoyeH | Kommytatopom 6utoB TOS B nakete IPVA  ana | BKawoueH

onpegeneHnAa NnpuopuUTeTa KaxXa4oro nakera.

COS Overwriting (Pacno3HasaHue mezoe COS)

Mapametp OnucaHue 3HayeHue no
YMOJIHAHUIO
Enable/Disable Bkntovaer unm BbIKAtOYaeT pacnosHaBaHue | Enable
BkntoveH/BoiknoveH | KommyTatopom Teros 802.1p COS B MAC-kagpe ana | BKawouyeH

onpeaeneHna NpMopuTeTa Kaxaoro nakera.

Priority (Mpuopumem nopma)

Mapametp

OnucaHue

3HaueHue no
YMOYAHUIO

0.7
lpuopumem nopma

Y kommyTaTopa Moxa ecTb 8 ouyepeneit NpUOPUTETOB:
oT 0 (camblit HU3KKIA) A0 7 (HaMBbICLLMIA).

CoS Mapping (MNpusAaska 3Ha4yeHuli CoS k o4epedam npuopumemos)—mun 1 u 2

CoS Mapping

o Liow -

Loy -
2 Heemal -
] Homnal |-
4 Medium =
4] Mediom *
] High -
T High -

CoS Value and Priority Queues (3Ha4yeHue CoS u o4epedu npuopumemos)

Mapametp OnucaHue 3HauyeHue no
YMOJIHaHUIO
Low/Normal/Medium/High | Pacnpeaenute pasHblie 3HayeHua CoS no yetbipem | Low
Huskuli/HopmarnbHblil/ NCXOAALWMM oYepeaam. Normal
cpedHuli/sbicoKul Medium
High
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CoS Mapping (Mpussaska 3HayeHul CoS K o4yepedam npuopumemos) — mun 3-1

CoS Mapping

v
L
1

W =S

4@ (@ a| a4 & | a| a

[Cos | PriviyQuaws

CoS Value and Priority Queues (3Ha4yeHue CoS u o4epedu npuopumemos)

Mapametp

OnucaHue

3HauyeHue no
YMONYaHUK

Pacnpegenute pasHble 3HayeHua CoOS no 4YeTbipem
NCXOAALLMM oYepessam.

CoS0,1:0
CoS2,3:1
CoS4,5:2
CoS6,7:3

CoS Mapping (lNpueAska 3HaveHul CoS K o4epedam npuopumemos) — mun 3-2

ow

5 v
G 6w
I Tw

fi

1

i

]

CoS Value and Priority Queues (3HayeHue CoS u oyepedu npuopumemos)

Mapametp

OnucaHue

3HauyeHue no
YMOIYaHUIO

Pacnpepenute pasHble 3HavyeHnAa CoS no 4eTbipem
UCXOAALLMM OYepesam.

CoS0,1:0
CoS2,3:1
CoS4,5:2
CoS6,7:3
CoS4:4
CoS5:5
CoS6:6
CoS7:7
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DSCP Mapping (Mpuesaska 3HayeHul DSCP k o4epedam npuopumemos)—Tun 1 u 2

DSCP Mapping

[ DSCP | Priority | DSCP | Priority | DSCP | Priority | DSCP | Priority ]
" | - | = = -

0 Low  |s| Low |»| 2 Low |#| Low |»|
4 Low | 5 Low v [ 5 Low v Low v
8 Low |#| @ Low | |10 Low s 11 Low |~
12 Low '.i 13 Low v; 14 Low '1 5 Low 'E
16 Nornmal V-I 7 Normal V} 8 vHu'nuI v} 19 Normmal an
20 Nommal 7«} 21 ﬂr_»fm,)l vﬂJ 22 v“l_“l'n\rjl ;} 23 Nomrmal 7;.;
bt [N ] > [Noma ] B [Nema ] 27 Nowmo! 3]
28 Nomal || 29 Nomal || 30 [Nommal [v] 3 Normal |»|
32 Medum »| 23 Medum [w| 24 Medum | 135 Medum ||
a8 Mecdim vl 17 Meckim |w| 28 Meddum [l 19 Medum vl

DSCP Value and Priority Queues (3HayeHue u o4yepedu npuopumemos ToS (DSCP)

Mapametp OnucaHue 3HauyeHue no
YMOAYaHUIO
Low/Normal/Medium/High | Pacnpegenute pasnuyHble 3HadeHna TOS no | 0~ 15: Low

Huskuit/HopmanbHbIn/
cpeaHWin/BbICOKNI

YeTbipeM UcCxogAanm o4yepegam.

16 ~ 31: Normal
32~ 47: Medium
48 ~ 63: High

DSCP Mapping (lNpueaska 3HayeHul DSCP k oyepedam npuopumemos) — Tun 3

DSCP Mapping
| DscP_ | Priordty | DSCP_ | Priosity | DSCP | Priority | DSCP_| Priority
n or 1 U 2 0w 3 0w
4 0w 5 0w G 0w T 0w
B 1 * ] 1 * 10 I * 1" 1w
12 1 v 13 1w 14 v 15 1w
16 1w 17 1w 18 v 19 1w
20 1w ryl 1w 22 v 3 W
24 v 25 iw 26 jw 27 -
28 5o 29 iw a0 iw 1 b
32 i 13 i 3 4w 35 i
£ i - 17 1 - gl 1 - A0 -

DSCP Value and Priority Queues (3HayeHue u o4yepedu npuopumemos ToS (DSCP)

Mapametp

OnucaHue

3HaueHue no
YMONYAHUIO

0..7 Pacnpepgennte pasHble 3HaveHnA CoS no 4eTbipem
NCXOAALLMM OYepesam.

O0to7:0

8to15:1

16to 23: 2
24t031:3
32t039:4
40to 47:5
48 t0 55: 6
56 to 63: 7
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OzpaHuyeHue ckopocmu nepedayu 0aHHbIX

Kak npasunno, oaHo YCTpOﬁCTBO HE OONXKHO 3aHMUMATb coboli Bclo NnoN0CYy NPONyCKaHUA CETH, ocobeHHOo
Korga OHO pa60TaeT HEUCNpaBHO. M3-3a Henpasmanoﬁ TOMONIOTUN CETU UN HANTMYNA HEUCNPABHbIX

yCTpOVICTB MOTyT BO3HUWKATb TaK Ha3bliBaemble LWNPOKOBELLATE/IbHbIE LWTOPMbI.

npOMbILIJHEHHbIe

Ethernet-KOMN\yTaTopb| Moxa He TONbKO npegorspallaeTr WUpPOKoBeLWaTe/IbHbIe WTOPMbI, HO W

NO3BOJIAKOT HACTpPanBaTb MPONYCKHYHO CNOCOBHOCTb BCEX MaKeToB Mo Bxoay,

npenocrasiAnf

aAMMHUCTPATOPaM MOAHbIA KOHTPOAb Hafd OrpPaHMYEHHOM NPOMYCKHOW CMOCOBHOCTbIO CeTU MU
npeaoTspalan cooun.

HacTpoiika ynpaBieHua NponycKHOM cnoco6HOCTbIO

TWN HACTPOMKM yNpaBieHMA NPONYCKHON CNOCOBHOCTbIO 3aBUCUT OT MOZEIN KOMMYTATOPA:

Tun Moapep:knBaemblie mogenu
Tun 1 EDS-510E
Tun 2 EDS-G508E, EDS-G512E-4GSFP, EDS-G516E-4GSFP, EDS-G512E-8PoE
Tun 3 EDS-518E, IKS-6726A, IKS-6728A, IKS-6728A-8PoE
Tun 4 IKS-G6524A, IKS-G6824A, ICS-G7526A, ICS-G7826A, ICS-G7528A, 1CS-G7828A, ICS-
G7748A, ICS-G7848A, ICS-G7750A, ICS-G7850A, ICS-G7752A, 1ICS-G7852A
Tun1l

Ona tna 1 Hactpoika Control Mode (Pexxum ynpaBneHus) Ha cTpaHuue Rate Limiting moxeT 6biTb
ycraHoBneHa kak Normal nau Port Disable.

Control Mode (Pexcum ynpaeneHus)

Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
Normal OrpaHuMyeHne MaKcMManbHOW ckopocTu nepegaum | Normal
HopmansHell pexcum ON151 PA3/IMYHbBIX TUMOB BXOAALLMX MNAKETOB.
Port Disable Korga notok BxogAawmx multicast- n broadcast-
lMopm sbIKAOYEH NMakeToB MPEBbLIWAET YCTAaHOB/IEHHbIM Npeaen, nopt

6yaeT BbIKAOYEH Ha ONpeaefeHHbld  nepuog,
BpemeHu. B TeyeHMe 3TOro nepuoga Bce NaKeTbl Ha
AaHHOM nopTy 6yAyT UTHOPUPOBAHbI.

Rate Limiting: Normal (OrpaHnyeHue ckopoctu: HopmanbHbii pexum)

Ingress Rate Limit (Mpeden ckopocmu exodaujux nakemos)

1

[+

o

-

Rate Limiting

Controd Mode Narmal -

Ingress Priority Queue Rate

Limét AN ~ | BM = |BM - &M -
Limet Broadcast * | BMm * |BM - &M -
Limét Broadcast * | BM * [BM - &M -
Limét Broadcast = | 8BMm * [BM = &M -
Limit Broadcast = | BM ~ |BM =~ BM -
Limit Broadcast * | BM * [BM - M -

I inat Bl acd - (=T - LT - LT -

BM -
BM -
BM -
BM =
BM -
BM -
— -
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Mapametp

OnucaHue

3HauyeHue no
YMONYaHUIO

Limit All

lMpeden 0na ecex nakemos

YcTaHoBUTE npegen Bxoaawero Tpaduka
ONR pa3nnyHbIX TMNoB naketos: Not Limited

Limit  Broadcast, Multicast, | (6e3numuTHbIN), 128K (128 K6), 256K (256
Flooded Unicast K6), 512K (512 K6), 1M (1 M6), 2M (2 M6),
Mpeden 014 nakemos | 4M (4 M6), 8M (8 M6)

Broadcast, Multicast, Flooded

Unicast

Limit Broadcast, Multicast

lpeden 01 nakemoes

Broadcast, Multicast

Limit Broadcast

lpeden 0ns nakemos Broadcast

Limit Broadcast
8M

Egress Rate Limit (Mpeaen ckopocTn ncxoaaLmx NakeTos)

MapameTtp OnucaHue 3HaueHue no
YMOIYaHUIO

Egress rate BbibepuTe npeaen ckopocTn ucxoadilero notoka (% | Unlimited
CKopocmb UCX00AWe20 | OT MaKCMManbHOM MPOMYCKHON cnocobHocTu) ans | besaumumHsili

nomoka

BCEX MNaKeToB w3 c/eaylowmx BapuaHtos: Not
Limited (6e3numuTHbIN), 3%, 5%, 10%, 15%, 25%,
35%, 50%, 65%, 85%

Rate Limiting: Port Disable (OrpaHuuyenue ckopoctu: NopT BbIKAOYEH)

Rate Limiting
Control Mode Port Disable -
Port Disable Duration (1~65535s) 30

| Port] Ingress(fps of multicast and broadcast packets.

4 Unlimited =
B Unlimited -
T Unlimited =
&1 |Unlimited =
G2 Unlimited =
G3 Unlimited =«
| Awply
Mapametp OnucaHue 3HayeHue no
YMOIYaHUIO
Port disable duration | Korga Bxogawme multicast- n broadcast-nakeTbl | 30 cekyHA

(1~65535 seconds)
Bpems, Ha KoTopoe
6yaeT BbIKAKOYEH NOPT
(1~65535 ceKkyHa)

NPeBbIWAT Npeaen yCTaHOBeHHOro TpaduKa, NnopT
OyneT BbIK/IOYEH Ha ONpefeseHHbld  nepuos
BpemeHu. B TeyeHre 3TOro neprosa Bce NaKkeTbl Ha
AaHHOM nopTy 6yAyT MTHOPUPOBaHbI.

Ingress (fps)
Nnmut BXOAALMX
naketos (Kkaap/c)

Bbibepute npeaen BxoAHoro notoka (Kaap/c) ana
BCEX MNaKeToB W3 caeayowmx BapuaHTos: Not
Limited (6e3numutHbIN), 4464, 7441, 14881, 22322,
37203, 52084, 74405

Be3nnMMUTHbIN
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Tun 2

Ons Tvna 2 HacTpolika Action ([eiictBue) Ha cTpaHuue Rate Limiting moxkeT 6bITb yCTaHOBNEHA Kak
Drop Packet nnu Disable Port.

Action (felicmesue)

Mapametp OnucaHue 3HaueHue no
YMOIYAHUIO
Drop Packet OrpaHuyeHne  MaKcumanbHOM  cKopocT  ansa | Drop Packet
Omé6paceisaHue BXOAALLMX NAKETOB. Omé6paceisaHue
nakemos nakemos
Disable Port Korga noOTOK BXOA4AWMX MAaKeToB MpesblwaeT

Topm ebiKAO4YeH

YCTaHOB/IEHHbIM Npeaes, nopT 6yaeT BbiKAOYEH Ha
onpeaeneHHbl Nnepuoa BpemeHu. B TeyeHue sTtoro
nepvosa BCe MakeTbl OT AaHHOro noprta 6yayr
NPOUTHOPUPOBAHbI.

Rate Limiting: Drop Packet (OrpaHuyeHue ckopoctu: OT6pacbiBaHUe NakeTos)

Rate Limiting
Action Drop Packet «
(Port | ingressRate |
G1 Unlimited v -
G2 Unlimited v
G3 Unlimited v L
G4 Unlimited v [
G5 Unlimited v
G6 Unlimited -
G7 Unlimited v
G8 Unlimited v
Ga Unlimited v
[ Aoty |
Mapametp OnucaHue 3HayeHue no
YMOIYaHUIO
Ingress rate BbibepuTe npenen ckopoctu Bxogauwiero notoka (% | Unlimited
CKopocmb  8x00AWEe20 | OT MaKCMMa/bHOM MNPOMYCKHOM cnocobHocTM) ana | besaumumHsiii
nomoka BCEX MaKeToB M3 cnegyrowux BapuaHtos: Not

Limited (6e3numutHbIN), 3%, 5%, 10%, 15%, 25%,
35%, 50%, 65%, 85%
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Rate Limiting: Disable Port (OrpaHuyeHue ckopoctu: NMopT BbiKAOYEH)

Rate Limiting
Action Disable Port =
Disabled Duration (sec) 30
| Port | ingressThreshold |
G1 Unlimited = =
G2 Unlimited
o3 Unlimited =« L
G4 Unlimited = I
G5 Unlimited
GE Unlimited -
G7 Unlimited
G8 Unlimited =
el Unlimited -
| Aoy
MapameTtp OnucaHue 3HaueHue no
YMOIYAHUIO
Duration (1-65535 | Koraa Bxoaswue nakeTbl npesbiwaoT npeaen | 30 cekyHA,
seconds) yCTaHOB/IEHHOro TpadmKa, NopT byaeT BbIKAOYEH Ha
Bpems, Ha Komopoe | onpefeneHHbl Nepruos BpemeHu.
b6ydem gbiKkAOYEH NOpmM
(1~65535 cekyHO)
Ingress (frame  per | Boibepute npegen BXxoAHOro mnoTtoka (Kagp/c) ansa | Be3snumMUTHbIN
second) BCEX MaKeToB M3 cneaylowux BapuaHtoB: Not
vumnt Bxoaawmx | Limited (6esnumutHblin), 4464, 7441, 14881, 22322,

naketos (Kaap/c)

37203, 52084, 74405

Tun 3

Ons Tvna 3 HacTpolika Action ([OeiictBue) Ha cTpaHuue Rate Limiting moxkeT 6bITb yCTaHOBNEHA Kak
Drop Packet nnu Disable Port.

Action (felicmesue)

Mapametp OnucaHue 3HaueHue no
YMOYaHUIO
Drop Packet OrpaHuyeHne  MaKcMMmanbHOW  cKopocTm  ansa | Drop Packet
OmépacsisaHue BXOAALLMX MAKETOB. lMopm
nakemos BbIK/HOYEH
Disable Port Korga noTOK BXOA4AWMX MaKeToB MpesblwaeT

lMopm ebiKnAOYEH

YCTaHOB/IEHHbIN Npeaen, NopT 6yaeT BbIKAOYEH Ha
onpeaeneHHbIn nepuos BpemeHn. B TeuyeHne atoro
nepuoga BCe MNaKeTbl OT AaHHOro noprta 6yayt
NPOUTHOPUPOBAHbI.
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Rate Limiting: Drop Packet (OrpaHuuyeHue ckopoctu: OT6pacbiBaHUE NaKETOB)

Rate Limiting
Mction Do Packer
N T T S
1 Unbipped ¥ Unlmmsed L4
"} Unibtisnated L Unlamted L4
3 Unlipnted ¥ Unlmnited L
4 Unbipted ¥ Unlemited w
5 Usihisated v Unlaned L
B Unhisted v Unlumted -
T Unlipated ¥ Unlsmited ¥
k] Usihiizated v Unlamnited L
4 Unlinmited v v
10 Unlipsited v Unlimited L -
MapameTtp OnucaHue 3HaueHue no
YMOIYAHUIO
Ingress rate Bbibepute npeaen ckopoctu Bxoadllero notoka (% | Unlimited
CKopocmb  8x00AWe20 | OT MaKCMManbHOM MPOMYCKHON cnocobHocTu) ans | besaumumHsili
nomoka BCEX MaKeToB M3 cnegylowmx BapuaHtos: Not
Limited (6e3numutHbIN), 3%, 5%, 10%, 15%, 25%,
35%, 50%, 65%, 85%
Egress rate Bbibepute npeaen CKOPOCTU ucxoasauiero notoka (% | Unlimited
CKopocmb  8x00AWEe20 | OT MaKCMMa/bHOM MPOMYCKHOM CnocobHoCTM) ana | be3aumumHsili
nomoka BCEX MaKeToB M3 chneaylowmx BapuaHtoB: Not

Limited (6e3numutHbIN), 3%, 5%, 10%, 15%, 25%,
35%, 50%, 65%, 85%

Rate Limiting: Disable Port (OrpaHnyeHue ckopoctu: MopT BbIKAIOUYEH)

Rate Limiting
Action Dhaable Port =
Dizabled Durathon (sec) 30
[Por—— Tingrss threshold |
1 Unlimsted w
2 Unlimited *
il Unlismuted ¥
4 Uniligngted »
5 Unlignsted *
-] Unlimited *
I Unlimited *
]
9
10 Unlimsted = -
| Awiy
Mapametp OnucaHue 3HaueHue no
YMONYaHUIO
Duration (1-65535 | Koraa Bxoaswue nakeTbl npesblwatoT npeaen | 30 cekyHA,
seconds) YCTaHOBNAEHHOro TpaduKa, NOpPT ByAeT BbIKAOYEH Ha
Bpems, Ha Komopoe | onpeaeneHHbl nepnos BpemeHu.
bydem 8bIKAOYEH nopm
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(1~65535 cekyHd)

Ingress  (frame  per | Bbibepute npegen BxogHoro notoka (kagap/c) ana | besanumMuTHbIN

second) BCEX MaKeToB M3 cnegylowmx BapuaHtoB: Not
vmut BxoaAawmx | Limited (6esnumutHbin), 4464, 7441, 14881, 22322,
naketos (Kaap/c) 37203, 52084, 74405

Tun 4

Ona tvna 4 Hactpoika Control Mode (Pexxum ynpaBneHus) Ha cTpaHuue Rate Limiting moxeT 6biTb
yctaHoBneHa kak Normal nau Port Disable.

Rate Limiting: Normal (OrpaHuyeHue ckopocty: HopmanbHbii pexxunm)

Ingress Rate Limit (Mpeden ckopocmu exodawWux nakemos)

Rate Limiting
Control Maode Marmal -
ot Lgresspoiy L gresshwe
13 Limit Broadcast - au - -
I II-JI::: grlua.dcast Multicast, Floaded Unicast " T =
15 Limit Broadcast, Multicast au -
16 - WI au -
17 Limit Broadcast - au -
18 Limit Broadcast - au - _
L m 2
Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
Limit All YctaHoBUTE npegen Bxogsawero Tpaduka | Limit Broadcast
lpeden 0ns scex nakemos ONA pa3nunyHblx TMNos nakeTtos: Not Limited | 8M
Limit Broadcast, Multicast, | (6e3anumutHbIn), 128K (128 K6), 256K (256
Flooded Unicast K6), 512K (512 K6), 1M (1 M6), 2M (2 M6),
Mpepen ona 4M (4 M6), 8M (8 M6)
Mpeden ona nakemos
Broadcast, Multicast, Flooded
Unicast
Limit Broadcast, Multicast
lpeden 014 nakemoes
Broadcast, Multicast
Limit Broadcast
lpeden dna nakemos Broadcast
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Egress Rate Limit (lpeden ckopocmu ucxodaujux nakemos)

I T

13 Unlimited v
14 Unlimited ul
15
3% (3Mbps)
16 5% (SMops)
= 10% (10MBps)
1 15% (15MDpsz)
18 25% (2EMbps)
35% (35MBbps)
19 50% (S0MBps)
5% (ESMBps)
85% (BSMDps) Apply
Mapametp OnucaHue 3HaueHue no

YMOJIYaHUIO

Egress rate
CKopocTb
NOTOKa

ncxoaALero

BbibepuTe npeaen CKOpoCcTU UcxoaALero noToka (%
OT MaKCMMa/bHOM NPONYCKHOW cnocobHocTn) ans
BCEX MAKeTOB W3 creaylowux BapuaHtoB: Not
Limited (6e3numutHbIN), 3%, 5%, 10%, 15%, 25%,
35%, 50%, 65%, 85%

Be3snMmuTHbIN

Rate Limiting: Port Disable (OrpaHnyeHue ckopoctu: MopT BbiKAIOYEH)

13
14
15
16
17
18
10

Rate Limiting
Control Mode Port Disable -
Port Disable Duration (1~655355) an

_ Ingress(fps of multicast and broadcast packets.)

Unhimited -

44540 fps |

T4410 fps

148810 fps
223220 fps
372030 fps
520840 fps
T44050 Ips

Unlimited -

MapameTtp

OnucaHue

3HaueHue no
YMOAYAHUIO

Port disable duration
(1~65535 seconds)
Bpems, Ha KoTopoe
6yLeT BbIKAOYEH NOPT
(1~65535 cekyHa)

Korpa Bxopgswme multicast- u broadcast-nakeTsl
NpeBbILLAT Npeaen yCcTaHoBAEHHOro TpadurKa, nopT
6yneT BbIK/IOYEH HaA ONpeaeneHHblit nepuoa
BpemeHu. B TeyeHne aToro nepmnoaa Bce nNakeTbl Ha
AaHHOM nopTy 6yayT UTHOPUPOBaHbI.

30 ceKyHA,

Ingress  (frame  per
second)
Nnmut BXOAALMX

nakeTos (Kagp/c)

Bbibepute npegen BXoAHOro noTtoka (Kaap/c) ana
BCEX MaKeToB W3 creadylowmx BapuaHtoB: Not
Limited (6eanumuTtHbIl), 4464, 7441, 14881, 22322,
37203, 52084, 74405

be3snMMUTHbIN
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be3onacHocmeb

®yHKUMIO 6e30MacHOCTM MOXKHO pasgenuTb Ha ABa YPOBHA: MMA NojAb3oBaTens/maponb Ans
ynpaBneHna KOMMYTaTopom M AocTyn K noptam. KommytaTtopbl Moxa obecneuymBaloT HECKO/bKO
dYHKUMI ana obecneyeHna 6esonacHocTu: Login Authentication (Bxo0 e cucmemy ¢ nomouwbio umeHu
none3osamens), Management Interface (MHmepgelic ynpasneHus), Trusted Access (AymeHmudgpukauus
8 pexcume 0osepeHHoz2o0 docmyna), Authentication Certificate (Cepmugukam nposepku nodnuHHocmu
cepsepa), IEEE 802.1A (CmaHdapm IEEE 802.1A), Port Security (3awuma nopmos) u Loop Protection
(3awuma om obpaszosaHusa nemens).

Login Authentication (Bxo0 8 cucmemy ¢ NOMOWbIO UMEHU Nos1b308amens)

Ona ypoBHAa 6e3onacHoCcTM «MMA NoJsib3oBaTenn/naposb» KommyTtaTopbl Moxa npegnarailoT Aga
BapuWaHTa Bxoga B cuctemy: Terminal Access Controller Access-Control System Plus (TACACS+) u Remote
Authentication Dial In User Service (RADIUS). O6a BapuaHTa, TACACS+ 1 RADIUS, npeacTasnsatoT coboi
LeHTpannsoBaHHyto cuctemy "AAA" (Authentication, Authorization and Accounting - AyteHTudMKauus,
ABTOpU3auMA 1 YUeT) ona NoaKAYeHUs K ceTeBbim cny»kbam. OcHoBHan uenb TACACS + n RADIUS —
obecneyeHne 3dpdpeKkTMBHOrO M 6e30MacHOro MexaHusMa AAA YNpPaBJAeHUs YYeTHbIMW  LAHHbIMU
nosib3oBaTesei.

Login Authentication

Authentication Protaco RADIUS & TACACS+

Sener IPName

TCF Part 45

Shared Key

Authentication Type ASCTI z

Timeout {sec) 30

Login Authentication

Authentication Protocal & RADIUS TACALCS+

Sarver 1P ame

UDF Port 1812

Shared Key

Suthanbcation T:,-;e =

Tirmeout (sec) 5

Mapametp OnucaHue 3HaueHue no
yMON4YaHUIO
Authentication Protocol Bbibop THNa cepsepa ayTeHTUUKALNMN. TACACS+
lpomokKon
aymeHmuguxkayuu
Server IP/Name YcTaHOBKa IP-agpeca BHeLIHero cepsepa | Localhost
IP-adpec/ums cepsepa TACACS+/RADIUS Kak 6asbl  JaHHbIX  A4d
ayTeHTMOUKaLUu,

TCP/UDP Port YcTaHOBKa KOMMYHMKALMOHHOro nopta BHewHero | TACACS+: 49
lopm cepsepa cepsepa TACACS+/RADIUS Kak 6a3bl AaHHbIX ansa | RADIUS: 1812
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ayTeHTUDUKALMMN.

Shared Key 3afaliTe KOHKPETHble CUMMBOAbLI ANA NpoBepku | Het

Kntou goctyna K cepBepy | MOA/IMHHOCTM cepBepa.

Authentication Type Tvn ayTeHTUdMKauum pgnsa cepsepa RADIUS — | ASCII ana
Tun aymeHmucguxkayuu iSEAP-MD5. TACACS+
Timeout (sec) Bpema oxKnpaHuA oteeTa cepsepa. TACACS+: 30
Bpems OMCUOQHUSA RADIUS: 5

omeema cepsepa (c)

Management Interface (MHmepdgelic ynpaeneHus)

Management Interface

| Enabla HTTP Par

| Enable S5L Pan
| Enable Telnet Par
¥ Enable S5H Pont

¥eb Auto Logout (min

243
23

22

Enable HTTP (BKntoueHue HTTP)

Mapamertp OnucaHue 3HaueHue no
YMOYAHUIO
Select/Deselect MocTaBbTe rasouky ana sblbopa goctyna no HTTP. | Port: 80

Braoyume/8bikaoyums

Enable SSL (BkntoueHue SSL)

Mapametp OnucaHue 3HayeHue no
YMOYAHUIO
Select/Deselect MocTaBbTe rasouKy A4 Bblbopa gocrtyna no SSL. Port: 443

BKraoyume/8biKaoyums

Enable Telnet (BkaoueHue

Telnet )

Mapametp OnucaHue 3HayeHue no
YMOJIYaHUIO
Select/Deselect MocTaBbTe rasouKky ana Bblbopa goctyna no Telnet. | Port: 23

BKsatoyume/8bika04UMb

Enable SSH (BkatoueHue SSH)

Mapametp OnucaHue 3HayeHue no
YMOIHaHUIO
Select/Deselect MocTaBbTe rasouKy Ana Bblbopa gocTtyna no SSH. Port: 5

BKsatoyume/8bika04UMb

Web Auto Logout (min)

Mapametp

OnucaHue

3HauyeHue no
YMO/IT4aHUIO

Integer

Yucno (MuH)

I'Iepmo,u, dBTOMATUYECKOTIO BbIXO4a U3 CUCTEMDI.

5
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Trusted Access (AymeHmugukayus e pexcume dosepeHHo20 docmyna)

KommyTaTopbl Moxa Mcnob3ytoT pyHKUMIO GuabTpaumm no IP-agpecam a4na KOHTPOA ZOCTyna.

Trusted Access

|
Enable trusted access
Please add your local IP address first. otherwise, your PC will not be able to connect the dewce again

[ 1 Addoss | Suboot o

Bbl morkeTe gob6aBnate uaum yaanatb IP-agpeca gna orpaHuyeHua goctyna K Kommytatopy. Koraa
BK/IIOYEH CMMCOK AOCTYMHbIX |P-agpecoB, TONbKO afgpecam M3 CNUCKa OyaeT paspelleH AOCTyn K
KommyTaTopy Moxa. Karkgas 3anuck IP-agpeca n Mmacku noaceTv MOryT MCNO/Ib30BaTbCA A/1A Pa3/IUYHbIX
CUTyaummn:

e [pepocraBneHue AOCTYNa XoCTy C onpeaeneHHbim IP-agpecom
Hanpumep, seegute IP-agpec 192.168.1.1 ¢ mackoi noacetn 255.255.255.255 gna goctyna TonbKo ¢
agpeca 192.168.1.1.

e [lpeaocTtaBneHue pgoctyna ntobomy XocTy yKasaHHOM noacetu
Hanpumep, seeaute IP-agpec 192.168.1.0 ¢ mackoi nogcetn 255.255.255.0 ana goctyna co scex IP-
a[lpecos MoAceT! B COOTBETCTBUM C YKa3aHHOW KombBuHauue IP-agpeca/macku nocetu.

e [pepocraBneHue AocTyna AN BCEX XOCTOB
Yb6eautecb, YTO CNMCOK paspelleHHbix IP-agpecoB BbikAtoueH. CHumUTe ¢naxok ¢ nona Enable the
accessible IP list.

B Tab/imMLe HUKe MOKa3aHbl NpUMepPbl KOHPUIYPUPOBAHUA CNUCKa paspeLleHHbIX IP-aapecos:

Pa3peLueHHble XOCTbl ®dopmar BBOAA
Any host (/Tio6ol4 xocT) Disable (BbikntoueH)
192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 ~192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 ~192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 ~192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 ~ 192.168.1.254 192.168.1.128 / 255.255.255.128
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Authentication Certificate (Cepmugukam nposepKu nodauHHocmu cepeepa)

Authentication Certificate

S5L Certificate
Re-generate
55H Key

Re-genarate

Mote: Few minutes may be required. Web will be unavailable temporarily until it finish

SSL Certificate Re-generate (Cepmugukam SSL Certificate)

Mapamertp OnucaHue 3HaueHue no
YMOYAHUIO
Select/Deselect BkntoyeHne meToaa wndpoBaHUa cBss3m | Deselect
BbibpaH/He sblbpaH ceptudukart SSL Certificate. He sbibpaH

SSH Key Re-generate

Mapamertp OnucaHue 3HaueHue no
YMOYAHUIO
Select/Deselect BKkntoueHue meToza wudpoBaHus csasn | Deselect
BbibpaH/He 8b16paH ceptuoumkar SSH Key. He sbibpaH

IEEE 802.1X (CmaHdapm IEEE 802.1X)

CraHpapt IEEE 802.1X onpeaenseT NPOTOKOA ANA KOHTPOAA AOCTyna M ayTeHTUPMKauMKM Mo cxeme
KnAneHT/cepBep. MPOTOKON OrpaHMYMBaET HECAHKLUMOHUPOBAHHbIN AOCTYN KAMEHTOB K /IOKAAbHOW CETH
yepes MoOpPTbl, KOTOpble MOAKNOYEHbI K WHTEPHETY M bblanM 6bl Nerko gocTynHbl. Llenblo cepsepa
ayTeHTMOUKALMM ABAAETCA MNPOBEPKA KaXOOro K/AMEHTa, KOTOPbI 3anpalimBaeT AOCTYyM K NOPTY.
KnveHty 6ypeT paspeweH gocTyn K MOPTY TOAbKO B C/y4ae YCMELWHOro MPOXOXAEHMA MPOBEPKM
NOA/IMHHOCTH.

CraHpapt IEEE 802.1X ocHoBaH Ha Tpex cocrtasastowmx: Client/Supplicant (KanenTt/3anpawmsatowmin),
Authentication Server (ABTopu3aunoHHbIl cepBep) n Authenticator (AyteHTudUKaTop).

Client/Supplicant (KnueHt/3anpawmBatowmii): KoHeyHoe ycTpOICTBO, KOTOpPOE 3anpawnsaeT 4OCTyN K
JIOKaNIbHOM CETU M KOMMYTATOPY, a TaK¥Ke OTBEYAET Ha 3anpocbl KOMMYTATOpPa.

Authentication Server (AsTopu3auMOHHbIM cepBep): CepBep, KOTOPbLIA BbINOAHAET (aKTUYECKYHO
aBTOPU3aLMIO 3aNpPaLIMBALOLLErO YCTPOMCTBA.

Authenticator (AyteHTuduKatop): MorpaHMYHbIM KOMMyTaTop MAM 6ecnpoBogHas TOYKA A[0CTyNa,
KOTOpble [AENCTBYIOT KaK proxy-cepsep Mexay 3anpaliusBalowMm YCTPOMUCTBOM U CepBepom
ayTEHTUOUKALMM U 3anpawnBatoT MHPopmaLmio 06 naeHTMGMKaLMKM OT 3anpaLlMBatOLLEro YCTPOWCTBA,
cBepAlT MHOOPMAUMIO C aBTOPU3ALMOHHbIM CEPBEPOM W MepesatoT OTBET 3anpalimBalowemy
YCTPOMCTBY.

B craHgapTe IEEE 802.1X KommyTaTop Moxa BbINOAHAET Poab ayTeHTUdMKaTOpa. 3anpallimMBaroWwmii 1
ayTeHTUPUKaTop obmeHnBaroTcA Apyr ¢ Apyrom Kagpamu EAPOL (Extensible Authentication Protocol
over LAN). Tonb3oBaTenb MOMET UCMNOAb30BaTb BHewHUt RADIUS-cepBep B  KauyecTse
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aBTOPU3aLMOHHOIO CEPBEPA UM PeanM30BaTb aBTOPM3ALMOHHDBIN cepBep Ha 6ase KommyTaTopa Moxa,
MCNONb3yA JNOKaNbHYO 6a3y A[aHHbIX MNONb30BaTeNEeN B KayecTBe CNPaBOYHOW Tabauupl gna
asTopusaumun. [lpu wucnonbsosaHnm cepsepa RADIUS B KayectBe aBTOpPM3aUMOHHOIO cepBepa,
ayTEHTUPUKATOP U ayTeHTUODMKALMOHHbLIN cepBep obMeHMBAlOTCA Apyr C Apyrom Kagpamu EAP
(Extensible Authentication Protocol).

ABTOpPM3aUMA MOXKET OblTb MHULMMPOBAHA 3anpallMBalOWLMM YCTPOMNCTBOM MAM ayTEHTUPUKATOPOM.
Korga 3anpawwuBatowiee YyCTPOMCTBO  MHUUMUPYET NpouLecc aBTOpM3aLMW, OHO  NOCbINAeT
ayTeHTUdUKatTopy Kagp EAPOL-Start. Korga ayteHTMdUMKATOP MHULMMPYET NPOLECC aBTOPU3ALMM UK
nonyyaet Kagp EAPOL-Start, oH nocbiiaeT 3anpalumsatollemy ycrpoictsy kaap EAP Request/Identity c
3anNpoOCOM MMEHM MOoJIb30BaTeNs.

IEEE 802.1X Setting (Hacmpolika cmaHdapma IEEE 802.1X)

802.1X Settings

Authentication Option Local (v
Re-Auth Enable El
Re-Auth Penod (sec) 3600

El

1
2
3 =
4
5
i
7 -
Apply
Authentication Option (Bbei6op muna aymeHmucgukayuu)
Mapametp OnucaHue 3HauyeHue no
YyMONYaHUIO
Local (Max. of 32 users) BbibepuTe 3TOT NapameTp 4nA aBTopusaumm yepes | Local
JlokansHaa (makc.32 | nokanbHyto 6a3y AaHHbIX NO/b30BaATENEN.
none3osamess)
Radius Bbibepute 3TOT napameTp 408 YCTaHOBKMU
BHelwHero RADIUS cepBepa B KadyectBe 6as3sbl
OaHHbIX ana aBTOpM3aLUN. MexaHn3m
asTopu3saunm — EAP-MD5.
Radius, Local Bbibepute 3TOT napameTp A4A  YCTaHOBKM

BHewHero RADIUS cepsepa B KauyectBe 6as3sbl
OaHHbIX ana aBTOpM3aLMK, OH 6ynet
npuvoputeTHbim. MexaHunsm asTopmsaummn — EAP-
MD5. Btopon no npuoputeTy byaeT NnoKanbHas
no/sib3oBaTesibckasA 6a3a AaHHbIX.
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Re-Auth (Global) - MloemopHaa asmopu3sayus (4na ecex)

Mapametp OnucaHue 3HayeHue no
YMOJIYaHUIO
Enable/Disable dyHKuMA  TpebyeT noBTOpHOM  aBTopu3auumm | Disable
BKntoYeHa/8blKA04YeHa KAWEHTa NpW OTCYTCTBUW aKTUBHOCTM B TeuyeHue | BoikawouyeHa

3a4aHHOro nepmnoga sBpemeHu.

Re-Auth Period (sec) — [loemopHaa aemopu3sayus nocae 3a0aHHO20 nepuoda epemeHu (c)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
Numerical (60 to 65535 | ®yHKUMA onpeaenseT, KakK 4acTo KoHeuyHble | 3600
sec.) YCTPOMCTBA [AONHbl MOBTOPHO BBOAUTL WMSA
Yucnosoe 3HauyeHue | nonb3osatena/maponb, 4Tobbl OCTaBaTbCA Ha
(60...65535 ceKkyHA) CBA3MU.
Enable 802.1X (CmaHdapm 802.1X)
Mapamertp OnucaHue 3HaueHue no
YMONYaHUIO
Enable/Disable MocTtaBbTe ¢narkok B KoJsioHKe 802.1X, yTobbl | Disable
BKstouyeH/8biKnoueH BKAtOUMTb cTtaHgapt IEEE 802.1X gna ogHoro waw | BeikaoveH

HEeCKO/IbKMX nopToB. Bce KoHeuyHble ycTpoiicTBa
[O/IKHbI BBECTM MMA Nosb3oBaTensa/naponb Ao
npeaocTaBAeHMs AOCTyNa K mopTam.

Re-Auth (MoemopHaa aem

opu3sayus)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
Enable/Disable ®PyHKUMA  TpebyeT noBTOpHOM  aBTopu3auum | Disable
BKsto4eHa/8biKo4eHa KNUeHTa No nopry. BbiknroyeHa

Local Database (/lokaneHas 6a3a 0aHHbIX nonb3osamenel)

Mpwn HaCTpOVIKe JIokanbHOW 6asbl Nonb3oBaTesien B KayecTse 6asbl AaHHbIX ONnA aBTOpPU3aunn, BHa4vane

HacTpoiTe 6a3y AaHHbIX.
Local Database

User Name
Password
Confirm Password

Descrption
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Local User Database Setup (Hacmpolika nokanbHoli nonb3oeamenbcKoli 6a3bi 0aHHbIX)

Mapametp OnucaHue 3HayeHue no
YMOIYAHUIO

User Name (Max. of 30| Wma nonb3oBatens  Ans  /JoKanbHoM | Het
characters) NoNb30BaTe/IbCKOM 6a3bl AaHHbIX.
Umsa nonv3zoeamensa (makc.30
cumeos08)
Password (Max. of 16 | Maponb Ans NokanbHOW Nonb3oBaTenbcKon | Het
characters) 6a3bl AaHHbIX.
Mapone (Makc.16 cumeosos)
Confirm Password MoateepaeHWe naponsa Ana NOKasbHOM | HeTt
lModmeepicdeHue rnaposs | NoNb30BaTeIbCKOM 6a3bl AaHHbIX.
(makc.16 cumeosnos)
Description  (Max. of 30 | OnucaHue ans NloKanbHoOM | Het
characters) Nob30BaTe/IbCKOM 6a3bl AaHHbIX.
OnucaHue (makc.30 cumeosos)

RADIUS Server Setting (Hacmpoliku cepsepa RADIUS)

RADIUS Server Settings

Apply Login Authentication Setlings

1¥! Sepver IPMame

UDP Part

]

[=%]

Shared Kay
2N9 Server IPMame
UDP Part 1§12

Shared Key

Apply Login Authentication Setting (Hacmpoliku cepsepa asmopu3sayuu)

MapameTtp OnucaHue 3HauyeHue no
YMOAYaHUIO
Select/Deselect BKAtoYyaeT HaACTPOMKM, MAEHTUYHble HacTpoMkam | Deselect
BKsto4eH/8biKnoveH cepBepa aBTOpM3aLUN. BbiknroyeH

Server Setting (Hacmpoliku cepeepa)

Mapametp OnucaHue 3HaueHue no
YMOI4aHUIO
Server IP/Name Onpepenexue IP-agpeca/umeHn cepsepa. localhost
IP-adpec/uma cepsepa
Server Port OnpepeneHune nopTa cepsepa. 1812
lMopm cepsepa
Server Shared Key OnpepeneHune Kako4va A0CTyna K cepeepy. Het

Kntoy docmyna k cepsepy
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Port Security (3awyuma nopmos)

KommyTaTop Moxa noagep:kvsaet gobasneHue unicast-rpynn Bpy4Hyto, ecam ato TpebyeTcs.

Port Security
Port 1 E|

MAC Address

I T [T

MapameTp OnucaHue 3HaueHue no
YMOJIHaHUIO
Port CBA3blBaeT CTAaTMYECKUM aapec C KOHKpeTHbim | 1 umam 1-1
Mopm NOPTOM.
MAC Address OobaBbTe cTaTnyeckuit MAC-agpec unicast B | Het
MAC-adpec Tabaunuy aapecos.

Port Access Control Table (Tabnuya koHmpona docmyna K nopmy)

Port Access Control Table
Port 1 [«]

Total Entries:0

CocrtosiHue nopTa byaeT oTobparkaTbCA Kak aBTOPU30BaHHbIA MW HEABTOPU30BaAHHbIM.
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Broadcast Storm Protection (3aujuma om wupoKoseuamesnbHO20 WMopma)

®YHKUMA 3aLMTbl OT LUMPOKOBELLATE/NIbHOIO LUTOPMA AOCTYMHA TOJ/IbKO Ha KOMMyTaTopax cepuit EDS-
G508E, EDS-G512E-4GSFP, EDS-G516E-4GSFP, IKS-6726A/6728A/6728A-8PoE, EDS-G512E-8PoE 1 EDS-

518E.
Broadcast Storm Protection
+| Broadcast Storm Protection

Include Multicast Packet
Include Unknown Unicast Packet

Mapametp OnucaHue 3HauyeHue no
YMOJIHAHUIO
Enable/Disable BKnoyaeT unaM  BblKAoYaeT o¢yHKuMio Broadcast | Enable
BKkstoYeH/8biKkaoYeH Storm Protection gnsa Multicast-nakeTos. BknroyeH
BKnoyaeT uaM  BblKAOYaeT ¢yHKumio Broadcast | Disable
Storm Protection pans HewusBecTHbIX Multicast- | BoikaroyeH

nakeToB U HensBecTHbIX Unicast-nakeTtos.

Loop Protection (3aujuma om obpa3osaHusA nemers).

Loop Protection

Enable
Mapametp OnucaHue 3HauyeHue no
YMONYaHUIO
Enable BKkntoyaet 3awmTy oT 06pasoBaHuA netesb. Disable
BknitoyeH BoiKkntoveH
Disable BbIkntoYaeT 3aWmTy oT 06pa3oBaHUA NeTeNb.
BoikntoveH

99



DHCP

IP-Port Binding (Ha3Ha4eHue IP-adpeca nopmy)

IP-Port Binding
[ Port | CurrentPAddress | Designated IPAddress |
MA
2 MA
3 MA
4 MA
5 MA
g MA
7 MA
a1 MA
32 MA
53 MA
_Apply

Designated IP Address (}enaembilii IP-adpec)

Mapametp OnucaHue 3HayeHue no
YMOYAHUIO
IP Address YcTtaHoBUTe Kenaembli IP-agpec ansa | Het
IP-adpec NOAK/OYEHHbIX YCTPOMCTB.

Hacmpolika ¢pyHkyuu DHCP Relay Agent

®dyHKkuma DHCP Relay Agent nossonsdeT oTnpaBasaTb LWKMpoKoBsellaTenbHble DHCP-coobuieHus yepes
MapLipyTmMsaTopbl. [aHHaa ¢yHKUMA NO3BOASET KAMeHTam nonydaTtb IP-agpeca ¢ DHCP-cepsepa,
Haxo4ALWEeroca B yoasieHHOM NOACETH, UIU HE HAaXOAALLEroCA B IOKANbHOM NOACETH.

DHCP Relay Agent (Option 82)

Onuma 82 ncnosnb3yeTcAa areHTOM PeTPaHCAAUMK, YTOObl BCTABAATb AOMNOAHUTENBHYIO MHPOPMALMIO B
DHCP-3anpoc knuneHta. MHPopmauma Relay Agent Information BcTaBnseTca areHTOM peTpaHCAAUUM
DHCP npu nepecbinke kKameHTcknx DHCP-naketos Ha DHCP-cepsep. CepBepbl MOryT pacnosHasaTb
onummn Relay Agent Information n ncnonbsosatb MHGOpPMaUMto g NPUCBOeEHUA IP-agpecoB KAMEHTaM.

Koraa Ha KommyTaTope BK/toYeHa onumaA 82, aboHEHTCKoe YCTPOMCTBO MAEHTUPULIMPYETCA C MOMOLLLbIO
nopTa KOMMyTaTopa, Yepes KOTOPbI OH MOAKNHYAETCA K ceTu (B gonosHeHue K ero MAC-agpecy). B
JIOKaNbHOM ceTn aboOHEHTCKOro YCTPOWCTBA K O4HOMY MOPTY KOMMYyTaTopa MOryT 6biTb NOAK/OUYEHDBI U
onpeaeneHbl HECKOIbKO XOCTOB A0CTyna.

Onuus 82 coctouT u3 asyx dacten, Circuit ID (ID kaHana) u Remote ID (yaaneHHbili ID), KoTopble
onpeaenatoT oTHolweHus mexay |IP-agpecom KoHe4wHoro yctponcTtea u DHCP-cepeepom Option 82.

Circuit ID npepcraBnsetr cobon 4-6aliToBoe 4MCIO, creHepupoBaHHoe Ethernet-kommytatopom —
KombuHauma ¢pusmyeckoro Homepa nopta u VLAN ID. dopmart Circuit ID nokasaH Huxe:
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FF-VV-VV-PP

loe nepsbid 6ant "FF"' — ato "01", BTopon n Tpetnin 6ant "VV-VV" — naentuoukatop VLAN-nopTa B
WwecTHaguatepMyHom dopmarte M nocnegHuii 6ant "PP" — 3To HoMep nopTa B LWeCTHaAuaTepuyHom
dopmarte. Hanpumep:

01-00-0F-03 — “Circuit ID” nopta 3 ¢ VLAN ID 15.

Remote ID naeHTUOUUNPYET areHTa peTPpaHCAALMN U MOKET OblITb:

1. IP-agpecom areHTa peTpaHcaALnm;

2. MAC-agpecom areHTa peTpaHcaaumu;

3. KombuHauueir IP-agpeca u MAC-agpeca areHTa
peTpaHcaaumu;

4, OnpeaeneHHOM NoAb30BaTENEM CTPOKOIA.

DHCP Relay Agent

1st Server
2nd Server
3rd Server

4th Server

Enabile Option &2
Assign Remote-D by

Remole-I0

(Port | Cireuti0 | Options2

-

1 01000101 Enable
i 01000102 Enable
] 01000103 Enable E
4 01000104 Enable
] 01000105 Enable
] 01000106 Enabile
T 01000107 Enable -

Server IP Address (IP-agpec cepsepa)

1st Server (Mepevlii cepsep)

Mapametp OnucaHue 3HayeHue no
YMOIHaHUIO
IP Address for the 1st | IP-agpec nepsoro DHCP-cepBepa, K KoTtopomy | Het
DHCP server KOMMYTATOpP MNbITaeTcAa NOAYy4YnTb A40CTYyn.
IP-adpec nepsoz2o DHCP-
cepsepa

2nd Server (Bmopoii cepsep)

Mapametp OnucaHue 3HayeHue no
YMOJIYAHUIO
IP Address for the 2nd | IP-agpec BTOporo DHCP-cepBepa, K KoTtopomy | Het
DHCP server KOMMYTaATOp NbITaeTcA NoAy4YnTb AOCTYM.
IP-adpec emopozo DHCP-
cepsepa
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3rd Server (Tpemuii cepeep)

Mapametp OnucaHue 3HayeHue no
YMOJIYaHUIO
IP Address for the 3rd | IP-agpec Tpetbero DHCP-cepBepa, K KoTtopomy | Her

DHCP server
IP-adpec
DHCP-cepsepa

mpemeoeeo

KOMMYTATOpP NbITAETCA NONYYUTb A0CTYN.

4th Server (YHemeépmuilii cepeep)

Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
IP Address for the 4th | IP-agpec uyetBeptoro DHCP-cepBepa, K KoTtopomy | Het

DHCP server
IP-a0pec yemeepmozo
DHCP-cepsepa

KOMMYTATOpP NbITaeTcA NONYy4YnUTb AOCTYN.

DHCP Option 82

Enable Option 82 (BkaouyeHue onyuu 82)

Mapametp OnucaHue 3Ha4yeHue no
YMONYaHUIO
Enable or Disable BkatoyaeT nam BbikaodaeT ¢oyHKumio DHCP Option | Disable
BknoyeHa unu | 82 BoikntoyeHa
BbIKMOYEHA

Assign Remote-ID by (HasHaveHue ydaneHHoz20 ID ¢ nomouwjbio)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
IP B kauectBe yganeHHoro ID wmucnonbsyet IP-agpec | IP
KOMMyTaTOpa.
MAC B kauvectBe yganeHHoro ID ucnonbsyetr MAC-agpec
KOMMyTaTOpa.
Client-ID B KauecTtBe  yAaneHHoro ID nucnonbsyet
KOMBUHauus IP-appeca 7 MAC-agpeca
KoMMyTaTopa
Other Ucnonb3yetca HasHayeHHbIM nonb3oBaTenem ID.
Apyaoe

Value (3HayeHue)

Mapametp OnucaHue 3HaueHue no
yMONYaHUIO
Makc.12 cumsonos OTobparkaeT 3HauyeHue, KoTOopoe 6b1n10 | Switch IP
yCTaHOBNEHO. 3ano/iHUTe 3TO none, ecnm Tmn 6bin | address
yCTaHOBNEH B 3HaeHue Other. IP-adpec
Kommymamopa
Remote-ID
Mapamertp OnucaHue 3HaueHue no
YyMONYaHUIO
read-only LLecTtHaguatepuyHoe 3HadyeHne Ha DHCP-cepsepe | COA87FFD

moOsiIbKO YmeHue

ana Remote-ID. 310 3HauyeHne reHepupyeTcA
aBTOMATUYECKM, B COOTBETCTBUM C nosaem Value.
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| MNonb3osaTenn He MOTYT USMEHUTD €ro.

DHCP Function Table (Tabanua ¢yHKumnit DHCP)

Enable
Mapametp OnucaHue 3HayeHue no
YMOJIHaHUIO
Enable or Disable Bkntoyaet mnm BbikatoyaeT ¢yHKumio DHCP Option | Disable
BkniroyeHa unu | 82 ana aToro nopra. BoiKntovyeHa
8bIK/1IOYEHA

Hacmpotika npomokoaa SNMP

KommyTatopbl Moxa nogaepxumBatot Tpu Bepcnm npotokona SNMP — SNMP V1, SNMP V2¢c, SNMP3. B
npotokonax SNMP V1 wu SNMP V2 aBTOpM3aumsa NoAb30BaTeNeN BbINOMHAETCA MNOCPeACTBOM
«npeHTMdmKaTopa coobuiectsa» (community string), 3To 3HAUMT, YTO AOCTYN K Onepauuam YTEHUA U
yTeHMA/3anucK  ocyllectTBaseTca Yepes «ugeHTUdMKatop coobuwectsa» public w private (no
ymonyaHuto). B SNMP3 ncnonb3yotca anroputmbl ayteHTUdUKaumm MD5 1 SHA, uTo aenaet ero cambim
HaZeXHbIM NPOTOKONOM. N5 ycuneHus 6e3onacHOCTU Bbl TaKyKe MOXKeTe aKTMBUPOBATb WndpoBaHne

AaHHbIX.

Pexxumbl 1 ypoBHuM 6e3onacHoct SNMP, nogpepuBaembie KommyTaTopom Moxa, npuseaeHbl B

Tabnuue Huxe. Bbibepute pexkMm U ypoBeHb 6e30MacHOCTM, KOTopbiM bydeT MCnonb3oBaTbCs
KOMMYHUKauuax mexay SNMP-areHTom 1 gucnetyepom.

Bepcus Pexxum AyteHTudpukauusa | LnpposaHue Metop
npoToOKoONa 6e3onacHocTH BAHHbIX
SNMP V1, V2c | V1, V2c Read | «maeHtTudumkatop | Het BbibepuTe
Community coobuiectsa» «npeHTUbMKaTop
(coobuiecTso, coobuiectsa» ans
umerowee [octyn K ayTeHTUdUKaumm.
YTEeHMI0)
V1, V2c Read/Write | «naeHTudpukatop | Het BoibepuTe
Community coobuiectsa» «npeHTUbMKaTop
(coobuiecTso, coobuiectsa» ans
umerowee [octyn K ayTeHTUdUKaumm.
yTeHuno/3anmncu)
SNMP V3 No-Auth Het Het Mcnonb3yiTe aKKayHT
admin wnn user ans
[0CTyna K 06beKkTam.
MDS5 nan SHA AyteHTuduKauyma, | Het ObecneunBaer
OCHOBaHHaA  Ha ayTeHTUPUKaumo  Ha
MDS5 naun SHA 6ase ANroOpPUTMOB
HMAC-MD5 nnu
HMAC-SHA. Ona
ayTeHTUdUKaumm
HeobxoaMmo
BBEAEHME napons,
COCTOALLETO MUHUMYM
13 8 CMMBO/IOB.
MDS5 naun SHA AyTteHTuduMKaums, | Knroy ObecneunBaet
OCHOBAHHasA  Ha | WndpoBaHMA | ayTEHTUPUKALMIO HaA
MDS5 naun SHA OAHHbIX base ANrOPUTMOB
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HMAC-MD5 nnm
HMAC-SHA wu Knwou
WNPpPOBAHUA OAHHbIX.
Ona ayteHTUdMKaumm
7 WwndppoBaHUA
Heobxoamnmo
BBEAEHME napons,
COCTOALLETO MUHUMYM
M3 8 CMMBONOB, M
KoM wnpoBaHma
OAHHbIX.

MpumeyaHue:

Mma nonb3osatena u naponab SNMP V3 coBnagatoT ¢ UMeHemM noJsb3oBaTensa u naposiem akKKayHTa
nonb3osatens. Admin umeer AOCTyn Ha YpPOBHE 4YTEHMA U 3aNUCU HACTPOEK. User mMOXeT TONbKO

npocmaTtpuBaTb AaHHbIE.

[aHHble NapameTpbl HacTpamnBaloTcs B OKHe HacTpoliku SNMP. MNMogpobHasa pacwndpoBKa NapameTpos

OKHa HacTpoiKkn SNMP npuseaeHa HUXKe.

SNMP
SNMP Versions V1, vZe, va[=]
Admin Auth. Type [Ho-awtn =]
Enable Admin Data Encryplion Data Encryption Key |
User Auth. Type [Mo-aumn =]
Enable User Data Encryplion Drata Encryplion Key |

Community

W1 V2 Read Communiby -:,‘-ul:lh.'

W1 V2c Wrile/Read Community privabe

Trap/inform Recipient

Trap Mode Trapvi | =
Host 1P Address 4

15t Trap Commiinity ool

Host IP Address 2

2nd Trap Community piuibic

SNMP Read/Write Settings (Hacmpoliku Ymerus/3anucu SNMP)

SNMP Versions (Bepcuu SNMP)

Mapamertp OnucaHue 3HaueHue no
YMOIYaHUIO
V1, V2¢, V3 nam | Bepcua npotokona SNMP, wucnonbsyemasa pgna | V1, V2c

V1, V2c wau | ynpasaeHMA KOMMYTAaTOPOM.
ToNbKO V3
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V1, V2c Read Community (Coobuiecmeo, umeroujee docmyn K YmeHuo)

Mapametp OnucaHue 3HayeHue no
YMOJIYaHUIO
Makc. 30 | Boibepute  «mpeHTMdUKaTOp  coobuectBa»  ans | Public
CMMBOJIOB ayTeHTMOUKALMM. DTO O3Ha4yaeT, YTo Npu BBEeAEHWUU

naeHtTndmkaTopa public, SNMP-areHT nonyumt gocTyn
KO BCEM 0OBEKTAM Ha YPOBHE YTEHUA.

V1, V2c Read/Write Community (Coobuwecmeo, umeroujee docmyn K ymeHuro/3anucu)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
Makc. 30 | Bbibepute  «mpeHTUdPUMKATOp  coobuwiectBa»  anAa | Private
CUMBO/IOB ayTeHTUPUKaLMMU. ITO O3HAYAEeT, YTO NpPU BBEAEHUMU

naeHtTnomkaTopa private, SNMP-areHT nonyumt gocTyn
KO BCeM 06bEeKTaM Ha YPOBHE YTEHMA U 3anNUCH.

Ona SNMP V3 cywecrtByeT gBa ypoBHA L0CTyna, COOTBETCTBYHOLWME PA3/IMYHBIM YYETHbIM 3annUcAM
nonb3oBartesieii. Admin Mmeer gocTyn Ha ypoBHe 4yTeHua u 3anucu MIB-daina. User MosKeT TOJIbKO
NPOCMaTpPMBaTb AaHHble.

Admin Auth. Type (mun aymeHmudpuKkayuu nonv3osamena Admin) — daa SNMP V1, V2¢, V3 u mosnbKo

V3
Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
No-Auth Mcnonb3yiiTe akKayHT admin gna goctyna K obbektam | Het
6e3 ayTeHTUdMKaLmu.
MD5- ObecneynBaeT ayTeHTUPUKaLMIO Ha 6ase anropuTma | Het
Auth HMAC-MD5. [Ons ayTeHTUdUKaumMmM Heobxoanmo
BBEZEHME Napons, COCTOAWEr0 MWHUMYM K3 8
CMMBO/IOB.
SHA- ObecneynBaeT ayTeHTUdMKauMo Ha 6ase anroputma | Het
Auth HMAC-SHA. [Ona ayTeHTMdMKaumm Heobxoanmo
BBEZEHME Napons, COCTOAWEr0 MWHUMYM K3 8
CMMBO/IOB.

Enable Admin Data Encryption Key (ka4 wugposaHua 0aHHbIX nonv3oeamena Admin) — ona SNMP
V1, V2¢, V3 u monseko V3

MapameTtp OnucaHue 3HaueHue no
YMOJIHaHUIO
Enable Heobxoamm Knwou wndpoBaHMA AaHHbIX (MUHMMYM 8 | HeT
BkrniroueH n makcumym 30 CMMBONOB)
Disable HeT wndpoBaHMA AaHHbIX Het
OmkKnoyeH

User Auth. Type (mun aymenmucgukayuu nono3zoeamens) — 0aa SNMP V1, V2¢c, V3 u monesko V3

MapameTtp OnucaHue 3HaueHue no
YMOJIHaHUIO
No-Auth Mcnonb3yiTe akkayHT admin gna goctyna K obbektam | Het
6e3 ayteHTUdUKaLMN.
MD5- ObecneumBaeT ayTeHTUdMKaUMo Ha 6ase anroputma | Het
Auth HMAC-MD5. [na ayTeHTUPUKaumm Heobxoanmo

BBeZleHMe napons, COCTOAWEro MWUHUMYM #3 8
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CMMBOJIOB.

SHA- ObecneunBaeT ayTeHTUPUKauMIO Ha 6ase anropuTma | Het

Auth HMAC-SHA. [Ona ayteHTMPMKaumm Heobxoanmo
BBEJEHWEe Maposa, COCTOAWEro MUHUMYM U3 8
CUMBOJIOB.

Enable User Data Encryption Key (ka4 wugposaHusa 0aHHbIX nosnb3osamerns) — ona SNMP V1, V2c,
V3 u monobko V3

Mapametp OnucaHue 3HayeHue no
YMONYAHUIO
Enable Heobxoamm Kntou wndpoBaHMa AaHHbIX (MUHMMYM 8 | HeT
BkniroyeH 1 makcumym 30 cMMBONOB)
Disable HeT wndpoBaHUs gaHHbIX Het
OmeknroyeH

Trap Settings (Hacmpotika SNMP Trap)

®dyHKkuma SNMP Trap nossonset SNMP-areHTy oTnpaBnatb NMS-coobuieHMa O BaXKHbIX COObITUSAX.
KommyTtaTop nogaeprkmeaet aga pexknuma SNMP: pexkum Trap v pexxkum Inform.

Trapfintorm Reciplent

Trap Mode Trap V1 | =
Host IP Address 1

1st Trap Community public
Host IP Address 2
2nd Trap Community pubilic

Pexcum SNMP Trap - TRAP

B pexxume Trap SNMP-areHT oTnpasnneT coobuweHns SNMPv1 trap B cuctemy ynpasneHus cetbio (NMS).
OT cUCTEMbI HE NMPUXOAUT HUKAKOro NOATBEPKAEHMA NOyYeHUA coobueHuns, nostomy SNMP-areHT He
MOMET y3HaTb, AOCTUINO NN coobLLeHMe agpecaTa.

Pexcum SNMP Trap - INFORM

MpoTtokon SNMPv2 nogaepusaetr mexaHusm Inform. Koraa coobueHune Inform otnpaensetrca SNMP-
areHTom B cucTemy ynpasneHua cetbto (NMS), appecaT oTnpasnseT oTBeTHoe coobueHne
(nopTBeprKaeHMe O MonyvyeHuu), nofdobHO NOON cucTeEMe HALEKHOW OTMPaBKM M MOAYyYeHUn
3anpocoB. Ecnn SNMP-areHT He nonydyaeT oOTBeTa OT CUCTeMbl ynpaBneHua cetbio (NMS) B
onpeaeneHHbli nepuos BpemeHu, SNMP-areHT nNoBTOpPHO oOTnNpaBuT coobueHue inform B cuctemy
ynpasneHua ceTbto (NMS). MakcumanbHoe Bpema oxungaHua coctasaset 300 cekyHA (Mo ymonyaHuio —
1 ¢), a MaKcMManbHOE YMCN0 MOBTOPHbIX NONbITOK — 99 pa3 (no ymonuyaHuio — 1 pas). Ecam SNMP-areHT
NOJIy4YMN OTBET OT cUCTEMbI ynpasneHus cetbto (NMS), OH MpeKkpaTUT nocbliaTb MHGOPMALMOHHbIE
coobueHus.

Host IP Address 1 (IP-adpec Trap-cepeepa)

Mapametp OnucaHue 3HayeHue no
YMOIHaHUIO
IP-agpec nan uma Beeante |P-agpec uam wmma nepsoro Trap-cepsepa, | Het
ncnonb3yemoro Baweit ceTbto.

106



1-st Trap Community (lepeoe Trap-coobwiecmeo)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO
Makc.30 cumsonos Beegute «MAEHTUPMKATOP coobulectBa» ansa | Public
ayTeHTUdUuKaumu.

Host IP Address 2 (IP-adpec emopozo Trap-cepeepa)

Mapametp OnucaHue 3HayeHue no
YMOJIHaHUIO
IP-agpec nan uma Beeante IP-agpec wvan mma stoporo Trap-cepsepa, | Het

ncnonb3lyemoro Bawewm ceTbto.

2-nd Trap Community (Bmopoe Trap-coobujecmeo)

Mapametp OnucaHue 3HayeHue no
YMOAYaHUIO
Makc.30 cumBonos Beegute «MAEHTUDMKATOP cooblectsa» ansa | Public
ayTeHTUIUKaLMK.

Industrial Protocol ([TpombiwneHHbie NpomoKonbi)

KommyTaTopbl Moxa noggepuBatoT TPU NPOMbIWIEHHbIX NPOTOKoNa AnA ynpasneHus: EtherNet/IP,
Modbus TCP n PROFITNET I/0O. Moaaepskka BCeX MPOTOKONOB MOMKET BbITb BKAOYEHA UKW OTKAOYEHa C
NMOMOLLbIO YCTAHOBKM COOTBETCTBYHOLWMX dnaxkoB. MNMpotokon Modbus TCP BKAHOYEH MO YMOAYaHUIO,
TOrAa Kak ABa OCTa/ibHbIX MPOTOKOJ/1a OTK/OYEHbI.

Industrial Protocol
EtherNelP

Enable EtherMNetiP
Note: IGMP snooping will be automatically enabled when EtherMetIP is adivated

Modbus TCP
([} Enable Modbus TCP

PROFINET 10
Enable PROFINET 10

MpumeyaHue:

1. ®yHKuMM IGMP Snooping n IGMP Query byayT aBTOMaTUYECKM BKAOYEHbl B cucTemax Rockwell
AnAa yaaneHHoro obmeHa multicast-coobienunamm (multicast Implicit (1/0) Messaging) ans o6ecneveHus
addeKTnBHOM cBA3M No npotokoy EtherNet/IP.

2. MpoTokon EtherNet/IP He MmoKeT BbITb BK/IIOYEH, €C/n BbiKAoYeHa ¢yHKUma IGMP Snooping 13-
3a HacTpoeK VLAN.

3. Cepumn ICS-G7700A n ICS-G7800A noaaep*mnsatoT ToAbKo npoTokosbl EtherNet/IP u1 Modbus
TCP.
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JlugzHocmukKa

KOMMYTaTOP Moxa obecneumBaer TP BaXHbIX ANA agMUHUCTPATOPA UMHCTPYMEHTA O1A ANATHOCTUKU
cetn.

®yHkyus LLDP

BeegeHue

LLDP (Link Layer Discovery Protocol) — npoTokon KommyTtatopoB 2
ypoBHa moaenun 0S|, onvcaHHbIN B cTaHgapTe IEEE 802.11AB. ®yHKumMA

LLDP nosBonsieT KaxKgoMy CeTeBOMY YCTPOWCTBY, TaKOMy KakK
ynpasnsembii  KommyTtatop Moxa, nepuoguyeckm  OTNpPaBAATb /
UHbopMaumio o cebe M cBOEN KOHPUrypaLuuMM CBOMM COCEAAM. /

bnaropgapa sTomy, Bce ycTpouctea ¢ ¢yHkumernr LLDP nocTtoAHHO

nosay4atoT UHGOPMALUIO O COCTOAHUN U KOHOUIypaumu apyr apyra, a ¢

¢yHKUMen SNMP 3Ta MHPopmMauma TaKKe MoOXeT ObiTb nepegaHa No—
nporpammHomy  obecneyeHnto  Moxa  4nA  aBTOMATMYECKOro —
oTOOpaXKeHua TOMoJIOTNK U HAacTPonKK ceTn, MXview.

C NMOMOLLbIO web-o603peBaTtens nonb3oBaTesib MOXKeT

BKIOUUTL/OTKAOUUTL PyHKUMIO LLDP 1 ycTaHOBMTb MHTepBan nepegayn nHbopmaumm. Kpome Toro,
MOXHO NMPOCMATPMBATbL CMIMCOK COCEAEN KaXKAOro KoMmyTaTopa. Camoe rnaBHoe, BKAOYEHHaA GpyHKLMA
LLDP nossonset nporpammHomy obecneveHnto Moxa MXview aBTomaTuyecku otobpakaTb TONOAOMUIO
CETM U AeTann HaCTPOMKKM cucTembl, Takne Kak VLAN u Trunking.

Configuring LLDP Settings (Hactpoiika ¢yHKumum LLDP)
LLDP

+| Enable LLDP
Message Tranemil Interval (sec) |5

| Port | Meighbor ID Meighbor Port | Neighbor Port Description | Neighbor System

General Settings (O6wue HacTpoOIiKK)

LLDP
Mapametp OnucaHue 3HaueHue no
YMOJIYAHUIO
Enable or Disable BKatoyaeT nau BbikatovaeT pyHKumio LLDP. Enable
BknwoyeHa unu BKknroueHa
8bIK/1HOYEHd

Message Transmit Interval (MHmepean omnpaeku coobuw,eHuii)

Mapametp OnucaHue 3HaueHue no
YMONYAHUIO
5...32768 ceKyHA, YcTaHoBUTE MHTepBan oTnpaBku LLDP-coobuieHuii | 5 (cekyHa)

(B cekyHpax).
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LLDP Table (Tabnuuya LLDP)

Tabnunua LLDP oTobparkaeT cneaytoLLyto MHopmMmaLmto:

Port: Homep nopTa, NOAKNOYEHHOIO K coceaHeMy YCTPOMCTBY.

Neighbor ID: YHuKkanbHoe ceoiicteo (O6biuHO — MAC-aapec), onpeaensiollee cocegHee yCTPOUCTBO.
Neighbor Port: Homep nopTa coceaHero yctpoiicTaa.

Neighbor Port Description: TekctoBoe onuncaHue nHTepdeica coceaHero ycTponcTaa.

Neighbor System: Ums xocTa cocegHero ycTpoiicTea.

Ping

®yHKUMA Ping ncnonb3yeT KomaHabl ping ona obecneyeHus nosib3oBaTesnei NPoCTbiM, HO MOLLHbIM
MHCTPYMEHTOM YCTPaHEeHMUA HENOMaA0K ceTU. YHUKaNbHAA 0COBEHHOCTb 3TOM GYHKUMKM B TOM, YTO AaxKe
€C/IM KOMaH4a ping BBeAEHA MNONb30BaTe/IEM C KNaBMaTypbl KOMMNbIOTEPA, HACTOAWAA KOMaHAa ping
byaeT nepegaHa oT camoro KommyTatopa Moxa. Takum o06pasom, Nosib3oBaTe/lb MOMKET OTCbINaTb
KOMaHZbl ping yepes NopTbl KOMMyTaTopa.

[ns ncnonb3oBaHUA 3TOM PYyHKUUKM BBeaMTe Kenaembit IP-agpec n HaxkmuTe Enter npu ynpasneHuu
yepes nocnenoBaTe/ibHYI0 KOHCOb, UK KAnKHUTE Ping npu ncnons3osaHnn web-o6o3pesatens.

Ping
IP address/Name m

3epkanuposaHue nopma (Port Mirror)

®YHKUMA 3epKanuposaHus nopta (Mirror Port) MoxkeT 6biTb MCMOIb30BAHA AJ/17 MOHUTOPWHIA AAHHbIX,
TPaHCAMPYEMBIX Yepes3 onpeaeneHHbI NOpT. ITO OCYLLECTBAAETCA NyTeM HACTPOWKM APYroro nopra
(nopT 3epKanMpoBaHMA) HA NOJlyYeHWE AAHHbIX, UCXOAALMX UKW NOCTYMNAOWMX U UCXOOALLMX C NOPTa,
MOHUTOPUHI  KOTOPOro Mpou3BOAMUTCA. ITO MO3BOJIAET aAMWHWUCTPATOPY CAEAWUTb 33 CeTeBOW
aKTUBHOCTbIO NopTa.

Port Mirroring

Maonitored Port

@y
[+
[
()

Sniffer Mode TERY -

Warroe Pod — =

| Apply
Port Mirroring Settings (Hacmpoliiku ¢pyHkyuu Mirror Port)
Mapametp OnucaHue

Monitored Port Bbibepute HOmepa MOPTOB, UbA CeTeBas aKTUMBHOCTb  Oyaer
Omcnexusaemolli nropm | OTCNEXKMBATLCA.
Sniffer Mode Bbibepute oauH U3 cneayowmx BApMaHTOB OTCAEKMBAHUA:
Pexcum 3epKanuposaHus e RX: BblbepuTe 3TOT BapuaHT ANsA  OTCAEKMBAHUA TOJNIbKO
nopmos BXOAALLNX MAKETOB AAHHbIX.

e TX: BblbepuTe 3TOT BapuWaHT ANA OTCAEXKMBAHUA TOJIbKO

NCXO4ALLMX NAKETOB AAHHbIX.
e TX/RX: Bbibepute 3TOT BapuUaHT A1s OTCAEKMUBAHUA U BXOAALIMX,
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N UCXOJALMX NAKETOB AAHHbIX.
Mirror Port Bbibepute HOMep MopTa, KOTOPbIN ByAeT OCywWecTBAATb OTCNEXKMBaAHME
3epKanuposaHHuUe Ha | ceTeBoW aKTUBHOCTK NopTa Monitored Port.
nopm

Hcnone3osaHue pyHKUUU MOHUMOPUH2a

Bbl moxeTe OCYLWeCTB/IATb MPOCMOTP CTAaTUCTUKKN B PEXUME pPeAIbHOINo BpeMeHU C NOMOLbHO web-
O603p€BaTEIIF| nnn ﬂOCﬂeAOBaTeﬂbHOﬁ KOHCO/N.

CPU/Memory Utilization (Ucnone3oeaHue npouyeccopa/namamu)

CrpaHunua CPU/Memory Utilization (Mcnonb3osaHne npoueccopa/namatn) oTtobpaskaeT cocToAaHue
CUCTEMHDbIX pecypcoB. bnarogapsa gaHHon uHGOpMauumM, nonb3oBaTenn GbICTPO U JIEFKO MOFYT Y3HaTb
pabouyee cocToAHNE KOMMYTaTOPA.

CPU/Memory Utilization

CPU Utilization Jo% Past Ssecs -
Free Memory 17081500 Bytes
Power Consumption 4 33 Watts

CPU Utilization (Ucnonb308aHue npoyeccopa)

Mapametp OnucaHue 3HayeHue no
YMONYaHUIO

Read-only Mcnonb3oBaHuWe npoueccopa B TedyeHne nocneaHumx | Past 5 secs
Pexcum ymeHus 5 cekyHga, 30 cekyHA 1 5 MUHYT lMocnedHue 5 ¢

Free Memory (Ceob600Haa namams)

Mapametp OnucaHue 3HayeHue no
yMOAN4YaHUIO
Read-only CeoboaHaA namAaTM KommyTaTopa B JAaHHbIM | Het
Pexcum ymeHus MOMEHT.

Power Consumption (lMompeb6neHue 3Hepauu)

Mapametp OnucaHue 3HayeHue no
YMOIHaHUIO
Read-only Nudopmauus o notpebaeHnn sHepruu. | Het
Pexcum ymeHusa Odonyctumas norpewHocts — 7% (eguHuua

nsmepeHua — BaTTbl)

Statistics (Cmamucmuka)

Monyunte AOCTYN K MOHUTOPUHTY, BblbpaB pasgen System B neBOoM BepTMKanbHOM MeHto. Monitor by
System no3BonAeT Mo/b30BaTeNt0 YBUAETb rpaduK, MOKasbiBaloWMA OOy aKTUBHOCTb Mepeaayu
OaHHbIX BCeX NOPTOB KommyTaTopa Moxa. Bbibepute oaHy m3 4 onuuii — Total Packets, TX Packets, RX
Packets, Error Packets gns npocmoTpa aKTMBHOCTU NAaKeTOB onpeaeneHHoro Tuna. He 3abygbte, uto TX
nakeTbl — 3TO MaKeTbl, OTCbllaemble KOMMyTaTopom, RX MakeTbl — 3TO NakeTbl, NOAYyYEeHHble OT
NOAKNOYEHHbIX ycTponcTs, Error Packets — 3To nakeTbl, He NpoleaLine anropuTM NPOBEPKM Ha OLLIMOKM
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TCP/IP. Onuusa Total Packets nokasbiBaeT rpadmk akTMBHOCTM BCeX TMNOB nakeTos, TX, RX n TX Error, RX
Error Packets. AKTUBHOCTb Nepegaun AaHHbIX OTPaXeHa Ha ocax rpaduka Packets/s (T.e. uncno nakertos
B CEKYHAY WK PPS) U sec. (cekyHabl). PaKTUYECKM, HA OAHOM UM TOM Ke rpaduKe NoKasaHbl TPU KPUBbIE:
naketbl Uni-cast (KpacHbim), nakeTtbl Multi-cast (3eneHbim) n nakeTtbl Broad-cast (cvHuMm). Tpaduk
0OHOB/IAGTCA Ka)KAble HECKO/IbKO CEeKyHA, MO3BOAAS MNO/b30BaTE/Il0 aHa/IM3MPOBaTb aKTUBHOCTb
nepegaym AaHHbIX KOMMYTaToOpa B PeXXuUme peanbHOro BpemeHu.

Statistics

All Ports = Tolal Packets -

Facketizec
40

37

KL

1648 EE a04 672

SBC

[Format] Total Packets + Packets in past & secs Update Interval: every 5 secs
fPort ™ |mEmor JRx | RxEror |

1 040 0+0 0+0 040 D
2 16027+54 0+0 250TT+50 0+0

3 0+0 O+ 0+ 0+0

4 040 00 0+0 040

i 0+0 00D 0+0 0+0

[ 040 040 0+0 040

7 137541 ] 18440 0+0

G 0+0 0+0 0+0 0+0

G? N+ N N+ N+ -

MOHUTOPUHI NOPTOB

MonyunTe poctyn K GpyHKuMmM Monitor by Ports, Bbibpas 13 nesoro cnucka pasgen ALL 10/100M or 1G
Ports unu Port i, B KoTopom i=1, 2, ..., G2. Onuua Port i ngeHTM4Ha ¢yHKUMM Monitor by System, o
KOTOPOW LWNa peyb Bbllle U KoTopas ncnosblyetcs ana moHmtopuHra All Packets, TX Packets, RX Packets
unn Error Packets, a B gaHHOM cnyvyae ANA MOHUTOPWUHra KOHKpeTHoro nopta. Onuua All Ports
MOKa3blBaeT AKTUBHOCTb KOHKPETHOro MopTa, KOTOpyk Bbl moXKeTe yBMAETb C NMOMOLLBI GYHKUUK
Console Monitor, onucaHHoW Bbiwe. Onuua All Ports oTparkeHa C MOMOLBI Tpex BEPTUMKAJNbHbIX
cToNBLOB A1 Kaxaoro nopra. BeicoTa ctonbua cootsetcTayet Packets/s ana gaHHOro Tuna NakeTos B
MOMEHT BpemMeHU npocmoTpa. CtonbeL, yBennunmBaeTca U ymeHbluaeTcs, 6aarogapa yemy nonb3oBaTesb
MOMEeT cyautTb 06 M3MeHEeHWW CKOPOCTU Nepefayn AaHHbIX Mo nopTy. CMHWMI cTonbel, nokasbiBaeT
cTaTucTUKY no Uni-cast nakeTtam, KpacHbii — no Multi-cast, opaHxeBbin — no Broad-cast. paduk
0o6HOBNAETCA KaxAble HECKO/IbKO CEeKyHZ, NO03BO/AAA MO0/Ib30BaTeNt0 aHA/NM3MPOBaTb aKTUBHOCTb
nepeaayv AaHHbIX KOMMYTAaTOpPa B PEXUME PeasbHOro BpemMeHM.
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Statistics

Port 2 - Tolal Packets -

Packetisec
20

o 168 EET) 504 Gl
. MlBcast s

[F D"ﬂat] Total Packets + Packets im I:last S SBCS Update Interva EVETy 3 SBLCS
[ Tk Total | TxUnicast [ T Multicast | Tx Broadcast | Tx Collision |
16745415 13010414 ZE1541 3040 040

Rx Total | Rx Unicast | Rx Multicast | Rx Broadcast
24848+20 18055+20 B01+0 S902+0 0+0
[ Late | Excessive | CRC Error | Discard | Undersize | Fragments | Oversize | Jabber |
040 040 0+0 0+0 040 0+0 0+0 040

Fiber Digital Diagnostics Monitoring (SFP DDM and Fiber Check) — ®yHkyuu yugposoli
O0UG2HOCMUKU U MOHUMOPUH2a onmoeosokHa (SFP DDM u Fiber Check)

OnNTOBO/IOKHO 06bIMHO MCNOb3YeTCA A/A Nepefaym AaHHbIX Ha 6onblne pacctosHuA. Ho ycTpaHeHue
npobsem Npu aBapuax Ha BONOKOHHO-ONTUYECKOM Kabese Ha yAaneHHbIX 0ObeKTax ABAAETCA OYeHb
poporoctoAwmm. [inAa pelweHusa 3Tok npobnemobl npombiwneHHble Ethernet-kommyTatopbl Moxa
obnagaloT PpYyHKUMAMUM UMPPOBON AMArHOCTUKM WM MOHUTOpuHra (DDM) SFP-moayneii Moxa c
OMTOBOJ/IOKHOM M/UAN BCTPOEHHbIX OMTUYECKMX MOPTOB (MHOromog ¢ pasbemamm SC/ST n ogHomog C
pasbemom SC) 1 NO3BOIAIOT NOJIb30BATENIAM U3MEPATH NAapaMeTpbl ONTUKU U ee NPOU3BOAMUTENbHOCTb
M3 UeHTpa ynpasneHuA. [aHHaa OJyHKUMA MOMKET 3HauuTeNbHO o0b61erynTb Mpouecc Mnoucka
HeMcnpaBHOCTEN HAa ONTOBOIOKOHHbIX IMHUAX U COKPATUTb PAacXobl Ha OTAALKY.

CywiecTBytlOT ABe KaTteropum KommyTtatopos Moxa: nogaepxusatowme SFP DDM wn noagaeprkusatowme
Fiber Check.

Tun Mopenu

SFP DDM Cepun EDS-510E, EDS-G508E, EDS-G512E, EDS-G516E, IKS-6726A,
IKS-6728A, 1KS-6728A-8PoE, IKS-G6524A, IKS-G6824A, 1CS-G7526A,
ICS-G7826A, ICS-G7528A, ICS-G7828A, ICS-G7748A, ICS-G7848A, ICS-
G7750A, ICS-G7850A, ICS-G7752A, ICS-G7852A

Fiber Check Cepusa EDS-518E
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SFP Digital Diagnostic Monitor (Llugpposas ouazHocmukxa SFP-modyneli)

G2 SFP-1GLYMLCG-T
G3 SFP-1GLXLC-T

SFP Digital Diagnostic Monitor
| Port| ModeiName | Temperature (°C)| Voltage (V)| Tx Power (dBm) | Rx Power (dBm) |

3.5 3.3
336 3.3

7.5 297
57 -35.4

MNapametp OnucaHue
Port No. Homep nopta KommyTaTopa, K KoTopomy noakatoyeH SFP-moaynb.
Homep nopma
Model Name Mogenb SFP-moayns.
Modensb
Temperature (°C) Pabouan Temnepatypa SFP-moayns.
Temnepamypa (°C)
Voltage (V) HanpsxeHune nutanma SFP-moayns.

HanpsaxceHue numaHus (B)

Tx power (dBm)
MowHocms Tx (0bm)

MOoLHOCTb CMrHaNa, NnepesaBaemMoro no ONTOBOJ/IOKOHHOMY Kabesto.

Rx power (dBm)
MouwHocmes Rx (06m)

MOLIHOCTb CMrHaNa, Noy4aemoro No ONTOBOJIOKOHHOMY Kabesto.

NpumeyaHue:

BO3MOXHbI NOrpeLHOCTM MeXay peasbHbIMU AaHHBIMU N AaHHbIMU M3MepeHMVI.

MapameTtp MorpelHocTb
Temperature (°C) +3°C
Temnepamypa (°C)
Voltage (V) +0.1B
HanpsaxceHue numaHus (B)
Tx power (dBm) +3 06
MouwHocms Tx (06m)
Rx power (dBm) +3 06

MouwHocmes Rx (0bm)
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Fiber Check (uazHocmuka onmu4eckux nopmos)

®yHKumA Fiber Check (OnarHoctMka onTMYECKMX NOPTOB) MCNOAb3yeTcA ANA AMarHOCTUKM COCTOAHUA

coegunHeHnAa no OonNTUYeCKMM NnopTaMm,

BK/1lO4aA

SFP-mooynn C ONTOBONOKHOM W BCTPOEHHbIE

onTuMyeckue noptbl (MHoromosd ¢ pasbemamu SC/ST n ogHomop ¢ pasbemom SC). [na Toro, yutobbl
ybeantbcs B NpaBUAbHOM paboTe ONTUYECKUX MOPTOB, AaHHAA (YHKUMA MO3BOAAET OT/IeXKMBATLCA
ciefyolme napamerTpbl: TemnepaTtypa, mouHocte TX/RX u gpyrue. BKnouute trap-onoselueHue,
npeaynpexaerHve no email u/unm ¢ nomoulpto pene Ha crpaHuue System Event Settings, utobbl
Noay4YnTb cooblieHne, ecin oAnH U3 ONTUYECKUX MOPTOB NpPeBbIAeT NOPOroBoe A/ HEro 3Ha4yeHue.

Fiber Check

FESSC 1310

FESSC 1310
G1 SFPAGLXLS 1310
G2 SFP-1GLXLC 1310
G3 SFP-1GSXLC-T 830

(54 SFP-1GSXLE-T 850

Current | Wax | Current | Maxiin. | Current ] Min. |
13 g { I 1
33

g 9

33

33

| Temperature ('C) | Tx Power(dBm) | RxPower (dBm) |
o | e | wessegn e | ves [ e i
13
14 : ; o " _

MapameTp OnucaHume
Port Homep onTnyeckoro nopta KommyTtaTopa.
Homep nopma
Model Name Moaenb SFP-moayna/kommyTaTopa co BCTPOEHHbIMM
Modernsb ONTUYECKMMM NOPTAMMU.

Wavelength (nm)
AnuHa 8oHbI (Hm)

[JAVHaA BONHbBI 418 ONTUYECKOro coeanHEHMUA.

Vce (V)
HanpsaxceHue (B)

HarlmeeHme NMNTaHWA ANAa oNnTU4eCcKoro coegnHeHuA.

Temperature (°C) — Current
Temnepamypa (°C) - Pabo4as

Pabouas TemnepaTypa A48 ONTUYECKOTO COeAUHEHUS.

Temperature (°C) — Max.
Temnepamypa (°C) — Makc.

MaKcumanbHas TemnepaTtypa 4a1a onTu4eCckoro coeanHeHuAa.

Tx power (dBm) — Current Pabouas MOLLHOCTb CUrHana, nepesaBaemoro no
MouwHocms Tx (0bm) — Pabouas ONTOBOJIOKOHHOMY Kabesio.

Tx power (dBm) — Max. MakcMmanbHaa  MOLWHOCTb  CUFHana, nepegasaemoro Mo
MouwHocms Tx (0bm) — Makc. ONTOBOJIOKOHHOMY Kabesto.

Tx power (dBm) — Min. MWHUManbHas  MOLWHOCTb  CWUrHasa, MepegaBaemoro o
MouwHocmes Tx (06m) — MuH. ONTOBOJIOKOHHOMY Kabento.

Rx power (dBm) — Current MOLWWHOCTb CUTHaNa, MOAY4aeMoro Mo  OMNTOBOJOKOHHOMY
MouwHocms Rx (0bm) — Paboyas Kabento.

Rx power (dBm) — Max. MakcMmanbHaa  MOLWHOCTb  CUTHanNa,  NosAy4Yaemoro  no

MouwHocmes Rx (0bm) — Makc.

ONTOBOJIOKOHHOMY Kabento

Fiber Check Threshold Value (Benu4uHa nopo2a no onmu4eckum nopmam)

Mogenb TemnepaTtypHbIn nopor (°C) MowwHocTb Tx (gBm) — MouwHocTb Rx
Makc./MuH. (abm) —
Makc./MuH.
FEMST 120 -11.0/-23.0 -31.0
FEMSC 120 -11.0/-23.0 -31.0
FESSC 120 3.0/-8.0 -34.0
SFP-1FEMLC-T 120 -5.0/-21.0 -37.0
SFP-1FESLC-T 120 3.0/-8.0 -37.0
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SFP-1FELLC-T 120 3.0/-8.0 -37.0
SFP-1GSXLC-T 110 -1.0/-12.5 -18.0
SFP-1GLSXLC-T 120 2.0/-12.0 -19.0
SFP-1GLXLC-T 120 0.0/-12.5 -20.0
SFP-1GLHLC-T 120 1.0/-11.0 -23.0
SFP-1GLHXLC-T 120 4.0/-7.0 -24.0
SFP-1GZXLC-T 120 8.0/-3.0 -24.0
SFP-1G10ALC-T 120 0.0/-12.0 -21.0
SFP-1G10BLC-T 120 -5.0/-21.0 -34.0
SFP-1G20ALC-T 120 1.0/-11.0 -23.0
SFP-1G20BLC-T 120 -5.0/-21.0 -34.0
SFP-1G40ALC-T 120 5.0/-6.0 -23.0
SFP-1G40BLC-T 120 -5.0/-21.0 -34.0
SFP-1GSXLC 100 -1.0/-12.5 -18.0
SFP-1GLSXLC 100 2.0/-12.0 -19.0
SFP-1GLXLC 100 0.0/-12.5 -20.0
SFP-1GLHLC 100 1.0/-11.0 -23.0
SFP-1GLHXLC 100 4.0/-7.0 -24.0
SFP-1GZXLC 100 8.0/-3.0 -24.0
SFP-1GEZXLC 100 8.0/-3.0 -30.0
SFP-1GEZXLC-120 | 100 6.0/-5.0 -33.0
SFP-1G10ALC 100 0.0/-12.0 -21.0
SFP-1G10BLC 100 -5.0/-21.0 -34.0
SFP-1G20ALC 100 1.0/-11.0 -23.0
SFP-1G20BLC 100 -5.0/-21.0 -34.0
SFP-1G40ALC 100 5.0/-6.0 -23.0
SFP-1G40BLC 100 -5.0/-21.0 -34.0

MpumeyaHue:

Bo3moXHbI NOrpewHoOCTn mexagy peasibHbiMU OaHHbIMU U JaHHbIMUA M3MepeHMl7I.

115



Event Log (*KypHan cobbimudi)

Event Log

Page 48/48 -

707 125 --
708 125 -
o9 125 --
70 125 —
711 125 --
Mz 125 -
713 125 -
714 125 --

Bootup System
Number Startup Time
TO& 125 - -

0dZn5s2m4d1s Port 2 link on
- 0d3h0mdas 192 168127 66 admin Auth. ok
- 0d3nEmds 192 168127 66 admin Auth. ok
- 0d3n11mS6s Port T link om
- 0d3n12mids Port T link off
- Od3h12miGs Port 7 link om
- 0d3h12mi8s Port 7 link off
0d3n12mi9s Port 7 link on
- 0d3h30m30s 192 168 127 66 admin Auth. ok

Tabnunua Event Log (»KypHan cobbiTuit) oTpaxkaeT cnegytouyto MHpopmaumio:

Bootup Number

MoKa3bIBaEeT, CKOJ/IbKO pa3 KOMMYyTaTop Obla Nepesarpy:KeH uan 3anyLieH

Konuyecmeso C X0N04HOTO CTapTa.

nepesazpy3oK

Date [aTa obHoBAAeTcA B COOTBETCTBMM C HAcTpOMKamu B pasgene Basic
Jama Setting (ba3oBble HacTPoOKu).

Time Bpems obHOBNseTCs B COOTBETCTBUWM C HacTpolKamu B pasgene Basic
Bpems Setting (ba3oBble HacTpoliKku).

System Startup Time Bpems 3anycka cuctembl, CBA3aHHOE € COObITUEM.

Bpemsa 3anycKka

cucmemeol

Events Bo3HMKLWIME cOObITUA.

Cobbimus

MpumeyaHue:

Cnegaytowme cobbiTus 6yayT 3anucaHbl B Event Log Table Moxa (B xypHane cobbiTuif):

e XosogHbI cTapT
o [opsunit ctapT

e  AKTMBMPOBAHbI U3MEHEHUA HACTPOEK
e [lepemeHa nutaHusa 1/2 (On->0ff, Off>0n)

e OwwbKa aBTOpPM3aALMUM

e  3meHeHWe TONoAOrMN CeTH

e HacTtpoiku ycTpoiicTBa Master HEKOpPEKTHblE
e [leperpyska Tpaduka noprta

e OwwubKa asTopm3aumm dotlx

e (CBA3b MO NOPTY ecTb/HeT

116



Ucnonv3osaHue cnucka ynpasaeHua docmynom (ACL)

MpumeyaHue:
CnncoK ynpasaeHusa AOCTYNOM AOCTYNeH B KOMMYTaTopax 3 ypPOBHSA.

Mcnonb3oBaHMe cnucka ynpasneHus poctynom (ACL) ysenuumsaer yaobctBo M 6e3onacHocTb
yNpaBAEHUA CeTblo.

ACL npegocTaBnsieT BO3MOMHOCTb PpUAbTPaUMM TpaduKa ANA BXOAAWMX WM UCXOAALLMX MAKETOB.
Cnucok ynpaBieHUsa OOCTYNoM KOMmyTaTopoB Moxa Mo3BOASET ynpaBasaTb KpuTepuammu GuabTpaumm
ONA PasNIMYHBbIX MPOTOKO/MOB M NPefoCTaBAseT MOAb30BaTENAM BO3MOXHOCTb WMHAMBUAYANbHOM
HaCTPOMKK KpuTepues duabTpaumnn. Hanpumep, nonb3oBaTenn MoryT 3anpeTuTb AOCTYN K KOHKPETHOMY
WCTOYHMKY Man nonydyatento IP/MAC-aapecos.

NHTepdeiic ynpaBieHna CNMCKOM ynpaBaeHusa A0CTYNOM O4YeHb NPOCT B UCNOb30BaHUK. Monb3oBaTtenn
MOryT ObICTPO YCTaHaB/AMBATb MpaBuaa GUALTPALMK, YNPaBAATb MPUOPUTETAMM MpPaABWUA, a TaKKe
npocmaTpmBaTb 06LME HAaCTPOMKM Ha CTpaHuMLe UHTepdeiica.

Konuenyusa ¢yHKyuu ACL

Yro Takoe ACL?

Cnu1coK ynpaBaeHMa AOCTYNOM ABAAETCS OCHOBHbIM cnocobom ana ¢unbTpaumm Tpadmka BXOSAWMX U
ncxogAWMxX nakeTtoB. [laHHas GyHKUMA MOMXKET M3yyaTb MHPOpMALMIO O Kaxkaom Ethernet-nakete u
NPUHMMATL Heobxogumble Mepbl. KommyTatopbl Moxa 3 ypoBHA ob6ecrneyumBatoT BO3MOMKHOCTb
NOJIHOLLEHHON GUNbTPauuK. Kputepumm cnmcKka ynpaBneHus AocTynom MoryT BKAtoYaTb B ceba IP-agpec
naketoB, MAC-agpec NaKeToB WCTOYHMKA WAW NPUEMHMKA, IP-MpoToKoAbl wuan nbyto  gpyryto
nHbopmaumio. PyHKuMA ACL MOXKET NPOBEPUTL 3TU KPUTEPUN, YTOOLI PELLnTb, CNeayeT PaspewwnTb Uan
3anpeTuTb AOCTYN NAKeTy.

MNpenmywiecrea ¢pyHKuun ACL

®dyHKkumAa ACL ocyuiectBnsfieTcA B 3aBMCMMOCTM OT Tuna MHTepdeica, OT HanpasBAeHWA NakeTa U OT
BO3MOXHOCTM GUABTPALMM NPOTOKOAA. [JaHHblE BO3MOXKHOCTU MOTyT obecneunTb 6a30ByLO 3aLLUTY CETU
nytem ¢unbTpaumm onpegeneHHblx naketoB. OcHoBHble npeuvmywectBa ACL 3akntovaloTca B
cneayowem:

e YnpaBneHue nosHOmouuMem xoctoB: ®DyHKumMA ACL MoOXKeT OrpaHuumMBaTtbh  [OCTYN
onpeaeneHHbIM yCTPOMCTBaM C nomolubto dunbtpaunmn MAC-agpecos. MNonb3oBaTenb MOXKeT
3anpeTUTb BCE UM TOJIbKO HEKOTOPbIE NAKETbI, NOCTYNAlOLWME OT KOHKPETHbIX YCTPOMCTB.

e YnpasneHue nosHomounem noacetu: Hactpolika npasun dunbTpaumm ana onpeaeneHHoix IP-
agpecos nogcetn. PyHKuma ACL MOKeT OrpaHnYnUTb NakeTbl, OTNPaBAsemble UM NOAyvYaemble
OT onpeAeneHHbIX NoaceTeN.

e besonacHocTb ceTu: Bonpoc 06 obecneveHnn 6e30MacHOCTU CETU OYeHb akTyaneH. PyHKuumA
ACL moxeT obecneuntb 6asosyto 3awmTy, KoTopas paboTtaeT aHanornyHo Ethernet-wniosy
6esonacHocTy (firewall).

e YnpaBneHne nNOTOKOM TpaduKa c nomoubio ¢unbTpauum onpeaeneHHbIX MNPOTOKONOB:
®dyHKumA ACL moxeT punbTpoBaTb onpeaeneHHble IP-npoTokonsl (TCP- nan UDP-nakeTsl).

Kak pa6otaet ¢pyHKumna ACL?

Ctpyktypa ACL ocHOBaHa Ha cnucKax goctyna. Kaxabii cnMcoK AocTyna npeactasnaset cobon opunbtp.
Korga makeT BXOAWT MAM BbIXOAMT M3 KommyTaTopa, ACL 6yaeT cpaBHWMBATL NAKeT C MpaBuAamu B
CNUCKax AOCTyna, HayMHaa C nepsoro npasuaa. Ecan nakeT 3anpeweH uaM paspelleH nepsbiM
npaBuMIOM, KOMMyTaTop OyaeT MponyckaTb WM nepeAaBaTb 3TOT MaKeT HanpaAmyto 6e3 npoBepku
OCTa/IbHOM 4YacTu c 6onee HU3KMM MPUOPUTETOM Npasua. [pyruMu CAoBamu, CMMCOK yrnpaBieHuA
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Joctynom obnagaet ceoncteom «MHAeKe npuoputeta» (“Priority Index”) ana onpeaeneHma npuoputeTa
npaswuna.
Ectb aBa TMna Hactpoek ans ACL: HacTpownKa criucka (list) n HacTpolika npasuna (rule). Ana co3paHua
CMMCKa ynpasBeHns JOCTyNom HeobxoaMmbl cneaytowme napamMeTpbl CrIUCKa: UMS, UHAEKC NpUopuTeTa,
™MN GUABbTPA U MOPTbI, K KOTOPbIM HYXKHO NMPUMEHUTb AaHHble HACTPOMKK. Mocne co3gaHus Kaxablii
CMWUCOK yMpaB/ieHWUa OOCTYNOM MMeeT CBOM COBCTBEHHble HACTPOMKM npaBwui. MHAEKC npuopuTeTa
npeacTasnser coboi NpUopuTeT UMEH B CMMCKe gocTyna. MmeHa B nHaeKkce npuoputeTta 1 (Priority
Index 1) vmeloT nepBbI NpuopuTeT B PUAbTPAUMM MNaKeToB. MHAEKC npuvopuTeTa HacTpauBaeTca
KaKabli pas, Korga nosb3oBaTento HeobXoAMMO M3MEHUTb NPUOPUTET. B PpYyHKLMM AOCTYNHbI ABa TUNA
dnNbTpaLMM NAKETOB:

e [lo IP-agpecy

e [lo MAC-agpecy

Tun dmnbTpauum ykasbiBaeT Ha TO, KaK cnefyeT npoBepATb nakeTbl — no MAC-agpecy unm no IP-agpecy.
[danoHenwmne HacTpolikn ¢unbTpa OyayT 3aBuceTb OT ero Tuna. locne HaCTPoliKuM PpunbTpaumm
BblbepMTe HOMepa MOPTOB, K KOTOPbIM Bbl XOTUTE NPUMEHUTb GUALTP. TaKKe MOXKHO BblOpaTb, K
Kakomy TpaduKy (BXogAwEMY UK UCXOAALLEMY) NPUMEHATE UNBTP.

Bbl MOXKeTe TaK¥Ke co34aBaTb NPaBMAA yXKe nocae fobaBneHMA HOBOIO CNUCKA YNpaBAeHUA AOCTYMNOM.
Kaxxpan rpynna ACL nogaeprkmsaet 10 npasun. Mpasuna moryt ¢puabTpoBaTth naketbl no IP/MAC-agpecy
WCTOYHUKaA nam nonyyatens, IP-npotokony, nopty TCP uan UDP, Tnny Ethernet-kaapa unm no VLAN ID.
Mocne TOro Kak ycTaHOB/EeHbl Bce npaBwaa, cnucok ACL ByaeT ¢unbTpoBaTb NaKeTbl NO MpaBuay ¢
HaMBbICWIMM MHAEKCOM npuopuTeTa (MeHblle HOmep O3HayaeT Bbiwe npuoputeT). Ecam npasuno
3anpeLLaeT UK paspallaeT AOCTyN NakeTy, NakeT 6yaeT COOTBETCTBEHHO OTOPOLUEH UK NepesaH.

YcmarosKka u Hacmpolika cnucka ynpaesneHus 00cmynom

Access Control Profile Settings (HacTpoiku cnucka ynpasaeHusa AocTynom)

Access Control Profile Settings

ACLID T
Mame
Filter Name MAC Base ¥

T “haa ] Dolee |
e e —————

ProtectionSetting IP Based
2 VLAMfar IP Based
3 DeviceGroupA MAC Based
4 FilterlPA IP Based
] DeviceGroupB MAC Based
b PLCA MAC Based

Ha 3Toi1 cTpaHuue Bbl MOXKeTe HacTpouTb ABa napameTpa: (1) Jo6aBUTb/M3MEHUTb CNUCOK YNpaBaeHUA
aoctynom u (2) Hactpoiika ACL ID.

(1) Ao6aBuTb/M3MEHUTb CNUCOK yNpaB/ieHUA 40CTYNOM

dTa ¢yHKUMA no3BonsfeT A00aBWUTb HOBbIA CMMCOK YNpaB/ieHUs A4OCTYMOM WAW  U3MEHWUTb
cyuiecTsylowmin. Hactpoiika ¢yHKUUM 3aBUCUT OT MHAeKca npuoputeta (ACL ID), KoTopblt BblBUpaeT
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nonb3sosatenb. Ecam napametp ACL ID no-nperkHemy NycT, Bbl MOXeTe HayaTb C CO34aHMA HOBOro
CNWCKa yNpaB/ieHUA AOCTYMOM.
MapameTpbl 414 pefaKTUpPoBaHuA:

e ACL ID (MHAekc npuoputeTa): ACL npoBepseT nocaenoBaTeNbHOCTb NPaBUa Ha OCHOBE 3TOro
nokasatens. MeHbWWIN MHAEKC 0bnafsaeT 6osiee BbICOKMM MpuopuUTETOM Ans GUAbTPaLMM
naketoB. Ecan naker oToUAbTPOBaAH CMMCKOM A0CTyna ¢ 60/see BbICOKMM MPUOPUTETOM, TO
CNWUCKKN AocTyna ¢ 6o1ee HU3KMM NPUOPUTETOM He ByayT peanm3oBaHbl.

MpumeyaHune: NHaeKC NnpuopuTeTa He ABNAETCA OAMHAKOBbIM ANA KaXKAoro cnucka. OH meHAeTca npwm
M3MEHEHUN NpUopUTETa PA3/INYHBIX CMUCKOB YNpaBaeHMA SOCTYMOM.
MaKcMmanbHbIM MHAEKC NpuopuTeTa — 16.

e Name (MmsA): Bbl MoXKeTe Ha3BaTb CMMCOK YNpaBieHMsA AOCTYMOM B 3TOM pasgene. Bce cnucku
[0CTYNa JOMKHbI UMETb YHUKAJIbHOE UMA.

e Filter Name: (®unbTtp): Bbibepute T™"MN PunbTpaumm: no IP- uanm MAC-agpecy. [eTanbHyto
HACTPOMKY MOXKHO MPOn3BecTU Ha cTpaHuue Access Control Rule Settings.

Ecnu BbIOpaHHbIN MHAEKC NPUOPUTETA YIKE eCTb B CMIMCKE yNpaBaeHUs 40CTynom, Bbl moxkeTe M3MeHATb
napameTpbl, ONncaHHble Bbile. MNocne HAacTPoMKM HaxkmuTe Activate ans nogrsepxaeHus. MNocne satoro
HOBbIN CNNCOK noasuTca B Tabsimue Access Control List.

(2) Hacrpoiika ACLID
MN3meHATb YCTaHOBAEHHbIE NPUOPUTETbLI CMUCKOB YNpaBAeHMA AOCTYNOM O4YeHb nerko. KomnaHma Moxa
co3fana npocton MHTepdelnc, KOTOPbIM MO3BOAMT BamM ObICTPO YCTaHOBUTbL NpuopuTteT. Jas 3TOro
BbIMNO/IHUTE TPU LLAra, ONMUCaAHHbIE HUMXKE:
Lar 1: Bbibepute cnncok.
War 2: Haxkmute KHonKy Up/Down (Beepx/BHW3) Ans ycTaHOBKM nocnefosaTesnibHOCTM. MapameTp
Priority Index (MHAeKc npropuTeTa) ByaeT MEHATLCA B 3aBUCMMOCTM OT NO3ULMM B CIIUCKE.
LWar 3: Haxkmute Activate gna noarsepaeHUA HaCTPOEK.

Access Control Rule Settings (HacTpoiika npasua ynpasaeHua AocTynom)

Ha sToli cTpaHuue Bbl moxeTe HacTpauBaTb MpaBwuia CNMCKa ynpaBaeHUa AocTynom. Kaxapld cnucok
ACL moxeT BKAto4aTb B cebs fo 10 npasun. Bo-nepBbix, BbibepuTe CNNCOK, B KOTOPOM Bbl xoTenu 6bl
n3meHuTb napameTp ACL ID (MHAEKc npuopuTeTa) 3aTem HaAcTpolTe npaBuaa OTobparkeHus
BXOAHbIX/BbIXOAHbIX NopToB (Ingress/Egress Ports). Mocne Toro, Kak HacTPOMKa 3aBeplueHa, HaxkMmuTe
Add, ytobbl ,06aBUTb NPaABMIO B CNMCOK. 3aTeM HaxkmuTe Activate, UTobbl aKTMBMPOBATb HAaCTPOMKM.

MpaBuna ynpasiAeHUs AOCTYNOM OTOOpPakalOT HACTPOWKM MapameTpoB B 3aBUCMMOCTM  OT
MCMOIb3yeMOro TUNa GUAbTPaLUN.
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IP-Based (Mo IP-adpecy)

Access Control Rule Settings

1 - PratectionSetting v IF Based
Artion Dany *
Source IP Address Ay v | (0.0.0.0
Source IP Address Mask 0.0.0.0
Dastination IP Address Any v | (0000
Destination IF Address Mask 0.0.0.0
IP Protocal User Defined ¥ | Ox

TCP/UDP Source Port

TCR/UDP Destination Port

"o | oown JR o | veiew ] o ]

HH Source IP Address Destination IP Address
1 Ay

Deny 192.168.127.0/255 255 2550 0x02
2 Permit  192.168.127.100/255.255 255 255 Any 0x01
Ingress Port Egress Port
31 3-2 3-3 34 31 3.2 33 34 =
41 4-2 4-3 44 41 4-2 4-3 44
&1 5-2 &3 54 51 52 &3 5-4
61 6-2 -3 f-4 B-1 6-2 -3 -4
71 7-2 7-3 74 71 7-2 7-3 7-4
g1 32 3-3 8-4 81 3-2 3.3 84
91 9-2 3-3 9-4 91 g-2 3-3 94
10-1 10-2 10-3 104 101 10-2 10-3 10-4
111 11-2 11-3 114 111 11-2 11-3 114
1241 12-2 12-3 124 1241 12-2 12-3 124
1341 13-2 13-3 134 13-1 13-2 13-3 13-4

e Action (JevicTBue): 3anpeLLaTb UaM paspeLlaTb JOCTYM, €Cv KPUTEPUIA MPABUIA BbIMOIHAETCS.

e Source (Destination) IP Address/IP Address Mask (IP-agpec uctouHuka/Macka |P-agpeca
NCTOYHMKA): Onpegenser npasuno |P-agpeca. Mcnonb3ys Mmacky, Bbl MoxeTe HasHauuTb
onpegeneHHble AManasoHbl noacetTm ana GuabTpaumu. Bbl MoXKeTe yKasaTb KaK YCTPOMCTBO-
WCTOYHMK, TaK U YCTPOMCTBO-MOIyYaTeNb NakeTa. Boibepnte Any, ecan He XOTUTE UCMOJIb30BaTb
OAHHbIN KpUTEpUii.

e IP Protocol (IP-npoToKkon): BbibepuTe TMN NpoToKkonos ana unbtpaumn: ICMP, IGMP, IP over IP,
TCP n UDP.

e TCP/UDP Source (Destination) Port (Mopt wuctouHnka TCP/UDP, nopT npuHMMatOWero
yctpoictea TCP/UDP): Ecnm TCP mam UDP BbiGpaHbl B KayecTBe MPOTOKOAa $UAbTPauLmu,
OaHHbIV NapameTp No3BoAsET BbIOpaTb HOMepa NOPTOB A1A GUNbTPaLLUM.
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MAC-Based (Ha ocHose MAC-adpeca)
Access Control Rule Settings

ACL 1D Filter Mode

3 - DawiceGroupd, v MALC Based
Action Deny
Source MAC Address Any v | (00:00:00:00:00:00
Source MAC Address Mask 00:00:00:00:00:00
Destination MAC Address Any * | |D0:00:00-00:00:00
Destination MAC Address Mask 00:00:00:00-00:00
Ether Type ser Defined v | 0x|0000
VID

[_Up ] Down [ Add ] Dolete | Modity

Hm Source MAC Address Destination MAC Address E
Ype

1 Deny 00-90:E8:19:BE-38/FF-FF-FF-FF-FF-FF 0x080& 10
2 Parmit HD.HU.EE.ZE.M.SEFFF_FF.FF.FF.FF.FF Ay OxB892 20
| IngressPot ________ [|FgessPor |
11 1-2 1-3 1-4 11 1-2 1-3 14 :
241 2-2 2-3 24 241 2.2 2-3 24
31 32 33 34 3 32 33 34
4-1 4-2 4-3 4-4 4-1 4.2 4-3 4-4
51 5.2 B.3 54 51 5.2 53 54
B-1 B-2 B-3 6-4 B-1 B-2 B-3 6-4
71 7-2 T-3 74 7-1 7-2 7-3 T-4
8-1 B-2 8-3 -4 81 -2 8-3 34
941 9.2 9.3 94 9.1 9.2 9-3 94
10-1 10-2 10-3 104 10-1 10-2 10-3 104
M4 @ 12 0 13 0 114 111 @ 112 @ 113 @ 114

e Action (JeicTeure): 3anpeLLaTb UK paspeLlaTb AOCTYM, ECIM KPUTEPUI NPaBUIA BbINOAHAETCS.

e Source (Destination) MAC Address/MAC Address Mask (MAC-agpec ucrouHnka/Macka MAC-
aapeca MUCToYHMKa): Onpegensetr npasuno MAC-agpeca. Mcnonb3ya macky, Bbl morkeTe
Ha3HauYUTb onpeAeneHHble AManasoHbl NoacetM Ana ¢uabTpaumn. 3To No3BOSAET NPOBEPUTD
WCTOYHMK MaKeTa WAM NPUHUMAIOLEE MaKeT YCTPOMCTBO. Bbibepute Any, ecnm He xoTuTe
MCNob30BaTb AAHHbIN KpUTEPUA.

e Ethernet Type (Tun Ethernet-npoTokona): Bbibepute Tun Ethernet-npotokona ans ¢punbTpauuu:
IPv4, ARP, RARP, IEEE802.1Q, IPv6, IEE802.3, PROFIENT, LLDP uan IEEE1588.

e VLAN ID: Beegute VLAN ID, no KOTOpOMY OCYLLECTBAATL GUNLTPALMIO.

Mocne Toro, Kak HacTpoiKa 3aBepweHa, HaxkmuTe Add, yTobbl f06aBUTL MPaBUIO B CMNMCOK. 3aTem
HaxkmuTe Activate, 4Tob6bl aKTUBMPOBATL HACTPOMKMU.
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Access Control List Table (Tabauua ynpasnenua gocrynom)

Ha ctpaHuue Access Control List Table oTparkeHbl Bce HacTponkm Bcex cnuckos ACL. 3aecb Bbl moxkeTe
yBMAaeTb npasuna Ingress port (BxoaHoro nopra), Egress port (BbixogHoro) nopta uam ACL ID (MHAaekc
npuopuTeTa). Haxkmmnte Ha Bbinagatollee meHio Ans Bbibopa nopta (Port) nan nHaekca npuoputeTa
(ACL ID), Bce npaBuna byayT oTobparkeHbl B TabauLe.

ACL Table
11 = Ingress ¥
1 - ProtectionSetting * IP Based 11
TCPUIDP
Action| Source IP Address [Destination |P Address
1 Damy Ay 192.168.127. 07255 255 255 0 Ox02
2 Parmit 192 168.127_100v255 2565 255 255 Any 001
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A

MIB-rpynneol

KommyTatop Moxa nocTtaBnsetrca co BCTpoeHHbiIM SNMP-areHTom (Simple Network Management
Protocol), KOTOpPbIM nopaep»mpaet  trap-coobuieHus o] xonogHom/ropadvem 3anycke,
NOAKMOHEHNM/OTKIIOYEHUMN IMHUM CBA3M, a TakxKke RFC 1213 MIB-II.

CraHpgapTtHble noagep:usaemole MIB-rpynnbi:
MIB Il.1—System Group
sysORTable
MIB Il.2—Interfaces Group
ifTable
MIB I11.4 - IP Group
ipAddrTable
ipNetToMediaTable
IpGroup
IpBasicStatsGroup
IpStatsGroup
MIB 11.5—ICMP Group
IcmpGroup
IcmplnputStatus
IcmpOutputStats
MIB 11.6—TCP Group
tcpConnTable
TcpGroup
TcpStats
MIB I.7—UDP Group
udpTable
UdpStats
MIB 11.10—Transmission Group
dot3
dot3StatsTable
MIB 11.11—SNMP Group
SnmpBasicGroup
SnmplnputStats
SnmpOutputStats
MIB 11.17—dot1dBridge Group
dotldBase
dotldBasePortTable
dot1dStp
dot1dStpPortTable
dotldTp
dot1dTpFdbTable
dot1dTpPortTable
dot1dTpHCPortTable
dot1dTpPortOverflowTable
pBridgeMIB
dotldExtBase
dot1dPriority
dotldGarp
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gBridgeMIB

dotlqgBase

dotlqTp
dotlqFdbTable
dotlqTpPortTable
dotlqTpGroupTable
dotlgForwardUnregisteredTable

dotlqgStatic
dotlqgStaticUnicastTable
dotlqgStaticMulticastTable

dotlqgVlan
dotlqVlanCurrentTable
dotlqVlanStaticTable
dotlgPortVlanTable

KommyTatop Moxa TaKKe umeeT npuBatHbin MIB-daiin (Moxa-[switch’s model name]-MIB.my),
pacnonoKeHHbI Ha CD-AMcKe, BXOAALLEM B KOMM/IEKT NOCTaBKM KOMMYyTaTopa.

CoobuweHunsa Public Trap

. Cold Start

. Link Up

° Link Down

. Authentication Failure

. dot1dBridge New Root

° dot1dBridge Topology Changed

CoobuweHunsa Private Trap

. Configuration Changed

. Power On

. Power Off

. Traffic Overloaded

° Turbo Ring Topology Changed

. Turbo Ring Coupling Port Changed
° Turbo Ring Master Mismatch

. PortLoopDetectedTrap

. RateLimitedOnTrap

. LLDPChgTrap
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